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S8 <H 1-1>0<H 1-2>= 2 JI0IE0M AHEE 2L HEAl 73 E 0012 SS £ F St

STt BAl 7= JRp=
Screen displays O A SO AR 2 HUY BHEE HE
" CLIZHE 2
Screen displays bold D 2N 2 S BE s 60
[Key] &2 » J|2CS0 3] Y2 LEHNE A2 [Enter] £ [Ctrl] 2t 20|
2SS9 8 AR
= = 0I409 IZ SAI0l Y2ists B [Curl] + [2]2 20 9=
w2 0| I
WEED ARG 220U 2FUA M2 HOE [ AR
n AlAE WSO YA AFZXOF Q26 0F 5t THetol Ef

oro|2 5 &3
b Notice m EQ8J|s0ILEHE, BHEO, Tip
Warning B A0l CHSH &foH, OIOIE &4, = AIAE &
ASIIHE = U= AE

1.3. & 2A

U9000 Series A% Xl =2 S0 201 2&EC = ZOI0l et =0t Hel 38= U3l e
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authentication
boot

clock

config
config-list
cpu

cpu-filter
cpu-mac-filter
cpu-packet-counter
cpuload
debugging

dump

dump-file
environment
flash:

flow

flow-rule
history
hostkeepalive
inet-service
interface

ip

lacp

license
llcf-group
logging
loop-detect
mac
mac-address-table
mac-count
mac-threshold
max—hosts
memory
mirroring

mode

ntop

ntp

policy
policy-map
port
port—-group
port-mib
private-edge-vlan
privilege
processes

gos

rate-limit
rmon

route-map
running-config
sdm

self-loop-detection

Authentication configurations parameters
When system booting, physical port shutdown or not
show current system's time

Show config file information

display config file list

CPU
CPU
MAC
CPU
CPU

Debugging functions

information

Filter

Blocking Table based on CPU load
packet-counter

load information

dump-traffic

tcpdump log file

Temperature and FAN status information
display information about flash file system
flow-rule

flow-rule

Show all contents of command history buffers
Check the keepalive for the specific host
Display enabled internet services

Interface status and configuration

IP information

Port group information

Set enhanced software feature license

Link Loss Carry Forward group

Show all contents of logging buffers

Enable self-loop detection

Display MAC address table entries

Display MAC address table entries

MAC count configuration

MaxMac Threshold information

MAC count

Memory statistics

(max-hosts) configuration
Port mirroring configuration

command mode

NTOP Web service

show current ntp status

Policy Map Table

Policy Map Table

Port status and configuration
Port-group configuration

Port-Mib Count

Private edge vlan configuration
Display your current level of privilege
Active process statistics

Qos configuration

Display rate-limit control parameters
Remote Monitoring

route-map information

Current operating configuration

Show SDM configuration

Enable self-loop detection

24
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service-policy service-policy information

sflow sFlow

snmp display snmp configuration

spanning-tree Spanning tree topology

startup-config Show startup config file information

switchport Switching port configuration

syslog syslog

system Display the system information

tc-table traffic-conditioner-table

tech-support Display general information about the switch

temperature Temperature and Threshold information

track Tracking information

uptime Display elapsed time since boot

users Display information about terminal lines

version Display the system version

vlans VLAN information

vrrp Virtual Router Redundancy Protocol (VRRP)

whoami Display information about the current user
Switch# show_
PR ESY IISS show BEUHE Sotd 2 G310t 20t show HEN 2 = S8 10| 2’ E &
SotH Ch23 20l show B0 CHet 40l EAIE D HMIF ZE0IHA OIS BE 2482 JIT
gl Ct.

Switch# showi
show Show running system information
Switch# show_

SOOI SSXE ZEC AEHE XD AXC Has HYS 220+ 6HAL D2 p'E XD B
8ol 7'E X & p'2 A ST 20| EHELL 22 SN0 YA
S

HHE LAl EAIDEEM AN 208 LSS T

Switch# show pi

pdp Global PDP configuration subcommands
port Display port configuration
port-group Port group information

Switch# show p_

213 S dHEN LH
U9000 Series A9 X2 CLI= ¥ &

ot 222 HE02 H FAHl =NE 20 @S B S St

b Notice Ch= HHE AISE W, AlIAE 2 XH= U000 Series A2 X JF HE O
=2 =250 oA A =l OF eCh “% Ambiguous

ALH 012 g 2

In
2
o
v
ro
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Show all contents of logging buffers

IP information

Ambiguous command.
Switch# show i E

ip

logging
Switch# show i

o

o

__Switch# show i
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Italic 4/ m Qg HaS

Bold Al m 2AXO L0l 0F ot HE O
A.B.C.D B P=A = ABY IAIE 20)
A.B.C.D/M = |P prefix £ /0] (0. 192.168.0.0/24)

215 ZFEOHAA EBEIYE I XL ECSY
U9000 Series A %I Xl =
|

g0 el Bf 2g &

= o

=0 49
[Ctrl] + [A] B HNE S HS2Z2 0=
[Ctrl] + [E] B HNE 2 E22 0=
[Ctrl] + [B] B HNE S EHH FIZ0lS
[Ctrl] +[F] B HAE 82X A2 0lS
Backspace B HA 2Ol S 2 XS ALK
[Ctrl] + [K] n S HANZRE E9 2K 2XE A
[Ctrl] +[U] n S ANMZRE 222 MENK 2 NE AHH
Tab B HANO LURES X1 [tab]E X 1 prompt 0l A 22 prefix 2
N BEHIIOHH N UAS BR UAEE HA
m SO HHENE JAS AR FBHU LKA 222 24
[Ctr] + [P] £= m OpXS e HHNRE Xtell CHZ 20 JHDEXI2l HE O S0l TSt
0l 2 EA
[Ctrl] + [N] £= " S EEAE EA
? = prompt &0lM AFS JtSE BEUH 2IAEAX EHE HA
B AN USH7EINS ZR, 0 S CHS0l L=dH0F & It
clOIE CIAES HA
B 2EHOIHION HIZ 20HM 78 LHIUS B L2 prefix E
NS HHUO 2|AEE HA
Return &£ = Spacebar & ® --More -- 0l M Return 9| £ 2™ C+2 &t line 0| EAl
=0 ®m Spacebar £ 29 OIS HOIXI EAIZH, QE ¥2H E20t1
prompt & B2 & 2t
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22. ARIX EEOH 2L

U9000 Series AR Xl = <X 2-3>9} 20| Y& AX HEW ZES XSSHCH 2 AQX HE 2
e QRO 2 B XU H = H K= HEHOI= XHOIDF QUL
22 Xl SE0 2=
2c OTEDE &9
User 2= Switch > m BEESH IEEE CUAEY 0l
Privileged 2= Switch # B AAEHAES SSEGEHLE AL
B 2o HdEE ALE
Config 2= Switch (config) # m AR 2E dE gE 22
& otAH HaE
Interface 2 &= Switch (config-if-gil)# = OIHHOIAS &8 EHE HE
Switch (config-if-vlanl)#
Router 2&= Switch (config-rip) # m RIPO|ILI OSPF &9l 224 &
Switch (config-ospf) # 2E=0 3H A2 BA
DHCP pool 2& Switch (config-dhcp) # ® DHCP =4 pool 2 &8
b Notice YYH ZSZE= 2 25 LEtHE 242 240l U9000 Series A 2| Xl
Ol 0IE2 SAE 0IE2Z AESEILE 2 JH0IEUH A = ‘Switch ZEZES
SEY SAE 0|IE2Z AN AHESELHL.
AMAE 2H A= U000 Series ARAXIS 22 &8 & M, ] JIXl B3RS ZSZEE oA &
Ch ZBZE= 33 &3 20N 2 M E M He 2K 2 A= XNE LAE0 AKX 2E
A2 HAHGH| RAAE BHEA ZEZEEZ 3 ollOFCE SICH <X 2-4>2 AAXS HHO 2= A
018 Ol L= dHEHTH
H 24 AAX2 HEOH 2= A0S OIS
a0 &9
enable ® User 250l A Privileged S5 2 0=
B Privileged 20| INARKEE S R
disable ® Privileged 2= 0lM User 252 0| S
configure terminal ® Privileged 2=0IlA Config 2E2 0lS
interface ifname ® Config 2E 0 A Interface 2E2 0|3
router {riplospf} " Config 2E0 A Router 2E2 0| =
exit B O|MO 2E=Z 0l=s
end B HL 2E0IME Privileged 252 0lS
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m User 2=0lM= Ol SotAl & =C.

ip dhcp network-pool name ® Config 2= 0l Al DHCPpool &8 S2&= 0l
ip dhcp host-pool name

. ol =
2.3.  U9000 Series A9 X
U9000 Series AR Xl= XS ItSE W, XA HHAEE Aldold ZHAl HZ22Z2FE OS image S
ZOLM BIZ22I0l 2= 6t AIAEIS ARSI AIAE 220l 222 H ZA H220 HEDN QU
= 0| &&8 & 3F gi(startup-config)=2 2 &L},

——

ol

t4 Primary 2 Secondary S
Z Primary OS image Jt 2 & &

, 29t AKXl boot 2& L= privileged 2 = 0

b Notice U9000 Series AR Xl= AAE OHESE S 9
S 2 OSimage € 2 =)

CE /\—|I<IJ_|O.| Olg[]:'

U9000 Series ARIXIJt HEot= E&o 25 ZE
management).
ALXz HAZS

—

j—
= o= 1T
HZES 8 €& ¥

o
ri0
¥
=
=
x
g
>
o]
|El
HU
u

2H 2
-/ o= A
£ XN&otkle %10 AHMHlA ZEE Sot¢ E—i‘—ﬁ}EE &tCt(In-band

management).

23Xz 0tchel HHE AFE 6 U9000 Series AR XIE &telg == UL
B ZSIZENEHOES HEHAM CLI .
® TCP/IPJIBt HER UM Telnet HZ S AIESHN CLI & .

®  SNMP Network Manager & Soll Al 2¢2l.

U9000 Series 29 Xl= 2 22lE It LS 20l SAI 85 H&E

o
pn
0
]
l

m 1o 2E& HZA
m X[ 10 12 telnet H &

241. =ZE <&

— —
ANAEH WHEE CLI = RI45 SHQ OIHY ZES % tOd 0] Jtsotth 01 26t 2% &Y
£ = terminal emulation 22 E2(01Jt Eli=l ATAHOIE)2 98, RS-232 DB9 ZEE X & o OF
Ch. @& X E= U9000 Series A®IXI2 B2 =H2 SGIM(Switching, Gigabit ethernet 1/0 &

—~

r&"
it
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= S —
Management Module) 2 S 0fl & X = C.
g 2-1>1F 2101 U9000 Series ARAXIJt M Eot= 25 ZEN 29 LS HBSHCH L HA0]
HACMH CEZED LN 2002 IZHASE =SS
Out of - band Management
18 2-1. U9000 Series AKX 2t 29 ot A A
b Notice 28 oo 43 94 Y 2L LE B 4% 2 U9000 Series AR Xl 5=
A AXl J0OIEE & =olJ]| dtetCh

2.4.2. Telnet H&

NAE 29 X= TCP/IP Y telnet B J|sS JHX D A= FIAAHOIES S6+0 U000 Series A
A0 BEE 4 ULH Telnet S ALS6H)| ?I6t0, 2= ID L HIZHSE &0t 0F ofH, A<
e HHE otLt Ol &2 IP =AE JFKI 1D A 0F L.

telnet {<ipaddress> | <hostname>} [<port number>]

Telnet HZ0| 83z 8FCH MEX MAKEE dHGiete ZEZED L1, telnet AFS X TH
AQEE HGFIH AR User 2EF S0 IHH =L

LSt AIAE HotS 21610 HAMA 2ZIAEE AMESHH telnet 0]l HZol= A2 XS HISHE &= QUL 0]
= <2.13. ACL(Access Control List)>& 2 & =x5tct.

2.4.3. SNMP Network Manager & S8t ®Z

Simple Network Management Protocol (SNMP)E XI&3ct= O@s UWESZ 2elJ|(Network
Manager)E S0l M & U9000 Series A9 X E 2t2l& = ULt

b Notice SNMP 0Ofl CHet =IOt 8 = <2.7. SNMP>& 2 & X otet
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25. A& 22l H S

25.1. AKX FIFL AN

e 2& ZEL telnet 2 SollA AKX 220! &
SS0| Z 235tCH U9000 series ﬁ—?lxl‘— MEXE FOt, &H &
AL E QL A Bt session timeout Al 2F, Access List £ X & & == UL},

MEX HEt2 privilege level 2 ES &L, privilege level 2 1521 2%t Ot Z2R=Z 08 2251,
0 OlA 14 ALOIQ privilege level 2t21 222 AIEStA &=L privilege level 0 15 =
enable mode 2 S0HZ == AU, 1 212 privilege level & 2= ALEXt= Privileged mode 2 =0
2 o Sl M22=2 AIZXE S50tH privilege level 0l 1 21 AtEXtE2 SEEICH.

ANAY 2

>

b Notice Access List 0fl CHE+ =I1E 0 AE =< 2.11. ACL>E S & X5}t

H25 AKX AKX F0H R MM EEN

o124 &9 2c
username userID m yserlD M A Config
nopassword = password Jt iCt

username userID password ® yserlD MA Config
password B ASoE X L2 password E &S 2=

username userID password

0 password

username userID password ® yserlD MA Config
7 password " AS5E password S 2 gl

username userID privilege m yserlD M4 Config
<0-15> nopassword = password Jt LCt

= privilege 15 0| H Jt& =2

privilege(privileged mode &6 E)E A=
Ch.
username userID privilege m yserlD M4 Config

<0-15> password password ® privilege 15 0| JI& =2

—
username userID privilege - - -
p g privilege(privileged mode &! & 5

2)2 A=
o) =2 P ey —
<0-15> password 0 c
password T
B AS3E X %2 password E & 2H=C}
username userID privilege m yserlD M4 Config
<0-15> password 7 = privilege 15 012 JI1 & &2
password
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privilege(privileged mode & 51 E)E A=
Ch.
m 2S5 SE password E 2 &=

username userID timeout ® yser & session timeout Al 2HE) & & (default Config
<0-600> 20 2)
no username userID ® user & session timeout Al 2H(2) AH Kl Config
timeout m x| session timeout A|2t(20 2)2 2 & =8l

Ct.
username userID access-— m & user 0l Access ListE & & Config
class <1-99> B gccess-list-num :<1-99> 0|, standard

ip access list £ 2/0|
no username userID m S user ff & =&l Access List E i Al. Config
access-class
no username userID ® yserlD AHA| Config

= yserlD Jt root 01 A A ISl Xl 2 1) password
Jt default password 2 HH# Cf.

2.5.1.1. INE=INIE=) =N |

Switch# configure terminal

Switch# configure terminal

Switch (config)# username lns nopassword
Switch (config) #
Switch
Switch

username test password test

( )
(config) # username admin privilege 15 password admin
(config) # username admin timeout 50

Switch (config)# end

Switch # show running-config

!

service password-encryption

!

username root timeout 0

username 1lns nopassword

username test password 7 xx1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs
username admin timeout 50

|

Switch#

252 IHARKE &H
U9000 series AR Xl= A AE Sot2 2ol CtS 22 2 M2 IHARK|EE AFSSHL.
®m  Enable IHARE

B Privileged 252 2012 SHOZ A&

B AMSA HARE
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solution

B 20|l telnet = Soll AEX 22 HAMA S [ AL

T 2-6. AKX Enable INARE &A HH

=N 49 2E

enable password . _ .
® Privileged 25 IWAREE I H Config

password

no enable password ® Privileged 25 A= E A Config

service password- ® password encryption mode € & & Config

encryption

no service password- ®  password encryption mode £ A K| Config

encryption

b Notice ~ AEX IIARIC SFHFS <2.5.1. AABKH £t U A K>S &D5tet

2.5.2.1. Privileged 2E INAQE &F

Switch# configure terminal

Switch (config)# enable password lns
Switch (config)# end

Switch# show running-config

!

enable password 0 1lns

Switch#

2.5.2.2. AR E encryption & &
22 HUHAMN BEX0l IHARE &8 T show running-config 38z &8 &

Ct. OIE 2 XI3tI| ?13H0 U9000 Series A< Xl= IHA R E encryption 2= &3

:‘|::I
>
4o
N
i
it
1
£0

o
P
o
]
a

Switch# configure terminal

Switch (config)# service password-encryption

Switch (config)# end

Switch# show running-config

!

enable password 7 xxEp88GxHJIgc

username lns nopassword

username test password 7 XX1LtbDbOY4/E

username admin privilege 15 password 7 xxizlFI3TBLPs

Switch#
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253. QS HEY &4F

2.54. ARAXI0 login Al 215 28 &&

U9000 series AP Xl = AlAE0 E50t= AFEXH0I THet 015 HE S UedotH €38 &= JACH 28t
Hoze= ALK SEUAH U= MEXS ID 2 IHAKIEE ALESHH &= ASH0I U XIXICH ALZ
A o1E 22 E =0l RADIUS 2F TACACS+SE 0| Eot== £€80otd 21212l A I It 12 L= IOl
EIHIOIAON DS A EN HE2E MESHH &5 80l =0 &IC

FH

2-7. AL EXR 2

Ol
x
0
08
om
2

N Ao 2c
authentication login authen- ® tgcacs server 2 AI25I0] IEs AL Config
type chap password £ chap $AI2Z 2S3totH &

SetC.
no authentication login B tacacs server £ AIE0I0H 2ISE 32 Config
authen-type password & 2S5 35totXl &=C
authentication login enable m A& Q21Z8Al(local, radius, tacacs)S  Config
(local | radius | tacacs) K ENBHTH

n 0l JHXI QIS HWAIS MeE £ QU
no authentication login B AI2OIEE2 HFE QSS9 Al2 AFRELHA|  Config
enable (radius | tacacs) o2 AFBH}

" local QIS A2 BHA AS B
authentication login primary m AXMOZR OI= BtZ 0l=gAlIE AAF & Config
(local | radius | tacacs) Ct.
no authentication login B QAXMOZ OI=E B2 MAFEHol=gtAl Config
primary (local | radius | = UM BHCH
tacacs)
authentication login ® radius Lt tacacs £ CI= gt A= Config
template-user userID Dummy user = X| & & o

S == UL
m x| & 3t= Dummy user = local database

Ol S= =01 AOI0F &tCt.
no authentication login m A XS Dummy user S off M StCF. Config
template-user

show authentication login

n
e
Ol
0

AOl =Nt AHEHEE B0IEL  Privileged

254.1. AEX S &

U9000 series AFIXl= AME A 1S H-H 22 J|ES AKX SEHNA A=

£ ME0ot0 8% st t RADIUS MBI E OI%BPE g2, TACACS+ AHE 0l
t= &&0l RULE 0]

=1¢)
SRl Ol&el 2= MEY 3 BN Q&E%JP == ¢

Y

W

4 U9000 Series User Guide

S ——



Switch# configure terminal

Switch (config)# authentication login enable radius
Switch (configqg) #
Switch
Switch

authentication login enable tacacs
config) #

)
) # authentication login primary radius
)
)

config) # authentication login primary tacacs

(
(
(
(

Switch (config)# end

Switch # show authentication login

precedence method status
first tacacs enable
second radius enable
third local enable
Switch#

2.5.5. privileged mode &Y Al OIS &t &5

U9000 series A Xl = privileged mode 2 S S [ AFS XHOl CHEF I
Ch. 2t o=2= AX0 S0 Ues enable THA
& | TACACS+E 0|2

2dHS ot €38 = U
= 2

=¢ 5
== Y22 MEot 5 det0l = ALCH

E MEGHH B 280l =01 XIXISH AHE

A= =
& 2r2Fol MO DX 2 L= CIOTE HIOI A0 I

|.I:§ A—!I-IOI.

H 2-8. privileged mode AtEXt 215 &3 HEHN

o120 A9 2c
authentication enable enable m AIE& 0IZ8Al(local, tacacs)S A EHSH  Config
(local | tacacs) Ct.

B O] JHAl QI SHA S HEiE = UL
no authentication enable B A0S 2 AT E QIS8 AIS AF26HAI  Config
enable (tacacs) aC= &}

B |ocal QISHAZ SHAF AL EHCE
authentication enable B 2AMOZ OIS B85 olzHtAlS A AGH  Config
primary (local | tacacs) Ct.
no authentication enable B 2AXMOZ OIZ B2 MEYEH0I=8Al Config
primary (local | tacacs) = SHNIBHCH
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show authentication enable B QI=HIAIO =A1Qt AIEHEE B ZCH  Privileged
2.5.5.1. privileged mode AIE Xt 0I5 & A
U9000 series A < IIE privieged mode 2 S0IS M ALEX 1S HHO=Z J|EQ ALXINH ST
U= enable HARKAEE MESIH = & HFEE &026t= Y TACACS+ AHE OIE6t=s &
HOl JULCH Ol 2 JHAl L HE MM OZ AIZGIHL E5F AIEotEE 28 = AL
SHOLAl Ol&te 2HEHE AIEE 22 U R0 =28 o3 A2z 215= AEStL. local
database & AIE56I0 21Eot= &R, local database A SSCHX %2 AISXZ AEE MEolH O 2
HERE He oS HAOZ 015S AlEotl), 2150 &IHoHH enable AR EESE ChAl RE &L
TACACS+ AHHE AIE0lH 21 ESote ZS, MB2 S&I=S otk Roll 1SS AMEE =8B US *
HERE = S LAOZ I5S AL, 2150 Aot enable IHARIEE CHAl RE 8L
Switch# configure terminal
Switch (config)# authentication enable enable tacacs
Switch (config)# authentication enable primary tacacs
Switch (config)# end
Switch # show authentication enable
precedence method status
first tacacs enable
second local enable
Switch#
25.6. #&20H
2.5.6.1. MEX #E FH
U9000 series AR Xl= AIAEIN E=50t= AFZ AU e 2 20 SEHE EP%%UH d8g = UL
gt oz = AN SEZNH U= AAE XS privilege level 2 2 X[CH AFE X 1S T2 E30I
DION

RADIUS 2} TACACS+S 2 0|&05t( login 8 &% 222l M Ot
MEX B2 E ALESHN privilege level 0| =M &I Ct.

H29 MEX A& 20 &8 HEN

N v g | 2c
authorization exec (tacacs | ® tacacs &= radius MHE S5t 1= &  Config
radius) 2 3L Y MHOIA privilege level 8

H&Ct.

® |ocal ZAl2 &4 ALESHLL.
I_

no authorization exec B tacacs L= radius AMH 0l A privilege level  Config

(tacacs | radius)
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= 20X XE=F &L,
® |ocal A2 SHal ALZEHLE.
AER HE 20| 2
U9000 series AR Xl= AIS A AE 20 S Z J|E=2 AN SEZNH U= ALZXE privilege
£ 2= &Y RADIUS AAHE 0l Z0ot= &8, TACACS+ MH E 0| &0t= 20| QUCH 0l 3JHAl &
HE dE8ACo=z MEDIHU 25 AME20tES 88 = UL
SHOLAl Ol &te] HHE AIEE 32 R28c=%l= <25.3.1. AX 0l login Al 915 98 8F>0 M=
FE 2L,
Switch# configure terminal
Switch (config)# authorization exec radius
Switch (config)# authorization exec tacacs
Switch (config) #
2.5.6.2. FH N AEt 50t
U9000 series A9 Xl= B8 & M0l TACACS+ MHZ 2et5ItE @3 & = ULCH
2108980 2E A &3 FEN
3 0f a9 ac
privilege (user-mode | B GY REHM AEElE HEOH 2 privilege Config
privileged-mode | config- level & B & BHCY.
mode | interface-mode | B <0-15>: HHONQ privilege level 2 2/01.
router-mode | dhcp-mode)
level <0-15>
no privilege (user-mode | B GHiY 2E0M A™¥EE BE O priviege Config
privileged-mode | config- level 2 J|E2gte g2 SJ L.
mode | interface-mode |
router-mode | dhcp-mode)
level
show mode privilege B HYN 2= E2 8FE privilege level 2 £ Privileged
O &Ct.
H2-11. 8330 #stsot 88 980
o130 A9 2c
authorization commands <0- B 3HE privilege level 2 Z= S E &&dt Config
15> tacacs Ol H0fl tacacs+ MBI 0l 28 51018 RE5}
T 5 4 &6
37

U9000 Series User Guide




PON P

B <0-15>: HEOU S privilege level 2 2|01,
no authorization commands B tgcacs+ AHO & BlIJIE SAEGHK £ Config
<0-15> tacacs 5 4 FstC

B <0-15>: HE A privilege level 2 2/0J.

g0 et oot &3

U9000 series AR Xl= A st 5lJF 2HH 22 TACACS+ AIH E 0| E&HLH.
FENH 2E E 2 privilege level 2 2 0{ot1, 20l privilege level 22 & 510t QE HREE &8
StCh.

Switch# configure terminal

Switch (config) # privilege user-mode level 2
Switch (config)# authorization commands 2 tacacs
Switch (config)# end

Switch # show mode privilege

COMMAND-MODE LEVEL
user-mode 2
privileged-mode 10
config-mode 15
interface-mode 15
router-mode 15
dhcp-mode 15
Switch#

25.7. HAZFE e
2571 K& &g

19
o
o
J
o
I
30
[w]

U9000 series A2 Xl = TACACS+ AU AIAE &= LY

H2-12. MIQ &el €3 28N

N A9 2E
accounting exec (start-stop B A|AE M= |92 tacacs+ MBI0l 2|2  Config
| stop-only) tacacs SH(}.

X+ _I__,l'

i

=i

® start-stop : A& A

& AE &2

= stop-only : MI& 28+ JIE.
P =

=2

no accounting exec ® tacacs Al AE B LHY 2 tacacs+ Al Config

Ol 1= otXl &=L,
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N& 2el &3

Switch# configure terminal

Switch (config)# accounting exec start-stop tacacs
Switch (config) #

2.5.7.2. O &
U9000 series A 2| Xl = TACACS+ MH Ol S8 aldl HEE JIEE == UL
H2-13. 980 22l 483 94480
o124 g 2c
accounting commands <0-15> ®m G S privilege level 2 2= 38Kl & Config
stop-only tacacs & L 2 tacacs+ MBIl D15 StCt.
B <0-15> FH AL privilege level E 2
0l.
no accounting commands <0- m Ol S privilege level 2 2t= H3E 02 &l Config
15> 8 LH2 2 tacacs+ ABI0Il JIS56HX 2
Ct.
B <0-15> HY A2 privilege level & 2
0l.
gdEo 2el &3
Switch# configure terminal
Switch(config)# accounting commands 15 stop-only tacacs
Switch(config)#
258 05 ANH LA
H 2-14. RADIUS A &3 230N
=Rl &9 2t
radius-server host A.B.C.D m radius-server & & &tC}. Config
no radius-server host m A A S radius-server 2 M StHCE Config
A.B.C.D
radius-server host A.B.C.D ®m radius-server & & &t(C}. Config

key encryption-key B 51T server O & [ AR5l
encryption key £ & & &tC}.
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radius-server host A.B.C.D m radius-server & & StC}. Config
auth-port <0-65536> " G S server Ol &5 & [} AF25HE= auth-

port £ & & &tCt.
no radius-server host m oY server 0l =& [ AF20Sl= auth- Config
A.B.C.D auth-port port £ AHH| 8HCH.(AH K € 2 default auth-

port £ At&&HCE)
radius-server host A.B.C.D = radius-server & & &t(C}. Config
auth-port <0-65536> key m oilE server Ol &% [ AHZ0t= auth-
encryption-key port = & & 5t}

" OHE server Ol S [ AtE0t=

encryption key £ & & &tC}.
radius-server key ® radius-server 0l 85& [ AtESt= Config
encryption-key general key & & &tC}.

® server Ofl key Jt XIZE Xl &2 0]

general key £ AtESHCH
no radius-server key m S AE general key E A HISHCE. Config
radius-server retransmit ®m radius-server 0l =& [He A& &85 Config
<1-5> SH B
no radius-server m SFE MAIE &5 A HISHCh.(default 3 Config
retransmit 3l)
radius-server timeout <I- m S I3S 20L0F ot= Al2tE X &StC.  Config
1000>
no radius-server timeout = SFE timeout Al2HS ALHISHCH (default5  Config

=)

RADIUS A &3

0] JH2l RADIUS NHE &3 & = ULH U H3E MBI SAS ot ol 2SS AIEE +
oM U3 MBIZ 252 AIEEHT

Switch# configure terminal

Switch (confiqg) #
Switch (confiqg) #
Switch (config) #
Switch (config) #
Switch (config) #

radius-server
radius-server
radius-server
radius-server
end

Switch# show running-config

!
radius-server
radius-server
radius-server

radius-server
i

key testl23

host 192.168.0.1
host 192.168.0.2 key lns

host 192.168.0.3 auth-port 3000

host 192.168.0.1

key testl23

host 192.168.0.2 key 1lns

host 192.168.0.2 auth-port 3000

40

U9000 Series User Guide

ﬂ



PON

solutlon

//

Switch#
H 2-15. TACACS+ AHH &3 H™HO

=N 23 PE
tacacs-server host A.B.C.D m tacacs -server & &5}, Config
key encryption-key B oY server Off =€ I AtE0t=

encryption key £ & & &t (.
no tacacs-server host m A XSl tacacs -server A HISHCH, Config
A.B.C.D
tacacs-server host A.B.C.D ® tacacs -server & A&}, Config
timeout <1-1000> key " SC IS 200k St Al2F timeout 2

tion-k -
encryption-key X = BHCY,
" GHE server Ol S M AHE0t=

encryption key £ & & &tCh
tacacs-server host A.B.C.D m tacacs -server & A&} Config
timeout <1-1000> B =2¢ i3IS 200 8t A2 timeout =

Xl & StCt.

TACACS+ AH &3

O JHSl TACACS+ MHHE & & == QULH HH E&8E MHS SIS oHAl =oll 2lS= AMEE =+
AoH s MHZE 2SS Al St

Switch# configure terminal

Switch (config)# tacacs-server host 192.168.0.1 key lns
Switch (config)# tacacs-server host 192.168.0.2 key testl23
Switch (config)# end

Switch# show running-config

!

tacacs-server host 192.168.0.1 key lns

tacacs-server host 192.168.0.2 key testl23

|

Switch#

2.6.

Hostname 2

Hostname & &

LA

29 A AMAEHEZS FAEGHD
= hostname 1} &1 HE N 2E=9

Blo] DE XS hostname O 2 AIE256

| Aol AZE & U2

O Metd 2

%/Telnet 3tH 9

O| I=
- =

K
Im
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¥ 2-16. Hostname & & &3 (f

FEO0 &3 2c
hestname string ® Hostname S H& Config
no hostname ® Hostname S default 222 H&H Config

Qi
rr
1%l
=]
rr
O
00
5]
my
[l

Hostname 2 && % B &

Switch# configure terminal
Switch (config)# hostname P9000
P9000 (config) # end

P9000#

P9000# configure terminal
P9000 (config)# no hostname
Switch (config)# end
Switch#

2.7. SNMP(Simple Network Management Protocol)

SNMP Network Manager = Management Information Base(MIB)2 M Sdl= AKX E 2els =
Ct. 2122 Network Manager = 2|2l BHOIE QoM AFZX AIEHHOIAE HNE8tCH SNMP
manager £ U9000 Series A XIE 22Iot DA & e AKX &8 830 2 R5tCt.

cCs

&« NMP OO EE 2okl oAM= AAXI0 otLE Ol &2

es o IP =
A& 2 “P9000 Series_User Guide_ /05 & IP 2& &&" 2 ME & 115tet.

[y

¥ 2-17.SNMP &3 &3 ™

242 0f a9 2c
snmp-server contact string ®  System contact HNE=E HY Config
snmp-server location string ®  System location 82 & HE Config
snmp-server community string m SNMP community E AN Config
[rolrw ® 1o :read only
[host A.B.C.D/M] | ® w: read write
[access-class <I1-99>]] = AB.C.D/M: host IP address / prefix length
® <1-99>: standard IP access-list
no snmp-server community = SNMP Communityg ACH Config
string
snmp-server enable traps ® SNMP Trap S Trap-Host 0l il &&5t£=  Config
[notification-type] SpS
[notification-option] B notification-type:trap 1&
(config, environ, multicast, other, perform,
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resource, security, snmp)

B notification-option: 2} trap 1S 0l
=5 E trap &=
no snmp-server enable traps ® SNMP Trap S Trap-Host Ol il Z&5tX &  Config
c= 4y
snmp-server trap-host ® SNMP Trap Host 2t trap 2 &S & [ AF2  Config
A.B.C.D community string & community £ & &
no snmp-server trap-host ® SNMP Trap Host £ A Config
A.B.C.D
snmp-server agent-address m AR A MSoleE snmp M2 2 X Config
A.B.C.D PE XX
no snmp-server agent-address ® AQIXNA HS5t= snmp 22l 24X Config
PE XNI&EGHA 23
snmp-server trap-enterprise- ® SNMP Trap 2l enterprise OID £ Config
oid lnsNotificationMIB lnsNotificationMIB 2% &%
no snmp-server trap- ® SNMP Trap 2| enterprise OID £ HE Config
enterprise-oid trap =202 & F
snmp-server trap-version 2 ® SNMPV2 Trap 2 M&otEE &3 Config
no snmp-server trap-version ® SNMPvlTrap 2 850158 &8 Config
show snmp [trap] B snmp &S =4 Privileged
® trap:snmptrap &8 £
b Notice U9000 Series 0l M ‘show snmp [trap]l]’/ BEE KXJSHA %= A4
X UAS = AUALH
2.7.1. SNMP Community &3
Community string 2 /\I*E“W &2 Network Manager AtO|S] 2tEtEE &S QIE JIs& M38C
U9000 Series A2 Xl= & Xl & EH 2l community string 2 Xl & §tCt.
B Read community strings
B AAEN 2D MZ(read-only)2 2 &%
m D= &) 8= 232 public
®  Read-write community strings
B AIAEN D] L MDl(read and write) & =
m J|2 20 L M) EF 2 private
Switch# configure terminal
Switch (config) # snmp-server community public ro
Switch (config) # snmp-server community private rw
Switch(config)# snmp-server community lnsl ro host 192.168.0.0/24
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Switch (config) # snmp-server community lns2 rw access-class 99
Switch (config)# end

Switch# show running-config

!

snmp-server community public ro

snmp-server community private rw

snmp-server community lnsl ro host 192.168.0.0/24

snmp-server community lns2 rw access-class 99

|

Switch#

o
U]
K
ol
o

b Notice access-class &8 2 < 2.9.ACL >&

2.7.2. SNMP Trap &3
ofLE Ol&tel HIER A &2l S20| oIS E trap receiver 2 M A& E == RUCH U000 Series A Xl =
S

2 E trap receiver 0l Hl SNMP trap 2 & S8,

Switch# configure terminal

Switch# (config)# snmp-server trap-version 2

Switch# (config) # snmp-server enable traps

Switch# (config) # snmp-server trap-host 192.168.0.3 community public

Switch# (config)# end

Switch# show running-config

!

snmp-server community public ro

snmp-server trap-host 192.168.123.100 community hepark

snmp-server trap-host 192.168.0.3 community public

snmp-server enable traps config slotAdd slotDel GBICAdd GBICDel powerStatus
fanStatus selfLoopDetect fanActivateStatus fanModuleEquipStatus

snmp-server enable traps environ tempUpRise tempUpFall tempLowRise tempLowFall
snmp-server enable traps other change setResponse

snmp-server enable traps perform rmonRise rmonFall bpsRise bpsFall ppsRise
ppsFall sysMacRise sysMacFall cpuMacFilter

snmp-server enable traps resource cpuUsageRise cpuUsageFall memUsageRise
memUsageFall

snmp-server enable traps security remoteConnect

snmp-server enable traps snmp coldStart warmStart linkDown 1linkUp authFail
snmp-server enable traps multicast snoop snoopVlan proxyReport proxyReportVlan
pimNeighborLoss

!

Switch#

b Notice U9000 Series 0l A XI&Gt= SNMP Trap 2 2= ARIXIE ZZ &0

‘snmp-server enable traps’ HYLZ PE SNMP Trap = &3F
& 432 M AAXONA XS L= SNMP Trap 2 HEZ
running-config O Z&& = QAUACt.
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2.7.3. SNMP Ii3le <X 1P &3
AAXIOIA SFLF Ol A2 Network Manager 2 SNMP Packet 2 8 &5 & [, 8 &&= SNMP TH2!
Ol ELX IPE 53 Local IP address & & && 4= QULCH.

Switch# configure terminal

Switch(config)# snmp-server agent-address 210.48.148.125
Switch (config) # end

Switch# show running-config

!

snmp-server agent-address 210.48.148.125

|

Switch#

2.7.4. SNMP Trap enterprise - oid & &
SNMP Trap 2 HE Trap &= £= &Xl Trap 2 Z26t= &5 &
Sy

H

£ enterprise-oid £ S oll

Switch# configure terminal

Switch(config)# snmp-server trap-enterprise-oid lnsNotificationMIB
Switch (config) # end

Switch# show running-config

!

snmp-server trap-enterprise-oid lnsNotificationMIB
|

Switch#

2.75. A28 EZA &3
JHXIE A

NAES Bol5te Mg l2s s=8 4 QY

0

Switch# configure terminal

Switch (config) # snmp-server contact “gil-dong hong. hong@locusnet.com”
Switch (config)# end

Switch# show running-config

|

snmp-server contact “gil-dong hong. hong@locusnet.com”

Switch#

2.76. ANAE I=FFAX ELF

Switch# configure terminal

Switch (config)# snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”
Switch (config)# end

Switch# show running-config

!

snmp-server location “Wonhyoro-3Ga, Yongsan-gu, Seoul.”

|

Switch#
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2.8.

ACL(Access Control List)

HAIA 2l AE(Access Control List)E AIESLZMN HERZ 2 I e OIHUIERIE Sal &S
= ECHEOf CHoll &S ol NYe EME & 4= UCH 22 X= T3S B AEHol CHEE J12F 0l S X
AZE LS = UND0IE Soll 2 EHE =2 = ULCH L6t AISER 2 BANAZRH AIAE
= Esg == UL BAA CIAE= USHE Sol dEE = W2 S ISotHU ARSI [ A2
g =5 A1 Telent(vty)OlLI SNMP & S&t etRH2 =50 HE2E = UL
HBNACIAE=E HEIP HAMA CIAED JSH, <1-99>2 gisIt & & = AU
H 2-18. HAHA CIAE EF HE
=) &89 2=
access-list <1-99> L] IPHAHACIAEE &F Config
{deny|permit} address ® Source address/network 2tS A&
B address ::={any | A.B.C.D A.B.C.D | host A.B.C.D}
no access-list <1-99> m HHA AEE AF Config
281 HNAZAE MH E
S &2 g2 Hs U dAs
BIBIG] &= RHSAIZEE AS

B Access-list 2 XAHS 0 &0 &AHS ot=d Yoo =it
A& £ ¢, ME F=JIste ZE<= DFXI20 ol &CH

28.2. HZT IPUYUANACAE &F
2.8.2.1. 2= HANAGE

= 8t JlE&ez  ‘deny

= A0I2l X2 NRAHU

Switch# configure terminal

Switch (config)# access-list 1 permit any
Switch (config)# end

Switch# show running-config

!

access-list 1 permit any
!

2.8.2.2. D= HAA HE

Switch# configure terminal
Switch(config)# access-list 1 deny any
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Switch (config)# end
Switch# show running-config

access-list 1 deny any
|

2.8.2.3. S SAENANE HAMALGE

Switch# configure terminal

Switch (config)# access-list 1 permit host 192.168.0.3

Switch (config)# end
Switch# show running-config

access-list 1 permit host 192.168.0.3
|

2.8.2.4. SZ UEAIUANE HA ARG

Switch# configure terminal

Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0

Switch (config)# end

Switch# show running-config
|

access-list 1 permit 192.168.0.0 255.255.255.0

2.8.2.5. S UEAIUKAS RA A HE

Switch# configure terminal

Switch (config)# access-list 1 deny 192.168.0.1 255.255.255.0

Switch(config)# access-list 1 permit any
Switch (config) # end

Switch#
|

show running-config

access-list 1 deny 192.168.0.0 255.255.255.0

access-list 1 permit any
|

2.8.3. Telnet HZ0| HHAIAE &L&HF

=/

HNA ClAEE user B2 HECDMH, €8 AANA CIAEE ARUAM ARXZS EH5SE I E,

MigtetCh.

—_

o

otAH & el Ext= s &0

92.168.0.0/24 UIERINAN S HXBS G{E0H= Access |ist
2

£ d4otH, telnet 85 M

Switch# configure terminal
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Switch (config)# access-list 1 permit 192.168.0.0 255.255.255.0
Switch(config)# username admin access-class 1

Switch# show running-config

!

username admin privilege 15 password 0 admin

username admin access-class 1

!

access-1list 1 permit 192.168.0.0 255.255.255.0

!

Switch#

29. NTP&3F

29.1. NTPI®R

NTP (Network Time Protocol)= UIER 2 S5t AMAES AI2H2 SOI3ol= U MES e Z2&
Z0|Ct. NTP = UDP (User Datagram Protocol)?I0l M S&ot0{, 2 NTP HIAIXI2l A2t &
Greenwich Mean Time 1t = & 8t Coordinated Universal Time (UTC)E At ZStLt.

2.9.2. NTPclient mode & &

NTPclient 252 S&06IE S 6tJ| oM = global E& LE0AM CHS2 HHS AIESHTL
a0 49
ntp server address = NTPserver £ &&&HCH (5 MK EFILS)
no ntp server address ® NTP server & A K| StCt.
2.9.3. NTP Server mode &3
NTP server mode 2 S&6t == otJ| RIoiA= global &8 2E0M TS 2l = ALESHCH

gg0 49
ntp master stratum <1-15> ® NTP master 2 S &otE== &tCt
no ntp master ® NTP master 2 A2 S&S HEC}

2.9.4. NTPtime zone &3

NTP server Lt client £ XG0l 2t CH2 timezone 2 8 &GN oY XFUHA S AIE2E= E&
St Al2t2 2 HAISHCH

g0 23
A

ntp timezone plus HH:MM & A &l Coordinated Universal Time (UTC)0l & & & Al2+2
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Giotod & Al2tS HAISHTH
= u

ntp timezone minus HH:MM m A& 3XNE Coordinated Universal Time (UTC)Hl & & & Al2tS
A S Al2HS EAISHC
no ntp timezone ®  Coordinated Universal Time (UTC)Z & & &tC}.

2.9.5. NTP summer time & &
X <0l 2t summer time(daylight savings time)2 AI&6l= 20| QUCH 0l & Al2H0] 21 (4012t

SeHAIIS B AIZFEAH AIE S8H22Z MK oHD] ?18 A 0ICH

=0 49
ntp summer-time week day = Summer time 0| A& Gte Y 2Li= HE XNEGHH 2&
month hh:mm week day month 5L}
hh:mm
no ntp summer-time ® Summer time 2 & &06tXl ¥=Ch
2.9.6. NTPIIEtZEEN
a0 49
ntp poll-interval number <4-17> =m NTP client mode £ S&&t Al, &8 & NTP server & NTP

b= 242,29 2 S&6HH

[o]]

==
request message £ & &
<4-17>°| eI E JH&EILH

show ntp = NTP Ol CHSt AtREZE 20

MHA
[

29.7. NTP&3&E OlHl

Switch#

Switch (config)# ntp server 203.248.240.103
Switch (config)# ntp master 5

Switch (

Switch # show ntp

config)# exit

Current time Thu Jan 12 20:40:25 2005
NTP master : enable
NTP stratum : 5
Poll interval : 6 (power of 2)
NTP timezone : GMT
NTP summertime : none
NTP summertime start : none
NTP summertime end : none
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The list of NTP Server is below.

[1] 203.248.240.103

Switch #
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3.1.

/é!

OIE{ IOl A &&

02

U9000 Series AR XIJt AI&6t= CIHHOlA= TS0t 2 L.
H 3-1. U9000 Series A2 XIJt XI@St= QIEIHOIA
= X
Physical interfaces ®  Gigabit Ethernet
* 100Base-TX
* 100Base-FX
* 1000Base-T
e 1000Base-X
PON interface = GE-PON
port-group interfaces = Port-group
VLAN Interfaces = VLAN
Loopback interface ® | oopback
Management interface ®  QOut of band interface for management
2 QHHOIA &3 ¥ U3 20| MHECT
4) Privileged 2= 0l M “configure terminal” @H O Z Config 2E& &I SHCEH
5) ‘“interface” YY 2 ALESI interface L& Z & &L,
6) S3& CIEHHIOIAN CHEF configuration B & S AFE SHCH
-
32. 33 %3O
QIHHOIA &8 30 =822 H85e 380= S 2.
H32. 233 380
=L &9
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interface ifname B |nterface RE=Z &,
m jfname: 3= 43 & E& 2AHHO0|A2 0|
Description string ® |nterface comment

® string: A EIHOI AN CHE =422 80 Ak OILHS| 2 XHE

3.2.1. Interface name

U9000 Series HIMd= CIEHHIOIAN st 2= &8 A FO0 A interface name=S A& StLH.
Interface name2 Ct=1t 20| interface typeltidg2 +4 =L},

H 3-3. Interface name

= Interface type Interface name Oll
Physical interface Gigabit Ethernet “gi” + slot_id + “/” + port_id gil/1
PON interface GEPON “pon” + slot_id + “/” + port_id ponl/1
Port-group interface Port group “po” + port-group id pol
VLAN interface VLAN “vlan” + vlan id vlan10
Loopback interface Loopback “lo” +id o0
Management interface Fast Ethernet “eth” + id eth0

3.2.2. Interfaceid

Interface nameinterface typetidE2 AT H <X 4>= interface id2l EJ| ¥ 0 X &dl=
HAZ 20 =L,

T 3-4. Interface ID & X &<

Interface Type D24 ID Range Name(0l)
Gigabit ethernet slot id/port id slotid:1~12, port id: 1-2 gil/l, gil2/2
GEPON slot id/port id slotid:1~12, port id: 1-2 ponl/1, ponl2/2
Port group port-group id 1-30 pol, po30
VLAN vlan id 1-4094 vlanl, vlan4094
LoopBack interface id 0-3 100, 103
management interface id 0 ethO

3.2.3. Interface BEE T ETE

interface &S ME6I0 interface LEZ AotH AN = S 22 TEZED}
LIEFLCE. Interface 2E0AM= QEHBIOIAS &#HS &X6tD HAE 4= QUL
Switch (config-if-gil/1)#

3.2.4. Description 230

2t QIEHIOI AN CHE €S FItetth Ol & 28X J1elE SJ1 218 commentll = 1t
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3.3. QIHHOIA HEE X &EH X3
|

QIEHOIAS &8 £ S, ME HE &

10
Q
0l0
02
o
=)
i

== &9 Qec

show interface [ifname] ® interface 2| status, configuration = & Privileged
show port status m 2 E physical interface 2| status & Privileged
show switchport ® physical/port-group interface 2| switchport  Privileged

e &

3.3.1. show interface 2 &80

o
g

ML HI M@

o,

=
=

JE o

BHHOIAS &3 & & (configuration) &, &3 AEH(link status) & QIEHIO|A 2 SHE
2 MEZSICH show interface HE2 H2L N Ue 2 AIHHIOIAN TS E
StCH. GBIC interface®l A< DDMIIsS XIHsHCIE &M GBICS DiagnosticEEE

£ = AUCH (OOMIIsOll ChHEr XHAlst &HE2 15682 428 HXGHES 8L

Switch# show interface
gil is down
type 1000Base-GBIC,LC, 10,000M, 1,490nm
gbic inserted
vendor EZCONN
part name ETB43341-8LNT
Rev No Info
SN R00169
Date 061218
gbic diagnostic
vce 3.25 Volt
tx power -6.10 dBm

temperature 47.0 'C
rx power -inf dBm
14.1 mA

no auto-negotiation

bias

speed set 1G
duplex set full
vlan ingress check enabled

Last clearing of counters 00:03:54
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
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0 packets output, 0 bytes
Sent 0 broadcasts, 0 multicasts

3.3.2. show port status &0

2E 22 ZE9 link AMEH, shutdown &FEH, Auto Negotiation mode, & Il speed/duplex
mode, flow control, Mdix & & Yinterface typeO| =& = C}.
Switch# show port status

ifname type combo admin oper block nego set-speed cur-speed flow-ctl link-cnt
gil GE . . down . manual 1G /full 0
giz GE . . down . manual 1G /full 0
gis3 GE . . down . manual 1G /full 0
gi4d GE . . down . manual 1G /full 0
gi5 GE . . down . manual 1G /full 0
gi6 GE . . down . manual 1G /full 0
gi7 GE . . down . manual 1G /full 0
gis8 GE . . down . manual 1G /full 0
gi9 GE . . down . manual 1G /full 0
gilo GE . . down . manual 1G /full 0
gill GE . . down . manual 1G /full 0
gil2 GE . . down . manual 1G /full 0
gil3 GE . . down . manual 1G /full 0
gil4 GE . . down . manual 1G /full 0
gils GE . . down . manual 1G /full 0
gile6 GE . . down . manual 1G /full 0
gil7 GE . . down . manual 1G /full 0
gil8 GE . . down . manual 1G /full 0
gil9 GE . . down . manual 1G /full 0
giz20 GE . . down . manual 1G /full . 0
gizl GE-T RJ45 . up . auto auto/auto 100 /full 7
giz2?2 GE-T RJ45 . up . auto auto/auto 100 /full 7
giz23 GE-T RJ45 . down . auto auto/auto . 0
giz4 GE-T RJ45 . up . auto auto/auto 1G /full 0
gi25 10GE . . down . manual 10G /full 0
giz6 10GE . . down . manual 10G /full 0
8 Notice Ol=2H 2t &F AtellOll CHE CLI &A™ 32 Premier 8624XG S48 2

3
» SOOI EF T AEA HBE = 220 Uiol A= & HOIA 0O
F 06t HZolJ| btettt.

3.3.3. show switc hpo rt 38 0{
ncz

Switchportet2H &S A< & S2&ot= port2port—groups 2 &t Show switchport
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,,—’/

port—grouplswitchport &2 J}
native2tagged vlan list 0|

=IC}, Switchport & 20l= mode,
== EI.

=rcd
="
IS
4%;

Switch# show switchport
U : untagged packet drop

IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil access 1

gi2 access 1

gi3 access 1

gi4d access 1

gib access 1

gio6 access 1

gi7 access 1

gis8 access 1

gi9 access 1

gilO access 1

gill access 1

gil2 access 1

gil3 access 1

gild access 1

gils access 1

gilé access 1

gil7 access 1

gils8 access 1

gil9 access 1

gi20 access 1

gizl access 21

giz2 access 22

giz3 access 23

giz4 none

gi25 access 1

gi26 access 1

pol access 100

" Notice UZ EANZE ZRE Y AHHEOIAN M untagged-packet-drop 2

» HAYMUZS HALR0ICH 0]l HHE Sall trunk L E M A untagged-packet =
drop Al == ULt

34. S ZE A LA

A HE

—

2¢2|® I E(physical port) 2

0l AtEE= g

g0

rr
N
FEl
g
(@]
\Y%
[

H36 228 LE &F 48 HE(
2424 0f <9 ==
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shutdown m 22| ILEEZ disable/enable interface
no shutdown

auto-negotiation B Enable/Disable speed auto- Interface
no auto-negotiation negotiation.

speed (10]100]|1000) ® speed & & interface
speed auto

duplex (full-duplex|half-duplex) = duplex mode & & interface
duplex auto

flow-control ®  flow-control & & /ol Al interface

no flow-control

3.4.1. Shutdown

Ecld ZEE disableAl2!IC}.

=c|® ZLE | shutdown&EHE &016lcdH show interface HE S AESHL).
Switch# configure terminal
Switch (config) #
Switch (config)# interface gil
Switch (config-if-gil/1) # shutdown <- disable port
Switch (config-if-gil/1l) # no shutdown <- enable port
3.4.2. Block
Y LEE block AI2ICH 0] 32 A2 link = &0F A2LE, ECHEOl S =X Z=C0.
Switch# configure terminal
Switch (config) #
Switch (config)# interface gil
Switch (config-if-gil/1)# block <- block port
Switch (config-if-gil/1l) # no block <- unblock port
3.4.3. Speed an duplex
U9000 SeriesOl A 2t interface XI&dt= speede= LIS 1F &2 L.
Type auto-negotiation speed duplex
100Base-TX on 10/100/auto full/half/fauto
off 10/100 full/half
100Base-FX off 100 full
on 10/100/1000/auto | full/half/auto
1000Base-T
off 10/100/1000 full
on 1000 full
1000Base-X
off 1000 full
10000Base-X off 10000 full
speed, duplex &8 Al CtE At E F=2|6tct.
> 100Base-FX 2| &2 speed && 2 &1L},
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> 1000Base-X 2 HX speed &8 10 ©Xl auto—negotiation off/off 2t & & Jt=dlH
auto—negotiation on Al ZAH0I=20| otLUZt HE LT HE L Z0 25 link down 0 2 Xl & Ct.
(remote fault 2+ Xl)
> DOl ZZ 0| auto—negotiation = XIRotH, auto—nego & FASHCH S, &E0|2tE
auto REE X JoHA 2™ AZE D& manual & AFESHCE
3.4.4. Media Type

U9000 Series 2| gi21, gi22, gi23, gi24 LES2 RJ45 2 SFP 2 X &ote=

Combo E E0|C}. Combo

EE2| mediatype = Z2&0tJ| fol, 2 AEHHOlA 2=0A media-type B HE AtESHLEH 22|1H
L E 2| media type 2 & 0215t show port status BB HE ALESHCEH Combo £ E 2| [ 2 E media
type 2 RJ45 O| Ct.
H 3-7. media-type &3 FEH O
o130 Ao 2c
) ® Combo i E 2| media type 2 type (rj45 | .
media-type type interface
sfp) 22 HE
_ B Combo EESQ media type 2 LZE
no media-type ) interface
type @l rjd5 2 H &
Switch# configure terminal
Switch (config) #
Switch (config)# interface gi2l
Switch (config-if-gi2/1) # media-type sfp <- sfp mode
Switch (config-if-gi2/1)# no media-type <- rj45 mode
3.5. Storm Control
Storm Control0l & broadcast/multicast/unicast storm2@& @18t A|A IO NEGIE 2HX|6HD|
ot EZRENAE/HEIHAE/SUIMAE EHEO| AAEHIN S2&= HE Metole Jls
= ZSHC}. Broadcast/multicast/unicast storm2broadcast/multicast/unicast I3/ 0] A E4!
| flooding®l O UCtet ECHEZ Olst HHER DL 852 MHotAlI9l= &2 Yot E2&
2 A8 JEHAMO QFUL HERD 88 8832 2FI10l¢d a2 SELAIZ = UL
U9000 Series=input port2broadcast/multicast/unicast packetS &= =&5610 0|2 &&=
threshold@t Hlm 1 0|&Q EZEWAE/LEIHAE/RUIMAE EEES AAEN S Al
I Xl &0 HID|ISHCH,
HHN &9 Qe
® Storm Control 2| & # S & Bandwidth 2
storm-control level value _ interface
HAEZ &F
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no storm-control = Storm Control off Al interface
® Storm Control (&0l Broadcast packet
storm-control broadcast o interface
EXE
® Storm Control CH&OA  Broadcast
no storm-control broadcast interface
packet £ XMIH
storm-control multicast ® Storm Control Al Multicast packet £ L& interface
) ® Storm Control CH&0A  Broadcast
no storm-control multicast = interface
packet £ Xl H
storm-control unicast ®m  Storm Control Al Unicast packet £ & interface
) = Storm Control LH&H0 Unicast Packet &
no storm-control unicast A interface

3.6. Port mirroring

Port mirroring2 £3& port(source port)2 &£ EgfilZis 22X & F
= O S

mirroringst= Jls2 & |dte ZEQ RLE W3S ZAIE =
U9000 Seriesi=rx, tx ECHE S 212 e 24 ZEZRHIMS port E2 cpuimmormg%
== ALY
gu 49 ec
mirroring rx-target ifname <0-7> m 212 310l mirroring € port £ X & config
mirroring tx-target ifname <0-7> m == 12! 0| mirroring 2 port £ XI & config
mirroring rx-target cpu B AL = I3 =S cpu 2 mirroring config
mirroring tx-target cpu m =35 = I3!S cpu £ mirroring config
. _ oY EEQ 22 IH2!E mirroring otE
mirroring rx-traffic interface
E4LF
. i B oY EZEQ = IH2!/Z mirroring otT
mirroring tx-traffic interface
= S

Notice 22l mirroring rx-target cpu |58 &8I0 S& physical 2/E/H Ol A0
b 019 22 cpu & mirroring &8 &, “tcpdump —i cpu0” command
0|2ol T =3 S 2L = UL

(]

3.7. 2ASHHOA &E €3

| A
2HZ= CIEHHOIAE2HE AR 2E(IEEE 802.3 Bridged VLAN)Z2 S&tot= QIEHOIAZ A
U9000 Series 2RAXINA= S2l& EZEQ port—group interfacedt 0| 2=& S&EHCY.
Ol ZUIME2H S CIEHHIOIAS 8Y 1 S2l& L EQ port—group=2H S CIEHHOAZ &F
ol= HEOA 1 HE WE BEWECH.
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3.7.1. VLAN Trunking
EZF(trunk) 2 OIS AAXIQ CIE WERKZ ZHH| (router, switch) AFOl 2] point—-to—point &
A2 M & 230 S22 VLAN EEHE S5 = A2H 012 S5t VLANZ & X HE<R

j_()” sl-XI-%I- A OIE}
U9000 Series ARIXl= 2 04! OIEﬂHIOIAOH 802.1Q trunking encapsulation2 Xl & otH

single ethernet interface &&= port—trunk interfaceflitrunk 8 &8 & %= ULCH.

3.7.2. 2H3 AHIOARZE

U9000 Series A2 XIJt XI&ASt=2HS 2HHOIA 2E0= Gt 20| trunk 2= 2 access
SEIF UL

H 7.U9000 Series AL XIJI XIZdl=2 HS ClEHOIA 2E

2E &89
switchport mode access ® non trunking mode.
® npative vian 2t &3 It s
trunking mode.
® OtLES| native VLAN 1t Ct==2| tagged VLAN & & Jt=

switchport mode trunk

3.73. 2AHS AHHOIAJI=Z €8 &

| —
U9000 Series AR Xl= Sel& ZE L= port—groupOllayer? interface &€ M St &

2 Jl2(default) && gt IJt&ICH

H 38 2HZAHMHOIA D2 EEF &t
= &3 gt
interface mode switchport mode access
native vlan VLAN 1

3.7.4. 23 HHOIA F/6HA

2HE QIEHHOIAZ 8% L GHHIGH| 8 FYoi= CSD 20

H3-9.2H3 EHHOA LA X M SHO

S30 &4 2E
switchport Layer2 interface & & interface
no switchport Layer2 interface ol Xl interface

CIHHOIADN R EZZ22HE CHHOIAZ SFEH2HES QIHHOIA I &8 22 JHXA &
H2HS QIE{HOIA AFO0| M EH VLIAN &8 g2 25 HHIECH 2H =S CIE{HOIA al M=
scl&® LEE port—groupingot D AH & [ &= &HC.
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Notice

U9000 Series A XIS =2 &
= e; B

1382 2 22 ZE

Jt2AHE SEEHOIA
Ct.

3.7.5. Trunk port &3
Scl& ZE L= port-group AEIHIOIAS2HE EE 3 EE(layer2 trunk port)2 £&36I|
st HEN= G310 &0t
¥ 3-10. Trunk port &8 HH
a0 &3 fc
switchport mode trunk ® trunk mode & & interface
switchport trunk native <1-4094> ® trunk port native VLAN & & interface
no switchport trunk native B trunk port native VLAN = default £ &  interface
&

switchport trunk add <2-4094> = trunk port tagged VLAN S5 interface
switchport trunk remove <2-4094> ® trunk port tagged VLAN 2| interface

switchport trunk remove all

o o

ts=2

‘:'alx-l _\_LEEZD:”

A

E =

g LEZR Ol O Ct.

dol=

Switch# configure terminal

Switch (config) # interface g

Switch (config-if-gil/1l)# switchport !
Switch (config-if-gil/1l)# switchport mode trunk !

Switch (config-if-gil/1

(
( )
( ) #
Switch (config-if-gil/1)
Switch (config-if-gil/1)

( )

Switch (config-if-gil/1

il

switchport trunk native 2 !
# switchport trunk add 3 !
# switchport trunk add 4

# end

native vlan

tagged vlan

layer2 interface set
trunk port set

set
==2

=/

Cs2

port—group 2! E{H| O]

AE2HE EEA

SPS
= o

H

EZ &¥ol=

Ol OICH.

Switch# configure terminal

Switch(config) # interface po2

Switch (config-if-po2)#
Switch (config-if-po2

Switch (config-if-po2

Switch
Switch (config-if-po2

(
(
(
(
(config-if-po2
(

) #
)
Switch (config-if-po2)
)
)

end

switchport
switchport mode trunk !
# switchport trunk native 2 !
# switchport trunk add 3 !
# switchport trunk add 4
#

! layer2 interface set

tagged vlan

trunk port set
native VLAN

set
==
o M

3.7.6. Accessport&3
Scl& ZE £ = port—group 2HEHIOIAE2H S access portZ2 &&al)| ®I8 H8He US
ok ZCH.
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I 3-11. Access port

23 380

o134 )= 2c
switchport mode access ® access mode & & interface
switchport access vlan <1-4094> ® npative vlan & & interface
no switchport access vlan ® pative vlan 2 default 2 set(VLAN 1) interface

22 22l LEE2HZ access port2 A& 5t= 0l 0ICh.
Switch# configure terminal
Switch (config)# interface gil
Switch (config-if-gil/1l)# switchport ! layer2 interface set
Switch(config-if-gil/1) # switchport mode access ! access port set
Switch (config-if-gil/1l)# switchport access vlan 5 ! native vlan set
CtS2 port-group @IEHIIOIAE2HE access portE & &6t= HIOILCH.
Switch# configure terminal
Switch (config)# interface po2
Switch (config-if-po2) # switchport mode access ! access port set
Switch (config-if-po2) # switchport access vlan 5 ! native vlan set
3.8. Portgroup
3.8.1. Portgroup K
Port group Olgt el Scl& ZEE 6tLt2] logical groupl 2 [OHM HE == & &otn 23
Ol=3tE =2otJ| fIoi AFZSHCE U9000 Series A22IXI0 A port group 2/EHHIOIA=2HE Q!

BHOIAZ AtEE = UL

U9000 Series A®IXI2 @Y HAF Jtsst port group == Crs1 ZCF.

=

2d port group 2=

a8 ¢ = port

P8600 Series 30

8

3.8.2. Port group configuration

Port group

2= ?l8t BE0= s £0hH

o134 3 2=

port-group ifname protocol none static port group 2 M4 &tC}. config

port-group ifname protocol lacp LACP 2 S2%5t= portgroup £ 4 config
& BHC.

no port-group ifname port-group = 4t Xl StCt config

port-group Ib-mode layer2

load-balance Al MAC =4E &%, config
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port-group Ib-mode layer3 ® |oad-balance Al ip field & & =. config
port-group Ib-mode layer4 ® |oad-balance Al tcp/udp port 22X config
port-group ifname = port group & X Interface *
no port-group = port group off X

show port-group ® portgroup & = Privileged

3.9. MAC Filtering

3.9.1. MAC Filtering I

L2 SwitchingAl & MAC AddressOll CHSt traffice XFH3SHD] 2ol MAC Filtering 2153 AIE
StCH MAC Filtering2VLANE £ & & JlsoltLt.

3.9.2. MAC Filtering &3

MAC Filtering &8 2 &t )l @80 = S 2L

-

H 3-13.3H 3 QElHOIA &F & HEN

o124 &9 2c
mac-filter vlan-id mac-addr (all- ® MAC Filter add config
drop | dst-drop | trap)

no mac-filter vlan-id mac-addr ® MAC Filter delete config

3.10. CPU Load 0fl t& MAC Filtering
3.10.1. CPU Load 0fl & MAC Filtering IR

8600 SeriesWIA M CPUAMEIN [TetAd &S VLANO MAC Filtering Jls2 =&8& &= UL
O0l2 QoA S& Ratedt &= Source MACOI CHOH Al XIX = AI2+OHE ECHE S I 26HK (=
Ct. MetA EX ERHZI0| BHESH RateE HKR6= SO HIRAEQI =0l CHAHA AFE O Ol 2
XHEtS 2= QU =L,
3.10.2. CPU Load 0l & MAC Filtering g3
H 3-14. CPU-MAC-FILTER 2@ Z&0f
=N &9 ec
cpu-mac-filter B E3H vlan Ol tHoll Al cpu-mac-filter )| 5= interface
Enable Al2!C}.
cpu-mac-filter m =X vlan 0fl CH3H Al broadcast/multicast I Interface
(broadcat|multicast) 210l T8t cpu-mac-filter 7| 52 Enable Al
21C}.
no cpu-mac-filter m =3 vlan 0l CHoH A cpu-mac-filter 71 s Interface
Disable Al 21 L.
no cpu-mac-filter ® X vian 0fl CH3H Al broadcast/multicast If  Interface
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(broadcat|multicast) 210/l CHEt cpu-mac-filter J| =S Disable Al
2IC

cpu-mac-filter cpu-load <1-99> ®  MAC-filtering & X Z AlZ CPU Load config
threshold £ & & &tC}.

no cpu-mac-filter cpu-load ® MAC-filtering & & & AlZ CPU Load config
threshold £ default 2 & & &tC}t.

cpu-mac-filter packet-threshold ® MAC-filtering & HZAIZ MAC 0l CH&t config

<1-5000> Threshold Rate £ 4 & 5tC}.

no cpu-mac-filter packet- B MAC-filtering & & ZAIZ MAC 0l CH&t config

threshold Threshold Rate £ default 2 & & &tC},

MAC-filtering £ & & Al 2 blocking duration config

time Ol CHo A E2Et9I2 & FSHCH

MAC-filtering 2 = 2 Al2! blocking duration config

time Ofl CHoll M default & & & StCY.

clear cpu-mac-filter <1-4094> m  Cpu-mac-filter Jt & & = vlan Interface 0fl privileged
CH et Filtering 8 2 € =J|3t AI2IC}.

show cpu-mac-filter information ® Cpu-mac-filter 2| &8 & &
Interface Ol CHollAl 201 =

El source mac 0ff  privileged

cpu-mac-filter duration <1-1440>

no cpu-mac-filter duration

U HHE privileged

show cpu-mac-filter table & M mac-filtering 0| & &

et 328 2W &0

CPU-MAC-FILTERING 2 £3& VLAN 0l Al Enable & & <0l Default 8t 2 2
WA SZGHH S 0] 22 HAE 220z 212 HOISHAM 898t 241 20| config 2 =0l A
blocking duration time 1t packet threshold £ cpu load 0l THoll A &8 & 4= JULH EFHE 2= show

=<
cpu-mac-filter information 2 Soll &0I& 4= 20, Filtering & 2 A= source mac 0ff st HE =
I

show cpu-mac-filter table 2 Soll &0CI& == UL},

3.11. Switching Database Manager

3.11.1. SDMIiK

TCAME 8600 Seriesll A D& 22 Forwarding Table Lookupdtl| 218t EE& H22lz2 = &=
U1, Switching Database Manager (SDM)2 Ternary Content Addressable Memory (TCAM)
ol &EZIH Xl= Layer22t Layer32| Switching InformationOll CHall M 2t2ldl= &S StHit.

0] Z0lAd= TCAMS XIS sHEOZ 22|6t)| /st SDM & A 8ol THol A L Oot=Ct.

3.11.2. SDM &3F
8600Sevies M= 4 ST SDM EEE X250, 2 L& = 222l £ 6t Forwarding Entry 0l G
=2 Memory E &Y otH =Lt HE =X “qos mode’2l &< = Traffic Conditioner £ Saoff & &l

= Entryfl O 22 Memory € &% otH @12, “route mode”2] ZR= Next HopS Sall 8Ete

Entry 0l o 22 Memory £ &Y ot & Ct. £3| “sram mode”2| &= routingentry E Sl 8 &
Emode S ELCZM X AL JIE M) ol UL &8& SDM 2= U8 29 Al HEEIC.
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Lt=2 SDMOlA AtE &= SE 00l CHol A & Holl = ALH.

H 3-15. SDM & HE O

a0 49 e
show sdm prefer m 2EA ¥ZE SDM mode 2| EE &= privileged
show sdm prefer {default |arp| = 2t 2C°o SpM AL & privileged
gos | route | sram}
sdm prefer {default |arp|qos| = 2 2CE2 SDM&EH config
route | sram}
3.12. Traffic-control
3.12.1. Traffic-control Ji &
EH ZEUA Cet EciE0] RS = A= A6 !t A EXI0ICH Holdl Ecid Ol
Ao EQfEO KM Y LEQ EEHE'% HESHCH EciE 20| Holl&l & Olotg 20 =
HEH FHA MAElg 57§
3.12.2. Traffic-control & &
Traffic-control &8 2 fIst J12 S8 0= U3 20
E 3-16. traffic-control &8 H&H O]
o130 Ao 2c
traffic-control <10-1400000> oY LEC| EE 2 pps &I 2 & &St interface
<10-1400000>
traffic-control <10-1400000> e ZEQ EciZ = pps &2 &&0tH, & interface
<10-1400000> alarm-only SHE E2Hm 0lAfS ERfTOl YL, HY =2
EQo| ERl®E S XEaHAl & 10 syslog 2 snmp-
trap 2t= ZMSHCH
no traffic-control N ZE| pps EciZ HMEt= oH MISHCEH. interface
show port traffic-control o & I E 9 traffic-control & 25 =& &t privileged
3.13. ZEHIH &3
S4 QIHHOIALS &4 ZEQ LE & 2 queue HIM HEE &= A= packet =8 =& &l ZE
HF Ol H Fastethernet ZEN2t HEE Lt giga UM fast-ethernet 2 EHE Y MES= =2
0 2t0] &2 AL packet =A0| ZME £ O, 0] S AH otH =4S =2 £ QU Btz
0l gt2 3 dt= &< gos & Al high priority queue EHE 0l =4aI0] M & 4 UCH 0 FH
no &tHE AtEct &&= oMl & = ULt
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¥ 3-17. traffic-control & & H&E

=N &9 PE
tx-buffer (1G |10G) <64-510> 1G/10G QI EHHO|ACl &2 TEW M HEE 2  privileged
<64-510>

A= HIHS 2tz CIAIEHS 2UgE £
JetCh UZ2E I 20t CIATIEH 2N
221 400 Ol Ct.

1G/10G QIEIHIOIAS] HIH = tHett CIATE privileged

St
[
o
all:l_

no tx-buffer (1G|10G)

B 2H2tS CIZE01 400 22 A XL

3.14. LLCF (Link Loss Carry Forward)

U9000 Series 2| LLCF J|s2 LLCF Group 22 22|5t0, 2c|® ZE &= otLt2l LLCF Group 2
Uplink 2 &£ = Downlink 2t Jt & = QUCt LLCF Group 2 2 Group 0l & & & 2 & (Uplink mode,
Downlink mode, Bi-Direction mode)0il (tetM BHE 2 &3 /L2 2 22l Sl

¥ 3-18. LLCF mode & S&

LLCF Group mode Case
Uplink mode

Action

Group 21 2= Downlink 8#H=0| Group 2 2= Uplink 2 == &3
dAC2HAS M

Che AlI2ICH
Group 2| Downlink 218Dt 23 & LLCFI|ls2e & g3 & Uplink ¢
CIAUS [

HES &3 & AlIZ2ICH

Downlink mode

Group 2| 2 = Uplink 2#HZ01 &
A U2EAS W™

Group 2| Uplink #1HES0| &3 &
TAS M

Uplink mode + Downlink mode

Group 2| 2% Downlink =2 &
3 ChEAIZICH

LLCFI|s2& &3 Ch2& Downlink
AHES 23 & Al2ICH

Bi-Direction mode

H3-19.LLCF&F ¥4

=10 £

ec
llcf-group group-id enable group-id 2 2= config

£ 2= LLCF Group 2 enable StCt.
8600 Series = =0l 12 JH 2| Group 2 Xl & &tCt.
group-id & == LLCF Group £ disable &t

group-id 2 2= LLCF Group € mode & &

llcf-group group-id disable

config
[lcf-group group-id set-mode

Ct.
Mgt config
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mode Ct.

llcf-group group-id uplink ol e X EE group-id € = LLCF Group 2 interface
uplink 8 = S=8HCH

llcf-group group-id downlink oY L EE group-id & = LLCF Group 2 interface
downlink 2 2 S5 &tCt.

no llcf-group e LEE A=S LLCF Group 0l Al HID{stCh.  interface

show llcf-group LLCF Group ot &t LEQ| A HE & &t privileged
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JbAf LAN(OISH VLAN)S LIERIT AIBXIQ 2l AA S =2IFo2
AR ZEO HZEO UACH VLAN S 75 0
0l BOIHKH 2E2EHAE EHLS MOBO2M WIEXT

Ol ZolME &2 LHES

nio

CHE L

VLAN Jl 2t

VLAN 2| 3§

VLAN & &

VLAN €& &2 2| (Displaying VLAN Settings)

a

VLAN JH 2

Sc|HE22Z =Y LAN &0l /IXIotH Sdlote e 20l= EX=2 8= “Jta LAN(VLAN) Ol
gt E0Z H8ELL VLAN 2 0 D5, &8 =2 SE0 2ol =clH2=2 2250 OHE VLAN L
2 EfHO| EHIte A& EXotL], Z2 VLAN o ZHIWHZ2B EcHE = S4I6HH HIE"JJOI o
S22 S8MAI=E BREINAE THCI0ICH = VLAN 2 AFE56HH VLAN Al 19 E(segment) )t 5H =4
el 22|&el AAN ol A= & A &0, 22|40 2= =2 &2 JIF U 2ol Aot ?:901&
Ct.
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4.1.1. VLAN &9

VLAN € S2I& ¢Z 22 AGHel X0 HE A2El=s Jls, Z2HE 5, 28 st &2 =
X0 J|IZFN 2o =2IBHeZ P2E ARAE UERKIOICHL UHE EH S3 HLS0l 2ol AtES
= 2 YAAHOIED MHE OS2 22HQ HER 2 42810 22 VLAN2Z HBE
= QUCH HHI2 HOIE2 0lSO0ILt THEHXI S0l AZERNH 852 Soll HHIERIAE MEH = 20|
Jtsaottt

VLAN S A2(X|o oz Hoje BEZ2EWAE THoIoZ M8 4= QICH VLAN 2 &tLel B2
A CHeez HAL = U=l SH AAH(SAE E2 22X etRH 22 UESRA JHh)ez
&= VLAN 2 8 S& 01 LAN 28U M < H0l 2o MZ5 = =& (segmentation) AHIAE K
3067 /ol AFSEICH VLAN 2 S84, 2oF HER T 22l JIsS HMSSHCH VLAN E 40 A 2t
BHeE BE2CAE ZHE, BoH FA =2 12|10 EE SE HUOHE M8ttt Ho= Q8 A
IXE FVLANAIOIUIAM EZ2EMNAE ZdE otLlct HHE Zeld s MEGHA Z =0

4.1.2. VLAN S #3F

o
VLAN S Aot TSt &2 E 30| UL

m EiE XN
MEHO HERINAME 2 ZHI2 HIOIH =4 R 4230l 2= WERZD HHIZ 85
= BEZ2EIAE EdiE (20 =&= LMAIZICH VLAN US| 2 EXle &2 BE25H)
AE STHON ol U= FHER0IH 2= BE2EHAE WAS =4I8HCH B8HH THE VLAN O
E£0tE ARIXIS ZEZ2= ER2EMAE EHO| MSEX 2=C. et VLAN 2 AFEoH
HEZCHAE EEO| 28 WERKIAZ HMHUI=e As EXotl HERIDS 222 S
JbAIZ == UL

B HERIF Bt A
HEHC HERKIUHAM= WERKIAN E20ts =724 WERA elAA00 E2E = JAT
Lo AHEXIE HEE Sol UERKD =4JIE 850 & HERIS B S8 =
= QA =Lt GHAISE VLAN S AFE0HH VLAN O] 28 E HHISE2 2& 22 VLAN 2 24 &
St SAE = JACH, AKX ZENH ZREHE 840t A2 H 0l 2EE UERKZA 2
SN0 H2E 2 QU0 BFF VLAN A Ol =58 2 HIJt CHE VLAN B 2| ZHI 2t S4IoH0F 8tCHH,
Ecid2 BtEAl et 8 HEHIE HHOF 8Lt

B RESIUHESR3 &
HSHO HERAIUNAM UERKD 22lX= HH|2 Olst HE0 E2 Al2S AHIRUCEH BFHef
ZHIJOE ME HERIAZ SHHUH, 2 SHEX IP =25 =22 HFNOF 8T
ANAE 2AT=E VLAN S Sot =2l &0 HER D 4822 M 018 2HES 2
= QUL
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4.2. VLANZ

U9000 Series A9 Xl =

£22/& X E(Physical port)
802.1Q E 1 (tag)

AJJESO 28

4.2.1.
ZE JIBHVLAN OIA &

VLAN Ol &&& AR
VLAN 0fl 2 £ 5HCH.

APIXS ot &£

A Q
TEE Ect

s 2}
L

acc
171 —
BEEEEYV

|EI—IO

ZITH 4094 JHSl VLAN = X & 8tCH VLAN 2 TS 2l JI=0i Tet

otLt2l access
AN 1(default VLAN)2| access ;L E

A= Ch:

ILE J|gt VLAN(Port-Based VLANS)
= 0 0/49 TE DE0 VLAN 0/ Z0]

—
TE=

OlE =™, <& 4-1>2| Premier 8700 Series A XA 1, 2,3,4 ZE = VLAN A 2| access ZEO0|
19,10, 11, 12 TE= VLAN B 2| access T EZ &&= 02|10 5,6,7,8,17,18,19, 20 LE=

VLAN C 2| access LEZ & 9| &HC}.

HE |22.24.

H Bl |21.23.

VLAN A VLAN B

B SFP
W RJ45

& 4-1. U9000 Series A X2 ZE J|8t VLAN 24 0f

MZ CHE VLAN 2] RE RS0l S4IoH)| i =, HIS 1S0| 2Bz 22 1/0 22 220!

Cete Zdig2 AAX0 2o etE EH0F 8t OlX2 21212 VLAN Ol R IP =45 It

ctE QUIEHHOIAZ 2L 0 0F &S 2 0I8HCH

4.2.1.1. ZE JIgHVLAN 22 AKX ||

EZE JIBHVLAN 22 & ARIXIE S22, (32 M= ol OF 8L

7)) 2 AIXIUA VLAN Off CHEt access ZEE Y6t

8) 2 ARAXIONA VLAN Ol £ & access LE = otLIA S ALE0HH § ARIXIE HOISZ2 HBSH
69
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- ) I

XIE A ZoHO0F 8tCt.

Ch. O0dcf JHSl VLAN & HZ0otetH, 21212 VLAN OtL A0 22 A%

<8 2>= M2 OHE 2 12l U9000 series A< X
X 19 4040 ZE=VLANAZ Z8tD| &2 st QUCH &

A2l access TEZ SEHI N ULH F AKX = <O 2>2 20| &S HZGIH 5FLES

Coels g4detlt.

SWITCH 1

T LI T T I T 18 e
|
EEEE EEEE| /NN

VLAN A

SWITCH 2

4----M----M-h
|----M----M-h

A8 42 F AAX0 Z2HAM £83& S ZE J|EHVLAN

SN A/AXN Z2HAM &83% = G2 LE I8t VLAN 2 MA 5™, 26212 VLAN Off CHAl A A
X 19 ZEQ ALX 29 HLEJIBIEA HOlE2 HAZ OO0 8Lt |0 2 AIXNM 2OHE
otLISl IE &= 2 VLAN | access ZEZ 2T 0 U OF &L

X0l Z2HAM 28EE=E & i VLAN S 20 E0H A9IX 1

<8 4-3>2 5 JH2l U9000 Series A%
11, 12, 13, 14 )t X2 ZE&= VLAN B 2

M ZLE 1, 2, 3, 4 TZE= VLAN A2l access ZLE0|D

access TEZ ST QUL
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SWITCH 1

IR e B
[ | 17| HE N -|21.23.

VLAN A VLAN B

o NN NN .
EE EEEE| /| EN

SWITCH 2

0843 S AXO 2HA BE S S EE |8 VLAN

VLAN A= AKX 19 ZE 1 AKX 28 ZE 22 HBS Soll AKX 10 A9IX 2E K=CH
VLANB= ARX 12 ZE 1110t AKX 22 ZE 22A018 HZEAMH AR/AX 10 AKX 2E |=
Ct.

2l Mo AAXE dlolX HCl(daisy-chain)2 2 HZot= CHS VLAN
F2HOl VLAN 2] HH 2 28 8= access LEE JHAIMH, &= access
O] access EE 2} HAH =},

[

5 4

4.2.2. EH1 VLAN(Tagged VLANS)

Eil 2 (tagging)= Ethernet Z 2|20l Efi J(tag)ct= H Xl(marker)S & & 6t= 2 O0ICH EH0E M2
S VLAN = AZ56}J| ?/8t VLANId Ot 5= L

Notice 802.1Q Ei] =Y S AHE5HD IEEE 802.3/Ethernet Zfl 22| =0 2
J191 1,518 HIOIEEDH &2t 2 Zg¥s 2MAZ = UL 01H2
802.1Q € XIJotKl 4= Zdlol T Y ol It2E S
2 UAOH, £ 240l 802.1Q £ XIJoHAl &= Bkt et2H
EMECE UWERA

Wl

J

4.2.2.1. EH 1 VLAN 2] AZ(Uses of Tagged VLANS)
Eid= e ARIXIE F= VLAN S A 40D ?lof JHE LEHECZ AIESE= Y-OICH BHOE AFS
otH, 0dcf JHS VLAN O StLt Ol &t EHHIE ALE6HH 22 S81e = JUTH

<18 4-3>0lKd 2Fet X8 ZE DBt VLANGIA = 2f VLAN 22 otLte] ZESE €Eott & &
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otLt2

Im
o
U
a
nio
>
010
ol
2

PIXNE HZoH0F 3Lt oFAICH Ef D VLAN S AtE0HH
= AH (=1

Mdd JH2l VLAN = & & == QUL

Ei VLAN S| & G #E2 otLtel ZEJF (1 VLAN 2 EH D
= MHX™E Ch==2 VLAN 0l =0t EUHIE MEoSte 20 S
IEEE 802.1Q B} 1S XI25t= WER A 2AIHHOIA IHENIC)S

4.2.2.2.
2f VLAN

I TE=

y =T

VLAN Ef19 &g

S M8 [ VLANd S 22 2Lt
o} 2

f(Assigning a VLAN Tag)
JFEHD VLAN S EEO ZEZ EHEH 0 AEE
tCH Ol @< EiZ] VLAN 2| VLANId ot Z &2

= ocoo=2

802.1Q VLAN Eil
B2 AHEECH

VLAN 2| 2=
(forward)E ([,
ot =EX &#2
BH1E =

ig

[l X =)

VLAN Ol €3 &KX &=
dige HII=Ch s S0
Jb30¢Q Y0l Al E0E A9

Notice

EEZ ] VLAN S B Zd0] Al H, &
VLANid J} 10, 20 2| &l ZE=Z VLANId

A= 1 2SS Hellt.

<% 4-4>= B0 22 Sl B0 2X E2 B S AlZots UWERIZS =celHel 74
20 =L
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SWITCH 1

ECT T IE B
BT TR B

|IEEE 802.1Q

Tagged Server

T
AT T LT O T e B
| |
SRR BT

Jd8 44 B0t E2 Zd2n B0 EX @2 Tl =2l G0l O

0|

<8 4-5>= S2LE UERIS =clHel ol 18E 2WHE0h

VLAN A VLAN B

System1

Port1, 2, 3,4

5,6
System?

Port1, 2, 3, 4
5,6

Port 11,12, 13

15, 16
System?2

Port 15, 16, 17
18

Svstem1
Port 7,9

System2
Port 10

J8 4-5. 800t E2 T2 B0 22X @2 Tl =clA Colo O

<& 4-4>9 <02 4-550 Al:

2 AX S| EE T I E(Tagged ports)= VLAN A 2t VLAN B 2| Eci & M S &tCH
2t AKX EYI ZEE= I E2 TS MSEHTL
ANAE 19 ZTE 79 AAE AHE 802.1Q B 1S XI&dt= UER A CIHHIOIA IHES

&t
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UM VLAN A 2F VLAN B 2 2 Ol Lt

B (HEHESS O EXN E2 Zdlgs Sx4aetlh

TH Y0l ARXE NUZ W, ARAX= SHEX ZE0 CHol B0t 22 ZdSS AAEEX EH0t
X E2 Sl MELEXNE 2EHE. NMHZRH S5 2= TN EYT ZEZ S
A= T PolsE B0t 2=C0 oK WERIL OE EXZ S48 es 2= e 2
A et

4.2.3. ZEE JIBFVLAN I Ei VLAN 2 E8

st AR/AXINAM ZE J|EHVLAN It BT VLAN S EEHAM AIEE == QULH & ZEDJH £ot= ZE |
Bt VLAN 2 2% otLicte 2 Otei A ZE= 02l VLAN 2 @0t 2 == ULH =, ZE= SAI0 of
Lt & JI8HVLAN I Ocd el B D VLAN 2 #H{ D & = QUL

4.3. VLAN 4

43.1. VLANID

VLAN £ AlZ510| /8 VLAN id 2 2t22 12 4,094 AL0I2| £XHE AISE 2 ACH AR =
JISIEIAS I JI2X22 6t VLAN O] S & 01X A 20i(default VLAN), Ol VLAN Of VLAN id
ol %2R 1S ALESIC Metkl MZ 2S0iXI= VLAN 2 VLANid 2 gt22 1S A8 & 4 8l

VLAN id = B VLAN Q| 2ol ZEJ EHT
Ct. VLAN id E 22 “’S?ﬂ% 0 FotAl &

dM UERZD RES

l

U
K]
v
]
L=,
<
-
>
Z
g
]
Wy &
0
=2
S
o
[w]

4.3.2. Default VLAN
AQIXI0lE CF8D 22 S4 S JHXIE default VLAN 0l £ &0 UL,

r9£

Default VLAN 2 VLANId g2 2 1 F=SHC.
Default VLAN 2 El Q£ A2 6HA Ct.

ARIX = AEHUIM 2= EZE= native VLAN 2 2 default VLAN 0] & & & QALY

52 1o

[ >

4.3.3. Native VLAN

2t 22| & ZE = PVID(Port VLAN ID)E JHAI D QULCH 2= 802.1Q ZE 0= A&l Q| native VLAN ID

JIPVID 2 gtz &S ECHLEOJ EX $2 2 T U2 PVID 20| LIEHWH= VLAN 2 2 SilE

Ch. ZEZ B0 2 Ty 22 A2 R0 = ZHL2 QS JOUZ AFZSHCH aFXI8 Ef O

It 2X 22 T Y0l =AE0H, I 0 E&E PVID g2 B2 2t==stCh

<8 6>H8 B0 22X 22 ZH LW PVIDI 22 ZH 0| S&ot= A0l ASEHEZ, VLAN

74 . .
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solution

XN &3l= Bl XL end station 2 VLAN 2 X2 6HAl =236t= B2l XLt end station =0| HOI==2
O

VLAN A YLAN A

PVID=A VLAN-aware V0LAN-aware PVID=A
Bridge Bridge
A“e“l‘_h-ll I-lFJAm“
ports PVID=C PVID=C ports

PVID=B PG ‘ PVID=B

YLAN B Trunk YLAN B

link Qg,;
Fg VLAN C
VLAN-unaware
G L End station
YLAN C P
PVID=C

VLAN-unaware
End station

I —B!}'; VLAN B
“" V0LAN-aware

End station

7 4

& 4-6. Native VLAN

b

t
I

N

0l S Ex3 &30 HZ= AEH
Algl= B2l X2 PVID JF VLAN C 2
26l= end station 2 EH 10 X &

)] &M

—
tEXN @2 2dgs =aE E

o2 A 1=2 VLAN S
H StEZ VLAN C 0l &t
e S4I62 2, VLAN

Ol € VLAN C 2 &4I6tCH

=

=
=
=)

=2

[H e 0%
o o

40

o

20l A= U9000 Series A2 X0l VLAN & 280l AISEH=E 885 €380 VLAN €82 U

of HAH=Z MHECE

4.4, VLAN &3

1) S4E VIAND 2E AS SFe

2) EEJIEYEVIANS SR0| M2t ZEC RES 4TS

3) VLANOI Lt 0149 ZES SSICh VLAN Of ZES %0t [f, 802.1Q 112l ALS 012 E
2y

44.1. VLANEE HH

<H 4-1>2 VLAN 2Z 0l At2E= B8 =SS £ F &t
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H41.VLANEE HEN

o124 P e 2t
vlan vlanid B VLIAN It 2t E gt S S Ad, ARl HE S config
m ] 2 default VLAN 2| {22 AtE
= vianid : 2 2 E 4094 ALO| 2| gt AFESHCE
switchport mode m IIEO VLAN Et&S &&™sHT Interface
{access|trunk} B access— XEEE access 2E(ZE J|BHVLAN)Z

AHSCH EAFE ZE= MO EXN $2S =2y Y

= &4I6t= &2 VLAN 2] QIHHIOlAZ S 26

Ct.

® trunk- ZEZ E I (B VLAN)2 & & 5}

S8 ZE= IO 22 ZdYs S48
switchport access B IIEZ VLAN 2| access TEZ HA 5L}, Interface
vlan vlanid m 2CSDbaccess 2 &FE M, 4FE TEE VLAN

o M LEZ S&SHCE

= vianid : 1 £H 4094 AtO| 2 gt2 AtSSHCH
switchport trunk m TEESVIANS EY3 TER &FEHLL. Interface
add vlanid m IEZS 02 VLANS EY3 ZE2 8F6IHH,

2 VLAN Ofl CHoll O 2= Bt= AFZSHLH

= vlanid : 2 2 E 4094 ALO| 2| 82 ArESHCE.
® Default VLAN(VLANiId=1)2 ¥ E 7|4 VLAN

O 2 ALg
switchport trunk m TEJGO2IQ EEI ZE, S B VLANS EE  Interface
native vlanid I EZEY M, N0 EX LD S44EE EcH

£ <&t native VLAN 2 & & &tC}.

® pative VLAN S & &EGHAl & 2 X default
VLAN(VLANId = 1)0| native VLAN 22 & &
® vlanid : 1 2 E 4094 ALO|2| t2 ArESHCE.
switchport trunk m TEZS HAIS VLAN 2 HIHOIAM X2l AIZICE Interface
remove {vlanid|all} ® vianid : 2 £ E 4094 ALOI2| 2tS AL BHCH
B all: 2EVLANLZ2H HHUAM M2
(no) untagged-packet- " TEJIG2.IQ EHUI 2E, S EHIVLANS EY Interface
drop 3 ZEY [, B0t 8= packet 2 drop A9 =
J1s0ICH No & SollA ol Ml Jt=otCh.
45. VLAN &3 0lAl
Ct22| Ol MUl M= VLANid Jt 1000 2 M A5t1], VLAN Ol IP =2 132.15.121.1 2 &Y0ot1, EE 2
?F LE 4 E VLAN 0fl &Y stCt.
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Switch (config)# vlan 1000

Switch (config)# interface wv1anl000
Switch(config-if-v1anl000)# ip address 132.15.121.1/24
Switch(config-if-v1anl000)# interface gi2

Switch (config-if-gi2 switchport access vlan 1000
Switch (config-if-gi2 interface gi4

(
(
(
(
Switch(config-if-gi2)# switchport mode access
(
(
Switch (config-if-gi4
(

) #
) #
) # switchport mode access
) #

Switch (config-if-gi4 switchport access vlan 1000

CtsS2 OO A= ER D D18 Vianid 2 2000 € € Eot), XE 1
JretCh.

S
Hel

ol
o

Im

o

Ed3 LEZ VLAN O

Switch (config)# vlan 2000

Switch (config)# interface gil

Switch(config-if-gil)# switchport mode trunk

Switch(config-if-gil)# switchport trunk add 2000

Switch (config-if-gil)# interface gi2

Switch (config-if-gi2) # switchport mode trunk
( ) #

Switch (config-if-gi2 switchport trunk add 2000
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CtS Ol K= VLANId Jt 120 Q! sales 2 VLAN = & &8tLL VLAN2 B0 E2 ZE(EED ZE)
10t EXl 22 EE(access EE)E ZF Zetth ZE 11 ZE 20l= B0t 210, EE 31
EZE40= a0t EX H=0h SAHCZ &6t =08 ZEN= 00t =X @E=

VLAN sales )
(VLANId = 12D VLAN sales

j i @
port 3,4 Tagged packet _
port 2 (VLANId = 120)

VLANsales )
\,vj

8 4-7.VLAN 23 0l Xl — Tagged and Untagged VLAN

Tagged packet
(VLANId = 120)

Switch (config)# vlan 120

Switch (config) # interface gil
Switch(config-if-gil)# switchport mode trunk
Switch (config-if-gil switchport trunk add 120
Switch (config-if-gil interface gi2

switchport mode trunk
switchport trunk add 120

#
#
Switch (config-if-gi2) #
# interface gi3
#
#
#

Switch (config-if-gi2
Switch (config-if-gi3 switchport access vlan 120

Switch (config-if-gi3

(
(
(
(
(
Switch (config-if-gi2
(
(
(
( interface gi4
(

) #
)
)
)
)
)
)
)

Switch (config-if-gi4 switchport access vlan 120

82 ARIXC ZE 1 2 L E J|8t VLAN Marketing 2t Ef 21 VLAN Engineering 2| 8t A &dl=
Ol IOl Ct. VLAN Marketing 2| VLANid = 200 0|04, VLAN Engineering 2| VLANid = 400 0| Ct.

Switch (config)# wvlan 200

Switch (config)# wvlan 400

Switch (config)# interface gil

Switch (config-if-gil) # switchport mode trunk

Switch(config-if-gil)# switchport trunk native 200

Switch(config-if-gil)# switchport trunk add 400

ZE gil22 B0t EX 22 Zd Y0l =858 AX= VLAN marketing 2] 2 ZEZ =T
= Mg gt

78
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4.6. VLAN €3 F2 &0l

VLAN €& 328 28 (52 B8 = AtE st

S0 g9 ==
show vlans B VLAN Ot 2HAE (29| Qo MBE £S5, Privileged
* VLANid

o HH EE

Switch# show vlans
VLAN MEMBER-LIST

1 giz gi4d gi6 gi7 gis8 gio gil0 gill gil2 gil3
gil4d gilb gilé gil7 gil8 gil9 giz20 gi24 gi25 giz6

Switch#
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4.7. 802.1QinQ

QinQ = 802.1Q WIER/ AWM X0 ALE 1 0lF= 802.1Q = 2% 4094 VLANID == M3
ot)l H=20ICH Ol s X2 oHZZH2Z S JH2l 1Q cll0I0f ALOI0l 802.1 QinQ € & dt=s &A=
SHEGHH EIRACH 802.1QinQ = AHIA MIE VLAN ID & MHIAE 2= VLAN ID 2 LSO &L
MHIAE 2= VLAN ID = MHIAE MIZ&= EcHE 0| XAlot= &ci VLAN ID OICH 12ld M-

2 MIEot= VLANID £ MBIA HEX=2 #oil =Jtot= VLAN ID Ol Ct.

[Ul

r>1

E_\O

14 AIAE0 QInQE HEot)| flet ZH= WELH 0121 BEotJ| AiAesE AIS K
ZE EciHO OLXIZ0l 4801 E0 =ItE &L

2. Service Provider Ethertype: Set up ethertype of an outer tag (CIZ E g 0x8100).

3. Service Provider VLAN ID: Use the native VLAN ID value of customer port for outer tag

VLAN ID

H 4-2.802.1QinQ BE 0 AHEY HIOIZ

N &89 2c

(no) encapsulation g-in—q QinQ enable / disableE & & &L, Config

outer tag 2l ether type & & &tCI.
2

(no) g—-in—q tunneling .

ether type 2 E&8olA EUS R0 = CEEE Config
ethertype VALUE _

2O Z 0x8100= AF=EHLY.

TE BEE HFstH.
encapsulation g-in—q default : 0x8100.

~ Interface

(default| customer|core) core : ethertype2 2 outer tag2 =t

customer : AIEA ZLE Bt &3
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Custormer port
Native : 100, tagged: 10, 20, 30 Service Provider port
| gl £ gi3 Native : 1, tagged: 100, 200
| g2
Custormer port P10126

Native : 200, tagged: 40, 50, 60

Example gi1— gi3

DA| SA | EtherType | Tag | Ether Type | Tag [ Len/Etype | Data | FCS

0x8101 100  Ox8100 10 - - -

8 4-8.802.1 QinQ &3

Switch# configure terminal

Switch(config)# vlan 10,20,30,40,50,60,100,200
Switch (config)# interface gil

Switch (config-if-gil)# switchport access vlan 100
Switch (config-if-gil)# interface gi2

Switch (config-if-gi2 switchport access vlan 200
Switch (config-if-gi2 int gil
Switch (config-if-gil
Switch
Switch

switchport mode trunk
config-if-gil switchport trunk add 10,20,30
config-if-gil int gi2
Switch (config-if-gi2
Switch (config-if-gi2 switchport trunk add 40,50,60
Switch (config-if-gi2 int gi3
Switch (config-if-gi3 switchport mode trunk
Switch (config-if-gi3 switchport trunk add 100,200

end

(
(
( )
( ) #
( ) #
( ) #
( ) #
( ) #
( ) # switchport mode trunk
( ) #
( ) #
( ) #
( ) #
( ) #

Switch (config-if-gi3

Switch# show switchport
U : untagged packet drop

IFNAME SWMODE N-VLAN TAGGED-VLAN-LIST

gil trunk 100 10 20 30
gi2 trunk 200 40 50 60
gi3 trunk 1 100 200

total 12 interfaces listed
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Switch# configure terminal
Switch (config)# encapsulation g-in-g
Switch (config)# interface gil

Switch (config-if-gil)# encapsulation g-in-g customer

# encapsulation g-in-g customer

(

(

Switch (config-if-gil)# interface gi2

(

Switch (config-if-gi2)# interface gi3
(

)
Switch (config-if-gi2)
)
)

Switch(config-if-gi3)# encapsulation g-in-g core

(in case ethertype changed, or

encapsulation g-in-g default)

Switch(config)# g-in-g tunneling ethertype 0x8101

Switch (config) #
4.8. Private Edge VLAN

Private edge VLAN 2 olLIC| MIOHE = VLAN U0 EMots ZES0I X2 5= ZEZH Gt
StE g 2= UL, HHA ZES2H0= layer 2 &0A S4S XIHHAIDI= J1=0ICH ChAl Z6HE
vlan HOil CHAI vlang L= iE0letn 23 &0 MetkA Private Edge VLAN 2 A2 X0l = X
AHO0| SROIC delD M2 TOE ARIXZ2H0 255910 A= & ZE A0|2+e] SEE0ICH &=
ZE=UE ZEUAH HE EHE(FLINAE, HEIHAE, EZ2CHAE)E LMAIDIXN Z2H =
U ARAXIUA OE ZES DA BSEHE=E ZENHE=E HUHE EcHE T LMAIZIA Z=0h
L2OIAM ESE0 U= ZESHIH= EcHEES MEE = 210, 2= EHEH2 LIEXE SollMEH E
Sk ZES?2H sS4 = g == UL
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Premier 8624 0l Al private edge VLAN 22| & &3 8&F 2 <&t & JtXl 2HH:

* IFNAME
2 YHIE ZEHYE2Z K& (ex. gi1, gi2, pol...)

¢ VLANID
STP/RSTP & P%éh_!_ Ue UIEK AN A= STP 2t RSTP £ ?I&t rootport & 235 &F ol
Of StCh. 0] Z R 0l= uplink & H&St= 2101 JtsolCh.
I 4-3. Private Edge VLAN &3 &
230 49 2
(no) private—edge-vlan Private—edge-vian2 & & /ol Ml & CI. Config

(no) private—edge-vlan E& I H Ol A0 private edge vian2l uplinkE Interface
IFNAME H& IFNAMES & & &t

= g9 ™/

(no) private—edge-vlan EA Ol H Ol A0 private edge vian2l uplinkE Interface
stp—-root-port VLAN/D VLANIDE| root ZEZ & & SHC}.

Show private—edge—-vlan  Private—edge-vian2 && HEE

o

3| StCt. Privileged

23H=E ZE=gi2, gi30IH & 3= gil0IL. EsEHs ZES2S ECHEH =2 5{E6tHA
H1 2 gi1ol EciE Pt 5 EEHC.

Switch# configure terminal
Switch (config)# private-edge-vlan

Switch (config)# interface gi2
Switch

Switch(config-if-gi2)# interface gi3

(
(config-if-gi2) # private-edge-vlan gil
(
Switch (config-if-gi3)# private-edge-vlan gil

[ OIXI2 ]

B35 E=E ZE= g1, pol, po2 OICH STPOHIAMS & &3 882 28t VLANTZ &Lt 0]
AL STP VLAN1S R E ZE = “po2” Jt= L. 8H2F src/dest private—edge—-vian ZEJ}
SUGICHH “x"E HAIotD 02l STPO| Hol=l TEDHS M &S},
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Switch# configure terminal
Switch (config)# int pol
Switch(config-if-pol)# private-edge-vlan stp-root-port 1

Switch (config-if-pol int po2

(

( ) #
Switch (config-if-po2)# private-edge-vlan stp-root-port 1
Switch (config-if-po2)# int gil
Switch (config-if-gil)# private-edge-vlan stp-root-port 1
Switch (config-if-gil)# end

Switch# show private-edge-vlan
Private Edge Vlan Mode : enabled
Static Private Edge Vlans: none
STP-ROOT-PORT Private Edge Vlans
Target Switch Port: STP Root of vlan 1: po2
Members: gil pol *po?2

-(*): Temp Member

CHSol Y20IS 018510 HIFATOI MAC F4AE JHXlE WS XY 22 cpu £ trap AlZ
& Al
E 4-4. HIF 4 MAC XHEH B O
242401 249 ==

Source MAC addressJ}t broadcast

(no) broadcast—-source—mac—drop MAC address?! T2/ XIEot= 212 Interface
S H /ol Ml StCt.
Source MAC addressJt &H| Atalol

(no) gw—source—mac—drop MAC address?! IH2!2 XtEot=E A2 Interface
& H/ ol Ml StCh.
Source MAC address2t 25 ‘0’¢!

(no) null-source—mac—drop MAC address?! IH2!2 XtEot=E A2 Interface
A H/ oMl StCh.
Destination MAC addressJt &b

(no) self-dest—mac—trapcpu XHAlRl MAC address@! M3/ CPUZE Interface
Trapote A2 88/ Ml &L
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= — —
PE&tE &4
2 ZBllMd=IP=AE S8ct= S-S 8YHEHTL
IPE £&0l)| o R7FAZ= JIE HE2IP A28 UERKZD CIHHOIAN &€Yol= HO0ICH IP =
AE EYEOZ M 2IHHIOI A= layer 3 interface & 2 & 3HE Ct.
U9000 Series 22| Xl= Ct22 QIEHHOIAN IPE e == UL
®  VLAN interface
® | oopback interface
B Management interface
o F = =1
2. UIES3 AHMIOIANN IP =4 EF
IPF=2Ae= =4E IPOOIEHIOO EHE NG AEEH. HEH IPFAS2 S8 252 W2
UH SAE ABY HERD FAZ MEE = ULL<E 5-1>2 IPFA2 HRAE SHOIA D, HHE
FAS0| LEJUH HEH =ASE MEE = A=A EW =L
H51. MEISSHIPFA
Class =4 g9 =g
A 0.0.0.0 Ol <
1.0.0.0 ~126.0.0.0 ANEILS
127.0.0.0 Ofl <
B 128.0.0.0 ~ 191.254.0.0 AMEIS
85
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191.255.0.0 Ol 2f
C 192.0.0.0 ol &

192.0.1.0 ~ 223.255.255.254 ANE IS

224.255.255.0 Ol 2f

224.0.0.0 ~ 239.255.255.255 HEPDHAE O =4
E 240.0.0.0 ~ 255.255.255.254 ol &

255.255.255.255 SBzCjAE

Notice IP =20 OHet SAIEQI Jl= Atet2 RFC1166, Internet Number £ &

b Dot =

b Notice HERZD BsE g&d 228, JAulH MBIAE MBotd U=
ISP(Internet Service Provider)0fl Hl & 2| &t ct.

U9000 Series A% XI= otLtel CIEHHBIOIAN S=2 IP =4 &got= JIs= A& St U000
Series A9 XI= QIEIHOIA & = 10 2| IPF=AE8 &3 &= ULCH THe H4&0UA S=IH2 IP

FAIJE RESHI AMEELH OS2 JtE 2BHH 0 SE0| 0

cl&Hel 24l 20, =2IHel AESI0tCH 254 42

= =clH
SAE GIECEE MEU S 48D JHEGHA. et ELE access MHOUIA =SI12] IP =
A2 ASEUE ot Sel& MEHWU S JtXLD FIhe =2l 8o HEY S 88 == ULH

el
rr

B St HERDY F AEU=2 UE UEKHIDN 2ol Ecla = UL SIH2 =22 AS
CHE WERAZD0 2ol =B 2le MEHCZ2H ot UER/KIE FdE = UL
Ol OIOIlA, H LIERAD=E SEHEHLE & B UWERATS &R0 AXSL MEH 2 2tRH

o otLt Olatel gdat=l QIEIHIOI A0 SAIO LIEHE = BLCH

flo

HIERD AEHHOIAN IP =25 Sgotedd, AHHOIA 28 220N ThS2 S = AFSStTh

H52. IPFEAEEHENY
== a9
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ip address ipaddress/prefixlen m OIEHHEOIAN AI2E IP=AE AF ST,

b Notice Prefixlen 2 ip address & W E R 3 E P 206t= bitlength & & HCE

5.3. ARP(Address Resolution Protocol)

ARP HIOI=22l HE2E &t0I5ted ™, privilege 2E0A CHS < H 5-3>2] ZHNHE ALEEHCHL

H 5-3. ARP &3 £3= ?lgt 23O

=0 49 2c
show arp = ARPHIOIE2 AECIE SHSEHC Privileged
show arp IFNAME m ARPHIOIZ2 LHEZ vlan E2 port E& £ 3| &t Privileged
show arp static B ‘arp” YHEOHE Soll static = &F s NERIE &6 Privileged

Ct.
show arp dhcp- ® Dhcp 0l 25l unbinding & arp A E2|CtE S8, Privileged
unbinding
arp ip-address ® ARP HIO| =0l static ARP HEZIE &F config
mac-address vlan- = |p-address: ARP A E2|Q| P Z=AE LIEHACE
name port-name ® Mac-address : ARP 9l E 2| 2| 48bit Ethernet =AZ Lt

EHHCH

® vlan-name : ARP 2| S & X| IP interface 2| 0| S 2 LIE}
LHCE.

® Port-name: ip interface (= VLAN)2 member port =
ARP 2| =& X| physical port name = LIEFHCE

5.4. Static Routes §§

Static route = IH2! 0] A|IEEE SE X))

tX
8 ZZ20IC ¢t etRE ZZ2ESS MESIH EE SHXU (e Z22E 24 = U static
route = O SLotH AMEECLC AREE £ Sl= HAS0l 2EUHE HOIEROIE HAISt=M =&
StCh.
Static route £ 2 &5l ™ Config 2E0A CIS2 S MESHCH

¥ 5-4. Staticroute Z2 &3 H&E0

380 a4
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ip route {destination- ®  Static route & S£8&t(}.
prefix mask | destination- B destination-prefix:SHIXIS HEAD HSE E
ipaddress/mask} {gateway- Al BHCH

ipaddress | null0} n mask: 2EX HEYIO OIATE 9 AR

B gateway-ipaddress: HOIERIO X2 IPF=4LE
S AISHCE.

B null:null @I HIOIAE HOIERIOIZ & & EHCH.

B distance-value:1lSE 255 At0I8] =XE AIE

[distance-value]

AMA B2 static route JF X1 Z& [H(global configuration 2 =0l Al IP route E &2 no EA2 AIE)Nt
Xl I &tCt. oHAIBH administrative distance a2 AlSotH 222N =& 2tRE 22 static
route & SEE 4= ULH 2 S5 2URE ZZEZ 2 <H 5550 LIE

distance at= Jt&ICH Static route It =& SR8 ZZ2EES2 352 =& Z sHUHHA static route
9| administrative distance Jt & T2 E 22| 20t o 2™ =

St A4 H & default administrative

I 55 S& etRE I EZ9| default administrative distances
= Jlg &3 gt
Route Source Default Distance
Connected interface 0
Static route 1
Exterior Border Gateway Protocol(BGP) 20
OSPF 110
RIP 120
Interior BGP 200
Unknown 255

CIHHOIADI CI2EAS M, O CIE{HOIAS Sol
= Ct. K8t static route 0l M forwarding 2t &2
[ 0l & static route = IP 2t E HIOISH A A X

2 = static route = IP 2+ E HIOISO0IA AHK

A H=
T BA =2

-IH
B 1r
{0
%
30
|
gﬂ
o
alo
(1]
o
o
o
0z
Pl
o

static route A 2 E 015t H privileged 2E0A CIS2 HE S AFE56tet.

EE] =3
show ip route static ® |Proute 82 E =&t
55. P& OlX
Ol ZUlM= 1P =4 &8 MIME HS&tLt:
B Assign IP address to network interface
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®  Creating a Network from Separated Subnets Examples
® ARP
®  Static Route

ChS2 Olk= A2IX2 vians QTEHHIOI A0 C 2 A IP =201 192.10.25.1 £ & &8t

Switch (config)# interface vlanb
Switch (config-if-vlan5)# ip address 192.10.25.1/24

CtS2 GIMOIA 131.108.0.0 HIERKITS MEHW 11t 2= B2 UWIERAI0 2o 2l F UEH
d= otLte =2l H HERIAZ g =L

Network 192.5.10.0

Subnet 131.108.3.0
Router C

Router B Ef %
e

Subnet 131.108.2.0

% Router D

Router A

Subnet 131.108.1.0

J8 5-1. HER3 &8 0l - == IP address

ctREB&F

Switch (config) # interface vlan?

Switch (config-int-vlan2)# ip address 192.5.10.1/24
Switch (config-int-vlan2)# ip address 131.108.3.1/24

ctRECHEH

Switch (config)# interface vlan2

Switch (config-int-vlan2)# ip address 192.5.10.2/24
Switch(config-int-vlan2)# ip address 131.108.3.2/24

fob

L2 =2 ARP HIOI =2 LHE= = 2lot= Ol MO Ct.

J

Switch# show arp
Flags>> R: reachable P: permanent K: H/W only B: dhcp unbind drop

IP Address MAC Address Interface PORT RefCnt Flags
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10.1.2.254 0007.7089.1123 wvlan2 gil 1 R
10.1.11.46 0006.2bfc.146e vlanll gi’7 1 R
10.1.13.1 0001.0281.£775 wvlanl3 giz 1 R
10.1.13.190 0000.£f083.f6d4 vlanl3 gi6 1 K
Ct22 Y2 ARP HIO0| =0l static ARP A E2|E S=&tLt.
Switch (config)# arp 142.10.52.196 0010.073c.0514 vlianl giZ2
Switch# show arp
IP Address MAC Address Interface PORT RefCnt Flags
142.10.52.1906 0010.073¢c.0514 wvlanl giz 1 P
CtS2l 982 ARP HIOI =0l A static ARP M E2|E AFHISHCE
Switch (config)# no arp 142.10.52.196
Ct22 M= 20.1.1.0 HERK AW HZE STAEI} 192.168.2.0 HHERK A2 SAEY S&E = U
& & static route & & A &tC}.
192.168.2.5
201.123 EQ'
NP
192.168.2.0 “>
Router A 192.168.12.2 J
o 192.168.12.1 Router B
20.1.1.0 D
\v\u_j
8 5-2. HHERI3 &% 0l — Static route
AdHAEF
Switch(config)# ip route 192.168.2.0/24 192.168.12.2
Switch# show ip route static database
Codes: K - kernel route, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area,
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El1 - OSPF external type 1, E2 -
N1 - OSPF NSSA external type 1,

OSPF external type 2,
N2 - OSPF NSSA external type 2,

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, > - selected route, * - FIB route
S>* 192.168.2.0/24 [1/0] via 192.168.12.2 vlan2

Switch#

ctEHB &E

Switch (config)# ip route 20.1.1.0/8

Switch# show ip route static database

Codes: K - kernel route, C - connected,
O - OSPF, IA - OSPF inter area,
El - OSPF external type 1, E2 -
N1 - OSPF NSSA external type 1,

192.168.12.1

S - static, R - RIP, B - BGP

OSPF external type 2,
N2 - OSPF NSSA external type 2,

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
S 20.1.1.0/8 [1/0] wvia 192.168.12.1 vlan2

Switch#
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DHCP

6.1. DHCP Server J|ls ¥ &3

6.1.1. DHCP Server JIs R

DHCP(Dynamic Host Configuration Protocol)= IP Network 2| Ct& IP Host(DHCP Client)= 0l Al XH At
2 Jl=6tIP Address @F &8 TI2I0IEHE S&C2 &dYole ¥ S MBSl DHCP = 720t 2
Network 2tZ 1t =& 8t TCP/IP 2 ZEANH 282 ?lol EAHEJA2M, 0= IP Network 22| X0l |
QAL E HH2 2 A AZICH Client JF Server 22 E 24lots 88 88 & )& 28 212 Client
9| IP Address Ol Ct.

DHCP = BOOTP 2| & & 0| X2t DHCP 2t BOOTP AtOl0l= TSt 22 S JHAl 2 X0 & 01 ULCH.
B DHCP = Client Jt &t& & Al2H S0P Address € €5 2#& = 60, =0l CHE Client 01l Al
o

=
- o =}
ZJIPAddress £ ME Yot AHEE == U= BEHSE
|

Flof 2Re FIotEe 1P 28 Wet0IHE

Premier DHCP Server = A2 X0l €& 8= Address Pool 22 E Client Gl HI 2 IP Address £ & & ot
22| 6= DHCP Server J . @2k DHCP Server Jt A&l GIOIE{HIOI A0 A DH e

oIr
o
=
= o
r9£
Q

1]
i 3
0

TE OFEAIZ £ QICHH, 22l X0l 2ol €& & oLt 0l &2 22X DHCP Server il HZ 27 =
& 4 QUL

6.1.1.1. DHCP Server 2| Address &% gt

DHCP Server Jt Client 0il Hl IP Address £ & &ol= 882 (S 20,

XS & Y (automatic allocation) — DHCP J} Client Ofl Hl & 7* & Q1 IP Address £ & & &t
== g Y (manual allocation) — 22| X0l 2/of Client 0l Al IP Address Jt &Y %I, DHCP =
Client Ofl Hl IP Address & &/ 0 LIZC}.
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=2 o

® =& g (dynamic allocation) — DHCP Jt HIgtEl J|2+ =¢tEt Client Ol Hl IP Address & &%

AEOtset €8 I2t0IEIS2 RFC 2132 0l ZHE O JALH, =2 Wetile= TS0t £

Subnet mask

Router

Domain

Domain Name Server(DNS)

6.1.1.2. U9000 Series A2 XIE DHCP Server & Al

<& 6-1>= DHCP Client 7} DHCP Server(U9000 Series 22/ X)Wl Hl IP Address & 72 M2
Jle #XHolCh

U9000 Series
Host A (DHCP server)

. DHCPDISCOVER (broadcast)
l )

DHCPOFFER(unicast

v

A

DHCPREQUEST (broadcast)

DHCPACK(unicast)

A

% 6-1. U9000 Series AR X| £ DHCP Server 2 AIE

4) ClientHostA = B2 E91 A E Il Al X| DHCPDISCOVER £ DHCP Server 2 & & 8HCE

ud

5) DHCP Server = IP Address, =02l 0|, IP Address 2| &0 D12t S &3 Ut2t0IE E Client
Ol H SLI IHAE HIAIXI DHCPOFFER £ AFE0l0 M &8

b Notice DHCP Client = dtLt 0| & 2] DHCP Server 2 £ & DHCPOFFER 0| Al X|
E ¢S 4 ULt Client= LEHEOZ JIA H 2=4AlE 5FLES| TIAl K| B

#=28tCt, 6HXI 2 DHCP Server 2| IP Address Xl = 0l Al XI €1
DHCPOFFER HIAIXIE £=&I3Ct1D ol Al DHCP Server J} Address & &

S 2R3l 212 OFLICH DHCP Server = Client O CHAl RAIXO 2

O T T —

Address &2 2 Q& DAl Address AFE 2 Ol 2 SHCF.

6) Client= M= IP Address 0l CHet Al M0 @B Z DHCP Server Bl H EZ2EMHAE HIAIK
DHCPREQUEST £ At&30t0 M &6t

7) DHCP Server = Client 0l LI HHAE BAIX DHCPACK € & 22 M IP Address Jt

(=}
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Client Ol Hl 2 ASS =QIstlh.

ol

b Notice Client 2| 34! X0l Address 2 & 2! DHCPREQUEST Ol Al Xl = 0| & 2
DHCPDISCOVER HIAIXI2 2418 2= DHCP Server 0l E2EHA
E &L O HIAIXIZE 2+2 DHCP Server = Client 0| Hl & & ot DA 0l &F
St Address E CtE IS AHUIAH 2 Yot = sttt

6.1.1.3. U9000 Series 29I XIE DHCP relay agent 2 AIE
18 6-2>= Premier DHCP Server Jt DHCP relay agent £ Al Ct& Network 2| DHCP Server 2
DHCP Client 2| 2+ HIAIXIE M < ot= & xt0ILC.
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DHCP server

=
‘ DHCPDISCOVER(broadcast) DHCPDISCOVER((unicast)

N
v

A

DHCPOFFER(unicast) DHCPOFFER (broadcast)

U9000 A< Xl
(DHCP relay agent)

12 6-2. DHCP relay agent 2 Al DHCP Server 2| HIAIXI &Y

DHCP Client = EZ =0 A E U Al Xl DHCPDISCOVER £ Server 0l Al &8 & &tHCEH

8) Premier DHCPServer Jt Client 2] R 72 E RS AIZ = QI0HH, 2G XDt £ & St DHCP Server 2
S L WA E BHIAIXI DHCPDISCOVER HIAIXIE AtEot 7S

9) DHCP relay agent 2 2H HIAIXIS =48 DHCP Server = Client £ 2/ & IP Address, J| & 2t <
B S92 H2E |LI HAE UAIXI DHCPOFFER £ A& 60! DHCP relay agent Ofl Hl & & &tHCF.

[l

10) DHCP relay agent = %= 418t DHCPOFFER Ol Al XI £ Client Ol Hl & & &L},

11) DHCP Server 2t Client AtO| 2] DHCPREQUEST 2t DHCPACK HIAIXI & S& st &8 22 DHCP
relay agent Ofl 2/ olf & & &I Ct.

6.1.1.4. DHCP Server 2| &&
Premier DHCP Server = LIS 2| 0| &S Ml & &tHCY.

m OIEHY H2 HIES 24 -21212 A AOIENAN AHS2Z IP Address £ 2= AAEE2ZM
CIHY 2 HIES ZAAZ == UCH EH IP Address = AtS IP Address 2220 O =2
HES 2780

B Client £8 W 0882 24 -DHCP = £&oH)| &) 20, X £&F 0t 2 &

I
HES A € = UACSH, HIDI=H 2l AFZ XS0l 28t 2H4H0] E O
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m =2 AESXOl 22| - DHCP Server = (2] A E Network 0l (st &3S 242|012 2, &8 I}
SHOIE DI B EAUS FR 22l Xe 28 otLtel S Server B B1H 51 SICF

6.1.2. DHCP Address Pool

Premier DHCP Server = Network Pool 1} Host Pool 2| & JFXl Pool 2 Xl & &tHL}.

®  Network Pool — automatic &&= dynamic allocation € €& Pool 2 ?&5tH, (Hdd W
Network Pool £ StLt2l 1§22 2 HotH, M2 ThE MEU 2t0l IPPool 2 SR E = US
LICh.

B Host Pool — manual allocation 2 |8 Pool 2 & 5t0H, dtLI2| Host Pool = 88 82 E

== 0 JH2 Host E €8 & == UL

.3. DHCP Network Pool & &

NE(E =0 “ubiquoss”) L= E=(0IE S 0)2 0|E22Z ALE0I0 DHCP W22

5t DHCP U292 Pool & &2 IP Network Address, J1& ctRH S2| It
U= DHCP U2 =2 Pool &8 2= 2 X SHCH DHCP U329 2 Pool 2 & &5t
02 E0HAM 27E= HHS2 2= 010k 8L

ctOIHE
Il 21oi A

b Notice 0ded Hel A2 CH2 Network Pool S 6tLISl OE0=2 8A™E &= JUOH
OtLECI VLAN Off &6t= 0ef e ABUIZ2 BtEAl 22 082z 4
04 OF StCF.

6.1.3.1. DHCP Network Pool 0| & && 2 DHCP & & 2E X ¢

=
DHCP W23 Pool 0| £&5t){LI DHCP Pool & 2=2 X 2lot)| € ol Global 2=0 M Ct

S B S MESEt.

oo =2

8480 a9

ip dhcp network- ®  DHCP Network Pool 2
pool name ® “config-dhcp#” ZEZEZ AH% = DHCP U293 Pool & &

L2 MY

Ct22 0l Ml= DHCP Network Pool 0| £2 ‘network_pooll” £ & & t= 0l AHlI0ICt. DHCP Network

Pool Name 2| %/ Z0l= ‘31°At 0| Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # exit

Switch# show running-config

!

ip dhcp network-pool network pooll

96 U9000 Series User Guide

S ——



PON P

6.1.3.2. DHCP M EY & Network OtA3 & &

MZ MA= DHCP Address Pool & 2|8t IP Address 2t Server Network 2| OtA3E A& 6HD| <ol
DHCP Network Pool &8 2E0A CIS2 HHE S AISSHC
FEO0 &9
network network-number/prefix- ® DHCP {3 %3 Pool LS| Z&Z A E Network 25 2F
length OtIA3E &F
CtS 0l = DHCP Subnet 1t Network mask £ 100.0.0.0/24 £ & &3dt= 0l MOl Ct.
Switch# configure terminal
Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # network 100.0.0.0/24
Switch# show running-config
!
ip dhcp network-pool network pooll
network 100.0.0.0/24
!
6.1.3.3. Network Pool 0l A &Y & IP Address %’—I 43
DHCP Network Pool LH 0l Al Client S0l Hl &S & Address H2IE XA SHCH oL UK A Wol=
HIHA=A01 0421 JHQ Address B2 E XIS 4= UL
2380 &9
range lowest-address B NEUNA SUHHESUHH Y E Address HRIE XA SHCH
highest-address m (O] @2 0{= DHCP Subnet Z Network Mask £ & & &t 0|5

Ol & & ol OF &tCt.

CtS2l 0l Hl= Network Pool I M & & & IP Address 29 £ 100.0.0.1~100 @ 2 & A aot= 0l IOl Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # range 100.0.0.1 100.0.0.100
Switch# show running-config

|
ip dhcp network-pool network pooll
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!
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6.1.3.4. DHCP Server 2E It & &

FE Y2 Client £ ?I8t 2E 0I0IXKIE M&EGH)| I AIZSE L Bt o2 2 E 0|0| Xl= Client
I 2ot fst 29 AAEOICH DHCP Client £ ?lst 2E T2 2 HAIGH)| ®IoH DHCP U223
Pool &8 20N CtE22 SE= AtE st

== &9

bootfile filename m 2EQOIDIXNZ AIEE T2 0|52 E Al

CtS2l 0l XMl= DHCP Server 2 E T2 S ‘p8xg.r100” £ & &asl= 0O M OICH. DHCP Server 2E TH!
o|, =/t 2Z0l= ‘31'A+ Ol Ch.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # bootfile p8xg.rl00

Switch (config-dhcp) # exit

Switch# show running-config

|
ip dhcp network-pool network pooll
bootfile p8xg.rl00

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.3.5. Client £ ®I8t J|2 cIRE &3

DHCP Client Jt 28 & =, Client = Xtdl2Q J|2 2tH
Address = Client 2t =8t A E Network &0 ZXHolf OF &t
& XolJ| ?ol, DHCP Network Pool & 2E UM CHS2l &

=10 &9

default-router address m DHCP Client £ ¢t JI12 222l IP Address £ H Al

CtZ2l 0l Hl= DHCP Server 0l Al Client £ <8t JI 2 2tEZ 100.0.0.1 & & F &tC}.
Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll

Switch (config-dhcp) # default-router 100.0.0.1

Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
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6.1.3.6. Client £ 98t DNS IP Server &8

DHCP Client J} Host O£ Z IP Address & B1&t8 Z 2} /S AL, Client = DNS IP Server 0fl Hl &
9| stCt. DHCP Client Jt 0| & & #= = DNS IP Server £ & &alJ| €I DHCP Pool &8 2 =0l A
Ct22ol HE S ALE 6t

%3 a3

dns-server addressl ®m DHCP Client J} 0| & %= = DNS Server 2| IP Address € & &
address2 address3 = DHCP Client 5tLt2] IP Address 2F 2 251 XI2H, H& 21010l Al Al
CH 3 JHSl IP Address € & & & 4= QUL

CtS 2l 0l Hl= DHCP Server 0l Al Client £ #/ &t DNS Server 2 200.0.0.1, 200.0.0.2 = & & StL}.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# dns-server 200.0.0.1 200.0.0.2
Switch (config-dhcp) # exit

Switch# show running-config

|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.3.7. Client % st THQ0IE &S
DHCP Client 2] =0 Q! 0|52 Client £ LA Q1 Network 2] 15 =0 L&
Mol OIE 2XANES HB&6H)| #Iol DHCP Pool &3 RE0A OIS HHES

8480 a9

domain-name domain = Client £ 98t 02 0|52 YAl

CtS2l 0l Ml= DHCP Server 0l Al Client & 2|8 =02l 0|52 “ubiquoss.com”2 2 & & 5t= 0l Al Ol
Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# domain-name ubiquoss.com
Switch (config-dhcp) # exit

Switch# show running-config

U9000 Series User Guide 99




PON

solutlon

|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100
!

6.1.3.8. U343 Pool 2 et O8 £8
024 JHel DHCP W39 3 Pool £ Network 21 Ol ZEAIZY = UA2H, &2 A8z FHE Ul
A% 3 Pool2 IPPool 2 MZ /& %= AL
R0 A9
group group-name m )5 02 9Al
b Notice olLISl VLAN Ol Od2d JHeI IPE A& Al, Ol= BtEAl 22 08 01822
2t Network Pool 2 * & 604 OF SHLF.

f=21

2 tld=s Az OE

Switch# configure terminal

Network Pool 2 “ubiquoss_pool’2 S = 0l Ml 0l Ct.

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # group ubiquoss pool

Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
|

6.1.3.9. Address 0§ J|2t &3

JI2X OS2 DHCP Server 0fl 2lol &&= 2+2t9| |P Address = & Al2tS o 2 =L}, IP Address 2

shet J|12tS B ABH)| 2ol A DHCP Address Pool 2E0lA CHS2l 2EE AIZ8HT

== a9
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lease {days [hours] m 0 J|2t=S YAl
[minutes]} B J|=3t2 8 AI2} &3

oz 44
® infinite: Host | Hl 2 O Z IP Address € 2/ iol= XS &
getaloz 48

Ct29 Gl Ml= Address & H J12t2 20" 2= A& dth= GIAOICH
Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp)# lease 0 0 20
Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
lease 0 0 20

domain-name ubiquoss.com
default-router 100.0.0.1

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
!

6.1.3.10.  Client & 98t NetBios WINS IP Server & 3§
WINS(Windows Internet Naming Service)= 2 BH& Ol Network 1& Ui 0l M Microsoft DHCP Client Jt

Host 0| S 2 IP Address £ 2 &6t0| ®Ioll AtZ3dt= 018 o4& A Bl A0|Ct. Microsoft DHCP Client Jt
0| & == A= NetBIOS WINS Server E & HSI)| foll, DHCP U AR Pool &8 LENWAM TS 2
H2A S AL EHCL.

g3 A9

netbios-name-server address ®  Microsoft DHCP Client J} 0| 2& £ 2= NetBIOS
WINS Server 2| IP Address & & &

=2 o

CtS2l 0l Hl= DHCP Server 0l Al Client £ 28t NetBios WINS Server £ 210.0.0.1 £ & &at= Ol Ml
Ol C}.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # netbios-name-server 210.0.0.1
Switch (config-dhcp) # exit

Switch# show running-config

|

ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
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default-router 100.0.0.1
netbios-name-server 210.0.0.1
network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
|

6.1.3.11. Client € ?I8t NetBIOS £ Ete] &3
Microsoft DHCP Client £ ?&t NetBIOS =& £t 2 =2l Ul Jt Al = otLHOILY. : broadcast, peer-
to-peer, mixed, hybrid. Microsoft DHCP Client £ ?| &t NetBIOS =& EI2 2 & &3dtJ| |/ DHCP Ul

t
I3 Pool #F LEUAM CtS2 BE S ALEEHC.

fUIﬂJ

-

=10 &4

netbios-node-type type ®  Microsoft DHCP Client 2| NetBIOS =& EI2I S HAl

CtES2l Ol = DHCP Server 0l A Client £ £l 8t NetBios = & Type 2 ‘p-node’=2 & & 3t= 0Ol M O|Ct.

Switch# configure terminal

Switch(config)# ip dhcp network-pool network pooll
Switch (config-dhcp) # netbios-node-type p-node
Switch (config-dhcp) # exit

Switch# show running-config

|
ip dhcp network-pool network pooll
dns-server 200.0.0.1 200.0.0.2
domain-name ubiquoss.com
default-router 100.0.0.1
netbios-name-server 210.0.0.1
netbios-node-type p-node

network 100.0.0.0/24

range 100.0.0.1 100.0.0.100

group ubiquoss_pool
!

6.1.4. DHCP Host Pool &3

=3 HIelY 2 IP Address 2+ Client 2| MAC(Media Access Control) Address AFOl2| OHZ O|Ct. Client
9| IP Address = Network 22| X0l 2o A =522 & &I H Lt DHCP Server 2| Pool 22H X522
2 8YE 4 U200, Host Pool 2 =& Address &2 P S ENC| Address &S SEHOICH.
DHCP Host Pool €& 2 IP, MAC 2| TIIct0IHE &&8 & == = DHCP Host Pool &8 2E2 & ¢
StCt. DHCP Host Pool £ & &35t)| RN = G2 20N 275 = 2SS 2201 0F 8L

o
Jm
UE
mh
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b Notice otLt2l Host Pool 2 S & & LI2t0IEHE HE0l)| o= Client== S8t
Pool OIC}. 5tLt2| Host Pool 0ll= 0424 JHS Host 2 & & & 4= 20, &

HO| IIel0IEef &8 22 oY Pool 2l 2 Host S0l Ti2tOIEHE A
g2g =+ UL

6.1.4.1. DHCP Host Pool 0|15 &8 L DHCP &8 2 &g

DHCP Host Pool 0|E2 & &6t HLI DHCP Pool &8 2= X5t)| ol Global 2E0AM T8 ¥

A2 ALS ST

230 &9

ip dhcp host-pool ® DHCP Host Pool 2 ?I&t 0I|E=S MY

name B “config-dhcp#” Z8ZLEZ AHE = DHCP Host Pool €& 2 &

2 &
CtE&2l 0l Hl= DHCP Host Pool 0] &2 ‘host_pool1”& & & ot= 0fl Ml 0l Ct. DHCP Host Pool Name 2

ZICH Z0l= "31'A+ O Ct.

Switch# configure terminal

Switch(config)# ip dhcp host-pool host pooll
Switch (config-dhcp) # exit

Switch# show running-config

ip dhcp host-pool network pooll
|

¥ 2. Host Pool &8 H&EO
g3 A9
bootfile filename m 2EQI0IKZ AIEE Y2 0|5 = HAI
default-router address ® DHCP Client £ ®I8t J|2 2t RE2| IP Address E F Al
dns-server addressl ® DHCP Client J} 0| & %= = DNS Server 2| |P Address

address”? address3

E LA
® DHCP Client ot LI 2| IP Address 2t @ 2ot X8t &= 2ol 0f

A =T 302l IP Address & & & & 4= QUL
domain-name domain B ClientS It T0Q 0|52 HA|
netbios-name-server ®  Microsoft DHCP Client Jt 0| 2& 4= = NetBIOS WINS
address Server 2| IP Address £ & &
netbios-node-type type ®  Microsoft DHCP Client 2] NetBIOS =& EI2I =S HA|
network ipaddr/prefix-len m gtLIC| Host Pool IO Al A& & 2= HICIE 1P YA A

U9000 Series User Guide

103




PON

/_//

solutlon -
I
b Notice Host Pool & & H2 { = Network Pool & & HIEH A & &0l =Lol
Ct.
b Notice otLt2| Host Pool 0l @™ E 4= HICIE 2| AE = network HEHE && &
Hel LHOIA &Y JsotC.
6.1.4.2. DHCP =3 HIo1Y S |8t Client &3
Host Pool LIl =& BICIH 2 M3 E Client =2 44 &tCH
g3 &9
host ip-address netmask m Client 0l Hl Y& IP Address 2 Hl=g Network OtA 3
£ 8FStC.
B “config-dhcp-host#’ ZSZEZ AlHE[= DHCP

gHost && EE 2 &l ¢l

H 3. S HIoY HHEN
=E= 0 A9
hardware-address ®m Client 2| 3t=90{ Address € 3 Al
hardware-address
client-name name m MEHMO=Z £3C|[{ HE= ASCIl 2XE AIE25H0 Client 2
0OlE2 YAl
m Client0O|E2 THQ 0§ Z&6tAl Z=Ch 6l Z mars =
mars.ubiquoss.com 2 2 HA|SHX Z=Ch.
Ct=2 Ol Hl= Mac Address JF 00:11:22:33:44:55 @1 JFAF S0l Al IP 110.0.0.1 2 &% a6t= Ol Al
OICH. O] HE = ‘network A.B.C.D’EHZE O 0|Z0ll &&al0F &C.

Switch# configure terminal

Switch(config)# ip dhcp host-pool host pooll

Switch (config-dhcp) # network 110.0.0.0/24

Switch (config-dhcp)# host 110.0.0.1 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:11:22:33:44:55
Switch (config-dhcp-host) # exit

Switch# show running-config

|

ip dhcp host-pool host pooll

network 110.0.0.0/24

host 110.0.0.1 255.255.255.0
hardware-address 0011.2233.4455
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6.1.5. JI|E} Global &0
H 4. Global 980 2|AE
H3E &9
ip dhcp default-lease m Q[ J|2tS YAl
tdays [hours] " IS FAINCE 8
[minutes]|infinite} = infinite: Host Hl Hl & 22 IP Address € & Uidl= XIS
SIUACZ HF. Premier ARAX = LAIZE JIE 22
=0
® DHCP Pool Wl 0il Lease time 0] & &= 22, Pool LH2

Lease time 0| default-lease time 2 Ct 418t}

ip dhcp max-lease {days
[hours]

[minutes] |infinite}

DHCP Client 0l Al Lease time 0fl CHSF @& 0| Y= & =2,
DHCP Server = max-lease time gt 0| &2| 2 =3
DHCP Client 0l Al & & 6tX
sSo|e ez =0

& =Ct. Premier A9 X=1¢

ip dhcp unbindig-user
drop

Premier A XIZ2H IP —
FAXNE S MHBIAE 2o AIESE A2 22

g &= Ae Jls= K& eth.

ip dhcp unbindig-user
drop delay

DHCP Server Daemon start £= MZ& Network—pool

Jb Al, J1& DHCP Client & MHIA AEH S E &6
2ol unbinding—user drop J15S L& Al2H(default : 30
&) XIHAIZICH

CtS 2l 0l Hl = default-lease time 2 ‘30’2

2t XIS AIZ1= GOl CH

, max-lease time = ‘2’2, unbinding-user drop 7| S= ‘1’ Al

Switch (config)# ip dhcp default-lease 0 0 30
Switch (config)# ip dhcp max-lease 0 2

Switch(config)# ip dhcp unbinding-user drop delay 0 0 1

Switch# sh running-config
I

ip dhcp unbinding-user drop delay 0 0 1

ip dhcp max-lease 0 2

ip dhcp default-lease 0 0 30

U9000 Series User Guide

105




PON P

6.1.6. Premier DHCP Server J|s 43}
J2H2Z APXI2 DHCP Server J|s2 HI2&3H &0 UL global &8 2E0AM G352 EE
25t0{ DHCP Server J|SS &4 Al

nio

i ”
A
ol

>_

A=

x

=

service dhcp server B A X C DHCP Server )= &43}
® DHCP Server J|s= HI24d AlJ|2H, 0l &2 no EHE AIE

CtS2l 0l K= DHCP Server JIsS & 4d3at AlIZIL

Switch# configure terminal

Switch (config)# service dhcp server

Switch# sh running-config
!

service dhcp server

6.2. DHCPRelay Jls ¥ &%

6.2.1. DHCPRelay JIs iR
B DHCP Relay = DHCP Server Jt 8l WIERIIZRH UE UWER AU EMot= 14 0142
DHCP Server 0l Al DHCP & = BOOTP I3l 2 SHlolF== 2 E20|C}.
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CtE&& U9000 A?IXIJt DHCP Relay Agent 2 Al DHCP Zct0IAHES IP K& MHIAIXNIE DHCP

Server 2 M &ol= & XH0|CH.

Host A DHCP server

DHCPDISCOVER(broadcast) DHCPDISCOVER(unicast)
DHCPOFFER(broadcast) DHCPOFFERgubiqast)
DHCPREQUEST (broadcast) DHCPREQUEST (ubicast)

DHCPACK(broadcast) DHCPACK(ubicast)

U9000 A< Xl
(DHCP Relay Agent)

112 6-3. DHCP Relay Agent 2 DHCP Server 2] HIAI Xl &

12) DHCP 2c2I0|HE= IP E 2 &F6tJ| ?l ol DHCPDISCOVER Ol Al XI £ Broadcast & & &t C}.

13) DHCP Relay Agent = DHCP Z22I0|HEQ| IP Q& A XIS 4416104 DHCP Server Ol Hl ol &

Ol Al XI £ Unicast 2 & &8HC},

o
T
M
P

14) DHCP Relay Agent 22 E HIAIXIE =48 DHCP Server = 2C2l0|HEE ¢
ctREH S2 82 E Jt& DHCPOFFER £ Unicast 2 DHCP Relay Agent 0l Al &8 &8tCH.

15) DHCP Relay Aent = =418t DHCPOFFER Bl AIXIE 2201 E 0l Al Broadcast & &8t

16) DHCP Server 2t Z2ct0IHE ALOIS] DHCPREQUEST 2 DHCPACK HIAIXIE S8t HES =2

DHCP relay agent 0fl 2|3l & & &I Ct.

6.2.2. Premier DHCP relay J|s &4 3}
J2XO2 A XS DHCP relay J|SS Bl & Of 2UCh global && 2E0A CHS2 2
25t0{ DHCPrelay JIs2 &4 AIZ & QUL

0x
ol
wn A

i
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service dhcp relay m A% 9 DHCP relay s g4dst
B DHCP 24dI0| Jls=S U243 o™, 0l BE2 no SHE ME

CtS2l Mkl = DHCP Relay JlsS &d3tot= 0l AIOICH

Switch# configure terminal

Switch (config)# service dhcp relay
Switch (config)# exit

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:

none

6.2.3. DHCP relay agent Ol A &3

DHCP relay agent 0l Al DHCP Server £ & &83lJ| I M= Global &8 2E0M G222 &
Z5tCt

o
nio
>

gg0 &9
® DHCPrelay agent Jt DHCP & I3l S SH & W

DHCP Server 2| IP =AE 48
® DHCP Server 2| & Hl= 0l 282 no HEHE ALE

ip dhcp-server address

Notice U9000 series 2| DHCP relay Agent = helper-address € Z| O 20 Ji Jt Xl &
& Jtsotlt.

CtE22l Ol Hl= DHCP Relay Agent 0l Al Server =4 & Xl & ct= Wl M OICt.

Switch# configure terminal

Switch (config)# ip dhcp helper-address 192.168.0.254
Switch (config)# exit

Switch#

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Disabled
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S
DHCP Smart Relay retry count : 3
DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Disabled
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.4. DHCP relay information option(OPTION82) & &
Premier DHCP relay agent = DHCP 2¢ct0|HEZ2E 2| DHCP reques t £ DHCP server £ SH &
i, Premier DHCP relay agent AtAl 2t 22t0IHEIJt HZE Interface & D

relay information option JIS& KM 3g&Ct. DHCP Server = Option82 &
Config M= A2 & £ QUL WE=0 DHCP Server= S8 AX2 S ZEH MAC(@)E Jt
&l Host Jt Binding & 0 JACHH, s AKX 52 ZENHA MAC(b)E Jt& Host 2| IP & BIAlIX

= SAE = AL

DHCP Server

dhcp packet

| |options2

DHCP Relay
(mac: 000770.000001)

Vian
dhcp packet

DHCP Client

18 6-4. DHCP Relay Option82

? O 0H A X&E DHCP Option82 = DHCP Relay 2t DHCP Server ALO| O A CF AFEEICH. DHCP
Relay = DHCP Client )t &8t IH2!'2 DHCP Server 2 Z 2 & [f DHCP Option82 £ =J}otH,
DHCP Server Jt & &6 IH2! =S DHCP Client 0l Hl =¥ € & [f DHCP Option82 £ X1 &tCt.
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6.2.4.1. DHCP relay information option J|S2| &4 3}
Premier DHCP relay agent 0l M relay information option J|S2 24 3tAI9|0| fldiMde IS ¥

= ALE St

80 &4

ip dhcp relay information option ®  DHCP relay information(option-82 field) J| s = & & 3t

B I8, 0l Sd2 8l2d3 B0 AL

ﬂJWl'

CtS 2 DHCP Relay 2| Option82 J|s2 &4 3t Al9l= Ol MOl Ch.

Switch# configure terminal

Switch (config)# ip dhcp relay information option
Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled

DHCP Smart Relay feature : Disabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled

Insertion of option 82 : Enabled

DHCP relay information policy : replace

DHCP Option82 Management-IP : 0.0.0.0

DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.4.2. Relay information option THEH & & &
JI2H2Z,U9000 Al2l =2 THEH 82 DHCP 22I0IHEZ2H =418 TH3! LAl II=2] relay
ol J|E MMS HA

=2 - o

information 2 Premier A 2| X| 2| relay information 2 2 CH X &tCt. Premier A 2| X
ot #etCtH, Global 2E0IM CHS2 HHE AFSSEHLL

g0 49
ip dhcp relay information policy m |2 g2 replace O|Ct.
{drop|keep]|replace} ® drop : relay information 0] & &0 A= TH2 2 H DI
Ct.

® keep: J|E2 relay information £ R XIStH, I &L
relay information O] 21 2 & switch 2| relay information
= [ etlt.

® replace : J|&E2 relay information = Premier switch 2
relay information @ 2 Cf | St C}.

CtS2l 0l Hl= DHCP Relay Information Option M S H & & 2 Drop @& & & &tHCH.

110 U9000 Series User Guide

S ——




Switch# configure terminal

Switch(config)# ip dhcp relay information policy drop

Switch (config) # exit

Switch# show ip dhcp relay

DHCP
DHCP
DHCP
DHCP

Smart Relay feature
Smart Relay retry count
server-id based relay

Verification of MAC address

Insertion of option 82

DHCP
DHCP
DHCP

DHCP

relay information policy
Option82 Management-IP

maximum hop count

helper-address is configured on following servers:

192.168.0.254

6.2.5.

DHCP Smart Relay & &

DHCP Smart-relay 7|1 s

DHCP Relay Agent Jt Request IH2! = DHCP Server 0l Al 33| T & & 0l
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S0l% Reply {2l = #=&I6tAl & ZS DHCP Packet & giaddr € =

Address £ B &5}

10001

DHCP Client

12 6-5. DHCP Smart-Relay =& & Xt

17) DHCP Client 22 H IP & I3!S #4/8 DHCP Relay = giaddr 0ff ‘100.0.0.254’
1 & I3!S DHCP Server Ol Hl £ 8tCt DHCP Server = 0| IH2!

Pool 20| OtLI2Z A I3!S Drop &HCH.
18) Reply IH2! S & X 28t DHCP Client = CHAl 8tH |
= ol DHCP Client 0ff TH&! IP 2 & Retry Count & S JHAI2I LY.

[—

)

DHCP Server
(Pool: 200.0.0.1~10)

£ QESHCH Ol T2

50|.ut|0n _/”/

CIEHIOIAS] £ THE IP

9| giaddr & £ X&l2

|2 #4185 Relay Agent

19) IP & Retry Count Jt 33/ 0| H('4' & IH3!), DHCP Relay &= giaddr £ 200.0.0.254'2 21 & &t(}.

DHCP Server = 0| IH2!2| giaddr € 211 X+t&l2] Pool &<

Agent Ofl Hl & & 8HCH.

o U222 Reply IH2!' 2 Relay

=

8480

" onx

ip dhcp smart-relay

DHCP smart-relay J| s € &
m J|2HCR, 0l S22 g

CtS2l 0l Hl= DHCP Smart-Relay 7| s2 &4 3t Al2ICH.

Switch# configure terminal

Switch (config) #

Switch (config)# ip dhcp smart-relay
Switch (config) # exit

Switch#

Switch#
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Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.6. DHCP Relay Verify MAC-Address & &

DHCP Client Identifier &£ = Client HW Address Jt 1 & 2 <, Ol Ii2! = Drop AlZ1D| ?loll CtS H
S AL SHCH

=0 49
ip dhcp snooping verify mac- ® DHCP Client Identifier &= = Client HW Address Jt B &
address = &<, 0| IH2!= Drop AlZ!Ct.

B 282, 0l Sd2 243 50 UL

CtS 2l 0l Hl= DHCP Relay Verify Mac-Address J|s & &S ol Ml stCh.

Switch# configure terminal

Switch(config)# no ip dhcp relay verify mac-address
Switch (config)# exit
Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Disabled
Verification of MAC address : Disabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.2.7. DHCP relay server-id-relay & 8

Premier DHCP relay agent OlAl DHCP Server € i Ml &M= ([, DHCP relay agent =
DHCP Client JF & &8t DHCP Server 0l HISH DHCP Request £ & &akJ| {6 DHCP relay server—
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id-relay Jls& Ml S8tC}.

DHCP Server 1 DHCP Server 2

DHCP Relay

DHCP Client

712 6-6. DHCP Relay Server-ld-Relay &S & & X}

20) DHCP Client 2 & DHCPDISCOVER Ii2!2 22 DHCP Relay Agent = AtA&I0IH SS&
DHCP Server 1, DHCP Server 2 0l Al Ii3/ £ 22t ¥ &L

21) DHCP Server 1 It DHCP Server 2 = DHCPDISCOVER Ii2!2 &) 22 DHCPOFFER Ii2! @
Z Reply &tCt. DHCPOFFER IH2! 0fl = DHCP Server Identifier Option Filed 0l Server IP =24}
SYE N UCH

22) DHCP Client = DHCP Server 1 1t DHCP Server 2 £ £ & DHCPOFFER IH3! 2 & 11 0] S0l ot
LIE & E46H0 (ex. DHCP Server 1) DHCPREQUEST Ii2!2 &M & 8tCt. DHCPREQUEST IH 2! Ofl
& DHCP Server Identifier Option 0| RUC}.

23) DHCPREQUEST IH3!E =4lg8t DHCP Relay Agent = DHCPREQUEST 2| Server Idnetifier
Option 2 £ 1) DHCP Server 1 0l A2t DHCPREQUEST Ii2!= & &8tCh Bt DHCP Server
Selection J|s0| E43s T UK £2™H DHCP Relay Agent = KHA0H SS& 2 DHCP
Server Ol Al TH2! = & S 5HCEH

02
o |

&9

ip dhcp relay server—id-relay ® DHCP relay server—id-relay Jls=2 & 43}
m J|2Hoz 0| SEH42 Hl 2435 D UL,

CtS2l ol Hl= DHCP Relay Server-ld-Relay 7| s2 & & &tC}.

Switch# configure terminal
Switch(config)# ip dhcp relay server-id-relay
<cr>
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Switch(config)# ip dhcp relay server-id-relay
Switch (config)# exit

Switch#

Switch# show ip dhcp relay

DHCP relay : Enabled
DHCP Smart Relay feature : Enabled
DHCP Smart Relay retry count : 3

DHCP server-id based relay : Enabled
Verification of MAC address : Enabled
Insertion of option 82 : Enabled

DHCP relay information policy : drop
DHCP Option82 Management-IP : 0.0.0.0
DHCP maximum hop count : 10

DHCP helper-address is configured on following servers:
192.168.0.254

6.3. DHCP Snooping 2ls

6.3.1. DHCP Snooping Jls MK

DHCP Snooping 2 hosts 2t DHCP Server A0l 0l A hosts & 2t2 DHCP Discover Message 0l Ci &
H2 HAotD, S &t hosts 2 £ E{ 2] DHCP Message 0l i ol Rate-limit & £=846t0{, Option82

%EOE
HMEE F=IHAHIGHH, hosts 0l LHSt &2 Lease IP Address, Mac Address, hosts JF &4 Z &l Interface
H P S8 Z&6t= DHCP Snooping binding database € A 6t12, 7 X ¥ 2t2|8HCH.

DHCP Snooping 2 Vlan &%l 2 s&06t0H, JI2&8 22 2= Vlan 0l A inactive & EHOICt.

6.3.1.1. Trust and Untrust Source
DHCP Snooping 2 traffic sources J} trusted @/ X| untrusted 9! X| ?2&8tCt. untrusted sources
traffic 33 = U2 HUHC #sSS &X L0 148 332 24D <o, DHCP Snooping

2 & % UL

T

untrusted source & £ E{ message € Z E

6.3.1.2. DHCP Snooping Binding Database
DHCP Snooping2 DHCP MessageE Jt2 & 82 E AIE0l0 databaseE s&H2 2 211 7 Al
StCt. Database= DHCP Snooping0| 43t &I A= VlanQl untrusted host0fl 28t entryE E &
StCt. Database Entrye= DHCP Server, Client2 26 22 2 DHCP messageS Validation
check & FJI6t1, Validation check gt2 state & =0l J|S&tCh £ & S8t DHCP Client2 2H
A& E A HA DHCP message = JHE 222 message 1708 Database Entrydl JIS & f
IP Address lease timeOl & & HLE host2 261 DHCPRELEASE messageE 242 i = state &
S0l time expired, released& J|S &I, Databasel EntryJt ZltHgi2 EAU2 U= JHE SEEH%
Invalid EntryJt & HIE D, MZ& EntryJt =IH=ICH.
DHCP Snooping binding database= host2] MAC Address, Client Hardware Address, Client
Identifier, leased IP address, lease time, received time, State, Vlan ID, hostJt 2 Z &l interface
port 32 E L& sl
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6.3.1.3. Packet Validation
A2 Xl= DHCP Snooping0| &4 3lE VLANS untrusted interface2 £ =418 DHCP packet2]
S48 ZAMEL. A/Xe US A=0| LM, DHCP Snooping binding Table2l state &=

ol 222l LHES HAISCH
® A2|X|Jt untrusted interface2 £ &1 source MAC address2t DHCP Client Identifier £&
DHCP Client Hardware AddressJt £ X6t Xl &%= DHCPDISCOVER 3l & &=Cl.

6.3.1.4. Packet Rate-limit

DHCP Snooping 2 =2 &t DHCP Client 2 2 2= DHCP Packet 0l CHSH0! Rate-limit 2 =848t Ct.
DHCP Snooping 2 JI282z S2 &t DHCP Client Z2H 2= S8 B2 2| DHCP Packet 2 =
& 2 4K S E 6L

-

6.3.2. DHCP Snooping J|s2 &43}
Jlgdog A2 X2 DHCP Snooping 2| J|s2 BIE243H &0 UCH global &8 2E=0M CHS2l &
A E ArS S0 DHCP Snooping Jls2 243 A2 &= JCH
g4 49
ip dhcp snooping = A2[X|° DHCP Snooping lss g4dst
® DHCP Snooping JIs2 U243 ot ™, 0l B2l no HEHE A
=1

CtZ 2l 0l dl= DHCP Snooping J|s& &4 2t 6t= Ol MOl LY.
Switch# configure terminal

Switch (config)# ip dhcp snooping

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANS:

none

6.3.3. DHCP Snooping Vlan & 8
DHCP I3!S Snooping & Vlan & &£ & &0t &&F&E Vian 0|22 Vlan & S1t6t= DHCP IH2! 2
Snooping & X & =C}.
g3 &£9
ip dhcp snooping vlan vlian_ID ® DHCP Ii2!'2 Snooping & Vlan & &
® DHCP Snooping Vlan 2t K= 0] H&E 2 no EEHE A=
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solution
— ) — .

b Notice DHCP Snooping = DHCP Relay 2 & AtE& & 2%, DHCP Relay Jt Ii2!

S XA ol =0

b Notice DHCP Snooping £ DHCP Relay 2t &M AtE & Z <, DHCP Server 2t

DHCP Client & % Vlan 25 Snooping vlan 2 & X| & afi OF §tC}.

CtS 2l ol Hl= ‘vlan1'0l DHCP Snooping 7l s2 &4 st o= 0l X0l Ch.

Switch# configure terminal
Switch (config) #

Switch (config) #

Switch (config)# ip dhcp snooping vlan 1
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is disabled

DHCP snooping is configured on following VLANSs:

vlanl

6.3.4. DHCP Snooping information option(OPTION82) & &
DHCP Snooping 2 DHCP 220/ E= 2 E 2| DHCP request E Snooping & [, DHCP 2ct0|HE
It A& E Interface ¥ HHI0 st B2E Z&te = A £ = DHCP Snooping information option J| S

= MISett.

6.3.4.1. DHCP Snooping information option J|152| & 43}
Premier DHCP Snooping 0l Al information option 1SS &&3tAI210] RIcHA= G282 HEE ME
StCH.

=0 49

ip dhcp snooping information ®  DHCP Snooping information(option-82 field) )| s 2 &
option 5}

m J|I2RCg, 0l SE-42 48 &0 /UL

CtS2l Ol Hl= DHCP Snooping Information Option 7| s &4 3t Al21C}.

Switch# configure terminal

Switch (config)# ip dhcp snooping information option

Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled
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Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [drop]

DHCP snooping is configured on following VLANs:

vlanl
6.3.4.2. DHCP Snooping information option 1S H 3 &3
JI2& 2 =g, U9000 A< X2 DHCP Snooping information 22 DHCP Z22I0|HEZFH =4It
2! LHOl information Option 8 £Jt A2 I3 Z2 Drop AIZICH U000 ARXIS J|=2 FHE HE
otJl AT, Global 2EUHA TS 2l HEE= AFZSHLL
a0 &9
ip dhcp snooping information m |2 g2 drop OICt.
policy {drop|keep|replace} = drop : DHCP Snooping information 0| & S0 A= TN

202 HIJI8tCh.

® keep : J|E2| DHCP Snooping information £ = X| 8tC}.
® replace : 7| &2 DHCP Snooping information = Premier
switch 2| DHCP Snooping information 2 & CH &I 8t Ct.

CtE 2l ol Hl= DHCP Snooping Information Option I = A

HEMZ Keep 22 A A S,

Switch# configure terminal
Switch (config)# ip dhcp snooping information policy keep
Switch (config)# exit

Switch#

Switch# show ip dhcp snooping
Switch DHCP Snooping is enabled
14400 mins
DHCP Packet rate-limit per client:

Invalid entry keep time:
2 pps
Verification of hwaddr field is enabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

6.3.5. DHCP Snooping Trust Port & &
Ht&F IT

HESRZD 22Xt A2 & Ues= L E(ex, DHCP Server & LE)
Trust Port 2 & & StCt. Trust Port & & 8 5t™ Host 2 2 E 2| Request I
=LY

A

= s

210l

== FW

o HEHE AtEot

C
S

Trust Port 28+ Z 2|

80

0%

=
[

ip dhcp snooping trust

>

o ox

S TZE

=

B HostE= &2

B2l Request I 2! 0| Trust Port 2 Bt

E £ Trust Port £ & & StCH Trust Port 0l A ==
DHCP IH3! 2 Validation check o} Xl

ot =
s

Ct.

Z9g

[
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Ct.

m J|2EMOZ2 DE ZE= untrust ZEO|CH.

ChS2 0= L E fal’s Trust Port £ & & LT

Switch (config)# interface fal

Switch (config-if-fal)# ip dhcp snooping trust
Switch (config-if-fal)# end
Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 2000 O
fa2 Untrusted 2000 1
fa3 Untrusted 2000 2
fa4d Untrusted 2000 3
fab Untrusted 2000 4
faé Untrusted 2000 5
fa7 Untrusted 2000 o
fa8 Untrusted 2000 7
fad Untrusted 2000 8
falo Untrusted 2000 9
fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fal4d Untrusted 2000 13
falb Untrusted 2000 14
falé Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17

6.3.6. DHCP Snooping max-entry & &

L EH 2 DHCP Snooping max-entry =8 A& St)| fIco S0t 22 BE S AFS St
a0 &Y
p dhcp snooping max-entry m L EHZ DHCP Snooping max-entry =5 & & &tC}.
o, valid(8 M IP E AtES=21)8t entry = Max entry I ==
E XUt & At MoKl &2 =C.
B |28z, IEYE Max-entry )il == 2000 JH O Ct.

CtS2 ol Hl= ‘fal’2l DHCP Snooping Max-Entry £ ‘100" 2 & & &tC}.

Switch# configure terminal

Switch (config)# interface fal
Switch (config-if-fal)# ip dhcp snooping max-entry 100
Switch (config-if-fal)# end
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Switch# show ip dhcp snooping interface

Interface Trust State Max Entry

fal Trusted 100 O

fa2 Untrusted 2000 1

fa3 Untrusted 2000 2

fa4d Untrusted 2000 3

fab Untrusted 2000 4

fao Untrusted 2000 5

fa7 Untrusted 2000 o

fa8 Untrusted 2000 7

fad Untrusted 2000 8

falo Untrusted 2000 9

fall Untrusted 2000 10
fal2 Untrusted 2000 11
fal3 Untrusted 2000 12
fal4d Untrusted 2000 13
falb Untrusted 2000 14
fale Untrusted 2000 15
fal7 Untrusted 2000 16
gil Untrusted 2000 17
Switch#

6.3.7. DHCP Snooping Entry Time &3
Invalid(& M IP E AtE3dt2 AKXl 22=)8 DHCP Snooping Binding Entry £ M &0otd U= Al2t=S 4
Zol)| ol CtS2 2= AFSSHT
X0 49
ip dhcp snooping entry-time ® |nvalid(IP € & At&E5t2 UKl & =)t DHCP
Snooping Binding Entry & M &ot1D U= Al2tS A& &t
Ct. &t2l= 2010
" JIEXOZ 14400 2(10 2)O2 A NS},

CtE&2| 0l Hl= DHCP Snooping 2| Entry Time € ‘10 2’2 2 & & dt= Ol MOl Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping entry-time
<5-65535> Minutes

Switch (config)# ip dhcp snooping entry-time 10

Switch (config)# ex

Switch# sh ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:

vlanl

120 U9000 Series User Guide

ST




PON P

6.3.8. DHCP Snooping Rate-Limit & &
=28t DHCP Client 228 & &%= DHCP Packet 2| Rate-limit & 2 &5tJ| ol ChS2 EE
5t

i

A Ct.
a0 &9
ip dhcp snooping rate-limit O 1xY S5t DHCP Client & £ H Packet type 0] &

= &3 ¢&tlh.

= DHCP Packet 2 51 %=

B J|I2RCE, =2 2019 2! S ol S8t

-

CtE Ol Hl= DHCP Snooping Rate-Limit £ ‘10002 & & & 6t= 0l Ml O|Ct.

Switch# configure terminal

Switch (config)# ip dhcp snooping rate-limit
<1-100> DHCP Packet rate-limit in pps

Switch (config)# ip dhcp snooping rate-limit 100

Switch (config)# end

Switch#

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 14400 mins

DHCP Packet rate-limit per client: 100 pps

Verification of hwaddr field is enabled

Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.3.9. DHCP Snooping Verify MAC-Address & &

DHCP Client Identifier &£= Client HW Address Ot & &<, 0| Ii2! = Drop AlI217] 2ol TS H
0 E MESHCE.

9380 &9
ip dhcp snooping verify mac- ®  DHCP Client Identifier == Client HW Address Jt B &
address = &<, 0| IH2!= Drop Al2!CH.

 J=HeR, 0l Sd2 243t 50 UL

CtES2l ol Hl= DHCP Snooping Verify Mac-Address Jls & & & off Ml StCt.

Switch# configure terminal

Switch (config)# no ip dhcp snooping verify mac-address
Switch (config)# exit

Switch# show ip dhcp snooping

Switch DHCP Snooping is enabled

Invalid entry keep time: 10 mins

DHCP Packet rate-limit per client: 100 pps
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Verification of hwaddr field is disabled
Insertion of option 82 is enabled [keep]

DHCP snooping is configured on following VLANs:
vlanl

6.3.10. DHCP Snooping Manual Binding & &

DHCP Snooping Binding Entry & =S92 A&ol)| 2ol TS 22 HE U E A= St

80 &4

ip dhcp snooping binding HH.H = MAC-Address 7t H.H.H ¢! DHCP Client & X & &
vian <1-4094> A.B.C.D interface Interface il A IP A.B.C.D £ AFE5t0, lease time £
IFNAME Infinite O Ct.

CtE2l Gl = MAC 0] 1111.2222.333 2! Jt XL Vian 1 2| fa2 £ E 0l 2 Z &0 1P 100.0.0.10 = At
Z06t= GIMIOICEH
Switch# configure terminal

Switch (config)# ip dhcp snooping binding 1111.2222.3333 vlan 1 100.0.0.10
interface fa2

Switch (config)# exit

Switch#
Switch#
Switch# show ip dhcp snooping binding
State Codes: (C) - Invalid Client Identifier, (E) - Lease Time Expired
(H) - Invalid Client HW Address, (R) - Rate Limit Dropped
(M) - Mac Validation Check Dropped
Mac Address IP Address State Lease (sec) Vlan Interface
1111.2222.3333 100.0.0.10 Manual Infinite 1 faz

total 4 bindings found

6.4. DHCP Server ZLIHE & 22|

6.4.1. DHCP Server Pool &8 X3

DHCP Server 0ff 84 = DHCP Address Pool 82 E £3|5ta] ™, privileged EXEC 2= 0 A Ct22
P2 MESEHC.

I:c);lE'é EI‘I

show ip dhcp pool ® DHCP Server 2| DHCP Address Pool 832 & &
show ip dhcp pool network- ® DHCP Server 2| Network Pool i8] & =&
pool [name]
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show ip dhcp pool host-pool = DHCP Server 2 Host Pool LIS A E =&
[name]
6.4.2. DHCP Server HIQIE 8 X3
DHCP Server 0l A Client 0l Hl M 38t Address 2| HIQIE B2 E Z3|5t2d ™, privileged EXEC 2 =0
N 22 24 = ALE8HH
a4 =E
show ip dhcp binding ® DHCP Server 0l 4= 2= Ui S &=
show ip dhcp binding detail ® DHCP Server 0ff & & 2= HIQIZE & & MSt HEZ
=
show ip dhcp binding ® DHCP Server 0l & & dield H 82 = U2 =2 Pool 0l
network-pool {address |name} Sl= Hiolal M= =2
® address : Address 0fl il &ol= HiQIE HE &3
® name : O| S0l o & 3dt= Network Pool L2l 2 = HiQIY 2
==
show ip dhcp binding host- ® DHCP Server 0l 84 & dtelY 2 = Host Pool 0l £5t=
pool {address|name} Hiolol HE= =2
® address :Address 0fl i Eol= HIQIE HE &
® pname: 0| S0l i Edl= Host Pool LIS 2E HICIE A8 &
24
6.4.3. DHCP Server SH &8 X3
g4 =k
show ip dhcp server statistics ® Server 2] SH 2t S48 HIAIXI 2 2 E 2 BE2E &
E_':l
6.4.4. DHCP Server 5= &8 X3
a4 ==
show ip dhcp conflict ® DHCP Server 0l 2loll J|S & 2= Address SE=& &<
{poolname} m X Pool AN ZM6tS= J2 &
6.4.5. DHCP Server Bi= =J|3 HEHO
A 49
clear ip dhcp binding = DHCP GIOIE{HI Ol A2 £ E XS Address HIQIE 2 A
{address| *} Al
B address E T AIGHH B AIE IP Address 2| At& HHelY
S, “E MEotH 2= X= HIelY S A
clear ip dhcp server ® DHCP Server 2| 2 S 2I2HE x=D|3}
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statistics

6.4.6. DHCP Server C|HH H&0f

=N 49

debug ip dhcp server ® DHCP Server 2| CIHZ JIs2 43t
{events|packets}

ol

6.5. DHCPrelay 2LIHE & 22|
X5 DHCPrelay SLIHY & 22| 980

a0 &89

show ip dhcp helper-address m DHCP Server 2| 22 ¢

show ip dhcp relay = DHCP relay information option 2| 243 L IHEZH &
information option He =

show ip dhcp relay B relay 2 SH S48 HAIKIS 2 E Jt2H 38
statistics ==

debug ip dhcp relay ® DHCPrelay 2 CIHZ JIsS €43l
{events|packets}

i ol D

6.6. DHCP Snooping 2LIEHZE & 2t¢|

DHCP Snooping 2LIHY & 22| HE O

a0 &9

show ip dhcp snooping ®  Global DHCP Snooping Configuration 2 £

show ip dhcp snooping binding ® DHCP Snooping Binding Entry & &
{IFNAME |valid|invalid|manual}

show ip dhcp snooping ® |nterface 0l & & & DHCP Snooping Configuration 2
interface =

show ip dhcp snooping ® DHCP Snooping S Hl 82 € &

statistics

show debugging ip dhcp ® DHCP Snooping debugging & & AlEHE &€
snooping

debug ip dhcp snooping ® DHCP Snooping CIH2 JIs2 43t

6.7. DHCP & & 0Ol Al

Ol 2llME Uhs2 €8 UlE MSs&tlh.

m  DHCP Network Pool £ & 0l Al
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m DHCP Host Pool & & 0l Xl

m DHCP Server 2ZLIEHZ 2 22| Gl Al

® DHCP Relay Agent & & 0l Xl

® DHCP Relay Agent 2LIEH & 2 22| 0l Al
6.7.1. DHCP Network Pool €& 0l Xl
Ct2 Wl M= 192.168.1.0/24 21 E{HI Ol A0l CHSt DHCP Network Pool 2 M A& & 0|Ct. Client 2| J|2
REHE= 192.168.1.1 8 30, S0 Q! 0l& 22 ubiquoss.com 2 AFEStCE. Client 2 IP Address
= o= =0F 2= Ct g Address He= 192.168.1.10~192.168.1.100 ot
192.168.1.150~192.168.1.230 0| C}.
Switch (config)# configure terminal
Switch (config)# ip dhcp network-pool marketing

(
(
Switch (config-dhcp) #
Switch (config-dhcp) #
Switch (config-dhcp) #
Switch (config-dhcp) #
Switch (config-dhcp) #
( ) #

Switch (config-dhcp

domain-name

1
192.168.1.0/24

default-router 192.168.1.1

range 192.168.1.10 192.168.1.100

range 192.168.1.150 192.168.1.230

ubiquoss.com
lease
network

Ct22 Old=
Pool & O& && WAEO|
Address &
192.168.3.1 0| (4,

otLES| vlan O] 192.168.2.0/24 2t 192.168.3.0/24 E == 2IHHIOI A0 CHEH Network
Ct. 192.168.2.0/24 Network 2| default-router = 192.168.2.1 O|H, &Y

HPZ 192.168.2.10~192.168.240 2 AtE06tH, 192.168.3.0/24 Network 2| default-router =
&r&h Address &

H /= 192.168.3.10~192.168.3.50 1} 192.168.3.100~192.168.3.230

2 ArEStCH 12110, DNS Server= 25 1.2.3.4 2 1.2.3.5 & At&ESICt. 2+ Client = IP Address 2|
LUHE 12 AZ2NHK 2 & =L
Switch (config)# configure terminal
Switch (config)# ip dhcp network-pool salesl
Switch (config-dhcp)# dns-server 1.2.3.4 1.2.3.5
Switch (config-dhcp)# lease 0 12
Switch (config-dhcp) # network 192.168.2.0/24
Switch (config-dhcp)# default-router 192.168.2.1
Switch (config-dhcp)# range 192.168.2.10 192.168.2.240
Switch (config-dhcp) # group vlanlO
Switch (config-dhcp) # exit
Switch (config)# ip dhcp network-pool sales?2
Switch (config-dhcp)# dns-server 1.2.3.4 1.2.3.5
Switch (config-dhcp)# lease 0 12
Switch (config-dhcp)# network 192.168.3.0/24
Switch (config-dhcp) # default-router 192.168.3.1
Switch (config-dhcp)# range 192.168.3.10 192.168.3.50
Switch (config-dhcp)# range 192.168.3.100 192.168.3.230
Switch (config-dhcp)# group vlanlO
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Switch (config-dhcp) # exit

6.7.2. DHCP Host Pool &3 0l Al

CtE Ol= 192.168.4.0/24 Network Ol =3dt= Host Pool 2| &2 20 EC default-router 2
192.168.4.1 AtZ0t04, ubiquoss.com 2 domain name 2 &, 192.168.4.10 "P 192.168.4.11 = dns-
server & AIEdt= Client 2 <8 Host Pool OICt. 1¢2l1, Client 2/ MAC Address I}
00:01:02:94:77:d7, 00:01:02:94:77:d8, 00:01:02:94:77:d9 ©I Client OflH 192.168.4.114,
192.168.4.115, 192.168.4.116 2| IP Address 2 255.255.255.0 2| Network OtA 30t Y EICH ==
grold o=z &Y & IPAddress = A2 Z AFEEICH

Switch(config)# ip dhcp host-pool mars

network 192.168.4.0/24

(
Switch (config-dhcp) #

Switch (config-dhcp) # default-router 192.168.4.1

Switch (config-dhcp)# dns-server 192.168.4.10 192.168.4.11
Switch (config-dhcp)# domain-name ubiquoss.com

Switch (config-dhcp)# host 192.168.4.114 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:01:02:94:77:d7
Switch (config-dhcp-host) # exit

Switch (config-dhcp)# host 192.168.4.115 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:01:02:94:77:d8
Switch (config-dhcp-host) # exit

Switch (config-dhcp)# host 192.168.4.116 255.255.255.0

Switch (config-dhcp-host)# hardware-address 00:01:02:94:77:d9

b Notice =S 2 dHE Client Ol Hl = &4 S 28 IPAddress Jt 2 & &
Ct.

6.7.3. DHCP Server 2LIEHE < 22| 0l Al

Ct=Z 2l 0l Hl= DHCP Server 0l 244 & DHCP Address Pool & £E £ 6L}

Switch# show ip dhcp pool

Pool Name Type IP address Total Used Usage
mars Host 192.168.4.115/24 1 1 100%
mars Host 192.168.4.116/24 1 1 100%
mars Host 192.168.4.117/24 1 1 100%
marketing Network 192.168.1.0/24 172 0 %
salesl Network 192.168.2.0/24 231 0 %
sales?2 Network 192.168.3.0/24 172 0 0%
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Switch# show ip dhcp pool network-pool salesl

Address pool Name Sales
Type Network
Default router 192.168.2.1
Lease 0 days, 12 hours, 0 minutes
DNS server 1.2.3.4 1.2.3.5
Network 192.168.2.0 255.255.255.0
Range (s)

192.168.2.10 ~ 192.168.2.240
group vlanlO

Switch# show ip dhcp pool host-pool mars

Address pool Name Sales
Type Host
Lease infinite

192.168.4.1

192.168.4.10 192.168.4.11
ubiquoss.com
192.168.4.0/24

Default router
DNS server
Domain name
Network

192.168.4.114
00:01:02:94:77:d7

Host 255.255.255.0

Hardware address

192.168.4.115
00:01:02:94:77:d8

Host 255.255.255.0

Hardware address

192.168.4.116
00:01:02:94:77:d9

Host 255.255.255.0

Hardware address

b Notice show running-config ZE S AIS0tH 2L AL 8ot 2 EE2E

= == UL
Ct22l 0l Hl= DHCP Server J} Client Ol Al &< &t IP Address € 2 0 &=Lt
Switch# show ip dhcp binding
IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:d7 Infinite Maunal
192.168.3.10 02:c7:£8:00:04:22 Wed Mar 12 06:27:39 2003 Automatic
CtZ2l 0l M= DHCP Server Jt Client 0l Hl & &t IP Address £ XHAISI 2 & L.
Switch(Config)# show ip dhcp binding detail
TYPE : Manual
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IP addr
HW addr
Client ID

Host Name

192.168.4.114

00:01:02:94:77:d7

Lease Infinite

TYPE Manual

IP addr 192.168.4.115

HW addr 00:01:02:94:77:d8
Client ID -

Host Name -

Lease Infinite

TYPE Manual

IP addr 192.168.4.116

HW addr 00:01:02:94:77:d9
Client ID -

Host Name -

Lease Infinite

total 3 bindings found

CtS2l OlMl= Client HIH OI0l BIelE & IP Address € DHCP Server Jb AFEE £ JAEF((CHE
Client 2] IP Address £ AI20tE=% AlS<), DHCP Server 2| HIOIY BB E AMHISHCE.

Switch (Config)# clear ip dhcp binding 192.168.3.10

Switch (Config)# show ip dhcp binding

IP address Hardware address Lease expiration Type
192.168.4.114 00:01:02:94:77:4d7 Infinit Maunal

CtZ2l 0l Hl= DHCP Server 2l EHX=ZE EH =L

Switch# show ip dhcp server statistics

Message Received

Malformed messages 0

BOOTREQUEST 0

DHCPDISCOVER 200

DHCPREQUEST 178

DHCPDECLINE 0

DHCPRELEASE 0

DHCPINFORM 0

ICMPECHO

Message Sent

BOOTREPLY 0

DHCPOFFER 190

DHCPACK 172
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| DHCPNAK 6

6.7.4. DHCP Relay Agent &3
Ct22l GiMl= A<IX12 DHCP Relay Agent Jt Client 2| R £ &St DHCP Server £ & & &L},
Client2l @£ 2FEAlJ]= DHCP Address Pool 0] 812 320 A Xl= & ME Network 0l I X
&t DHCP Server £ Client 2| @ 2 & M St}

DHCP Client
DHCP Client

192.168.0.10

182.168.0.20

Premier 7000 Switch

DHCP Rela
(DHCP Server) y

2 3. 0l Hl Network — DHCP Relay agent & &%

Switch (config)# configure terminal
Switch (config)# ip dhcp-server 10.1.1.2
Switch (config)# service dhcp relay
Switch (config)#end

Switch# show ip dhcp helper-address
Server’s IP address : 10.1.1.2
Switch #

Switch # show ip dhcp relay statistics

Destination(Server) Value
Client-packets relayed 8
Client-packets errored 0
Destination(Client) value
Server-packets relayed 6
Server-packets errored 0
Giaddr errored 0
Corrupt agent options 0
Missing agent options 0
Bad circuit id 0
Missing circuit id 0

b Notice CtE2 M E Network 0l 9/ XI & DHCP Server 2 DHCP HIAIXIE M Z 6t
M GHE Network Ofl CHSt 2tRE 22 28I E&E K U OF StCt.
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NAT

= 0l A= U9000 Series A2 X0l A2l NAT £ Z 01l CHoll £ F8HCH.

7.1. NATIHR

Network Address Translation (NAT)= CIHYISl FZE MOl HHOZ 0I5t IP =4 2= Z M0 HE
HZ Ol GtLIZ MALUIA S ACH NAT = 0™ ZXO| IP HIERK0| AXNZ AIBE = IP =4 3240
Ot G2 IP =4 32122 220 20IAHE &Lt 012I5tt, At IP =AE AIEdte S8 28
Oldst =AE Z0l IP A2 HEGHH CIHU &0 JtsotAl & Ch NAT & RFC 1631 0
Jl== &

7.2. NAT &3&

NAT translation 2 & & & A&6tJ| M0l private HIERI DN M ALEE inside address 2t public W3
AWM A2 E outside address E 0|2l &0 U0 OF2F SHCF.

U9000 Series A XI0IA= TS 22 Al JHAI NAT S & 24101 Jt

T O M

or

ofLCt.

@ static translation : & inside address € S & outside address £ & &,
® dynamic translation : (4 &1 inside address S0ll CHoll StLt Ol &F 2 outside address 2 IP =24

Z B & U9000 Series = AFEE outside address 2|
translation 2 Ml = StL.
]

A EH HiEH

oy

ol et AI2EXISl dynamic

MASQUERADE : outside address € S23| A &tAl &1, outside interface 0l o & &t
= address £ At&StCt.
B PAT : olLI9| outside address 2t= A SHCH
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B NAT: S0 0|42 outside address & At=&HCY.
® |ocal translation : Premier A X ZL2H LM = EHE | source IP E HAHGH

2 I2EZE, LEE, SHIE: 28 Jtsotth

0
J

rir
aT
>
|0
HU

U9000 Series 22 X0l A2 2822 NAT £ & 0fl CHol Al & F etCt

7.2.1. Static NAT & &
£ StLIS| private IP =4S CHE 6tLIS SQIP =48 HAGSIH M&Edcl= &4 22 Global mode
HA CtE2 HEUHE =St

30| EE

ip nat static inside IFNAME address m static nat £ | &t private Ul E< 3 2} publice Wl 2
outside IFNAME address o3 A

23 tlhe s €0

Switch# configure terminal

Switch (config)# ip nat static inside vlanl 192.168.0.1 outside
vlan2 200.1.1.1

A Bi& YAl = BHLEC! dynamic translation 2 & EolJ| Il CiSel &0

(]
=)
01D
ol
2
iz
0
ro

7.2.2.1. Dynamic NAT € Masquerade mode & &8
Dynamic NAT £ Masquerade & & & & &= inside U ER A0 £ot= 2! 2l source IP = outside
IFNAME 0fl & ot= =42 HASIH MSEC.

Ok

S0 243
ip nat dynamic inside IFNAME ® inside HIER I E <&t pool 74
netnum/prefix-len outside IFNAME ® outside O/EH{HO|A &X

Masquerade mode £ & &dt= Ol K= CtS 1 2Lt private 2 2 vlanl It 192.168.1.0/24 W ERIAE
& 2| 6tH, outgoing 2IEHHI 0| AZ vian2 £ & &Lt
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SWITCH# configure terminal

SWITCH (config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2

7.2.2.2. Dynamic NAT & PAT mode 2 &3

Global mode 0l A CtE2l S HE 0| E3t0 PAT(Port Address Translation) mode & NAT € & & &t
Ct. Dynamic NAT £ PAT £ 438 & &2 inside WIEH AW =5t= W22 source IP = outside
S

address £ €8 = otLt2| IPZ HEGHH d S0
&0 23
ip nat dynamic inside IFNAME ® inside HIERK 2 E <&t pool 74
netnum/prefix-len outside IFNAME address ® outside O/HHOIA &N HaE p A

=

0ll source IP

(HH

CtE2 2 Dynamic NAT £ PAT mode & H &35S S 60, vlanl HIA &
J}192.168.1.0/24 0fl o= 212l AA IP £ 200.1.1.1 2 B850 MESSHCt.

SWITCH# configure terminal

SWITCH (config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
vlan2 200.1.1.1

7.2.2.3. Dynamic NAT & NAT mode & & &

Globla mode 0l A TS 2l HE O E 0/25+0d NAT mode 2 Dynamic NAT £ & & &tC. Dynamic NAT
£ NATmode 2 & & & A< inside U ER A0 =3dt= IH2! 2| source IP = outside 22 & & & 042
IP S0l otLtZ2 B0t M&E L

S0 &4
ip nat dynamic inside IFNAME B inside HIERKI A E <&t pool 24
netnum/prefix-len outside IFNAME lowest- ® outside O/ HO|A AX D HEE |p

address highest-address pool &

CtE2 Dynamic NAT £ NAT mode & & &EGIE S G0, vianl Ol 2 M5t= EcHE S0

= | source IP
JF 192.168.1.0/24 0fl o &Eaot= TH2! 2l A A IP E 200.1.1.1~ 200.1.1.4 =°| 6tLtZ HESIH M5
Ct.
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SWITCH# configure terminal

vlan2 200.1.1.1

SWITCH (config) # ip nat dynamic inside vlanl 192.168.1.0/24 outside

Notice NAT & & = flow-rule(0H = &

ig

12%,15

it
o

SWITCH# configure terminal

vlan2 200.1.1.1
SWITCH (config
SWITCH (config
SWITCH (config
SWITCH
SWITCH
SWITCH (config-if-vlanl0) # exit
SWITCH (config)# exit

—_ — — ~—

config)# interface vlanlO

(
(
(
(
(
(

SWITCH (config)# ip nat dynamic inside vlanl 192.168.1.0/24 outside
# flow-rule nat classfy ip 192.168.1.0/24 any
# flow-rule nat match trapcpu

# policy-map nat flow-rule nat

config-if-vlanlO)# service-policy nat

Notice

i

J| & vlan10 0 policy-map 0l 00|
Ol NAT flow-rule £ FJt56H04 OF

HZE WA Z=20 = oY policy-map
5L}

7.2.3.

local NAT = Premier A
£ 0|25t & & &tll.

local NAT & &
SIXIBZEHH LM

fl= Ecig o

AN
g

P

(]
re
righ
Ql
rr
0T
Iz
|0
HU
[wl
0l0
1o
0g
oy
=

80

A
=

Od
=

ip nat local inside source-netnum/prefix-len [
protocol portnum destionation-netnum/prefix-

protocol : tcp, udp, icmp, S& &&0| &

= A= any
len outside address ® portnum : 28 ZE BI5 F= SN I
EE =20tk &= = any
®  destionation-netnum/prefix : S & S& X
2 gfot= EcHE O ¢ E80| 26t
A @S L= any
®m address: & & IP
Ct2 Ol M= Premier AIXIUHA LMot EHE = A4 IPJF10.1.1.0/24 21 EciE = ftp AH
20.1.1.1 2 etot= EcHo &A P HE HOIC
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SWITCH# configure terminal
SWITCH (config)# ip nat local inside 10.1.1.0/24 tcp 21 20.1.1.1/32

outside 200.1.1.1

Switch# show ip nat static

MODE Public IP Direction

Private IP

STATIC 10.2.2.10 200.1.1.101 vlan3->vlan?2

total 1 pools found

rr

b Notice ZEHS= ZZEZZ M TCP £= UDP Jt
OtCh &, SHOIH HotIE EXt=s BE

7.2.4. NAT 453t
BIM, NAT O} S=50| 9I6)Al'= Global mode Ol Al CHS Ol ZZ OIS 0IS5H0! NAT AT S 4 5HA|

2ICh

20f s

service nat NAT A& 2 5 3HAII|C.

Switch# configure terminal
Switch (config)# service nat
Switch (config) # exit

7.3. NAT &3 2]
7.3.1. Static NATEZA Y X3l

20f 2

show ip nat static Static NAT 2| 8l &&2 F32E £
Ct2& vlan3 2IHHIOIA S 10.2.3.0/24 2 & & &t 20, staticnat E & E IS H2 & ZE0IC

7.3.2. Dynamic NAT &3 32 X3

g0 23

show ip nat dynamic Dynamic NAT 2| &l &8 B2 E &<

lanl QIE{HIOI A S 10.1.1.0/16 22 €& &t = 0il, dynamic nat £ 221 THE CHS 0l CH o

2 v
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Switch# show ip nat dynamic

MODE Private IP Public IP Direction

MASQ 10.1.0.0/25 - vlanl->vlan?2
PAT 10.1.0.128/26 200.1.1.100 vlanl->vlan?2
NAT 10.1.0.192/26 200.1.1.200-200.1.1.204 vlianl->vlan?2

total 3 pools found

7.3.3. LocalNATEAE dY X3

a0 &4

show ip nat local Local NAT 2| &M & & HEEE &<

Switch# show ip nat local

MODE SRC-IP PROTO PORT DEST-IP PUB-IP
LOCAL 10.1.1.0/24 tcp 23 210.108.10.0/24 200.1.1.99
LOCAL 10.1.1.0/24 tcp 21 20.1.1.1/32 200.1.1.1
total 2 pools found
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IGMP Snooping

= &0l A= U9000 Series A2 X0l A2l IGMP Snooping & & Ofl CHoll & & &L},

8.1. IGMP Snooping I

Yurmoz A

>

[0l Al Multicast Traffic 2 Unknown MAC address LI Broadcast Frame 22 X 2| &l Of
I E =2 flooding =! Ct.

2
=]

VLAN 0Off &8t &2

rn

IGMP Snooping 2 VLAN L2 Z2& Member-Port =% Multicast Traffic S Forwarding ot Xl &1,
Multicast Traffic 2 Forwarding & Port 2 S&H2Z FINVAME2ZM Network 2| Bandwidth £
SEHNOZ MEE £ UTF IECE IGMP Snooping 0 24GIE ARX = SAEDY etRHZ2

IGMP Traffic 2 snoopping ot 04, Multicast Group 2 Member-Port S0l Ui st 2 E A O H L},

IGMP Snooping 2 & XH0fl CHoll Al 2tetol Yot ChS 0t 2 CF £ 3 Multicast Group Ol TH S IGMP Join
HAIXIE g2, 2 E Multicast Forwarding Table Entry 0f 21 SAEDJN HZE Port & FII5HCH
SAEZ2H IGMP Leave HIAIXNIE 2Oo™ BIHZ 1 SAEJ HZE Port € Table Entry Ol A
XMl H 8tCh. £ 8, Multicast Router 2 28 2| IGMP Query £ VALN W2 LE S & Forwarding &t =, IGMP

Join IAIXIE & X 28 LES2 A M= L
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8.2. IGMP Snooping &%

IGMP Snooping = Global 3t Al 2= VLAN 0| enable/disable 0] Jts3tLCt.

8.2.1. Enable Global IGMP Snooping

Global 3t Al IGMP Snooping € enable 5tJ1 ®IH M= T2l B EE global configuration mode 0fl Al
A S st

a0 &9

ip igmp snooping IGMP Snooping S enable &tC}.

no ip igmp snooping IGMP Snooping = disable &tLCt.

Switch # configure terminal

Switch (config)# ip igmp snooping
Switch (config) #

Switch # show ip igmp snooping
Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED

Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED

total : O
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8.2.2. Enable IGMP-TRAP on an interface
Switch 0l A IGMP Snooping 0] &= ¢! S02H0ll= IGMP packet = =4
interface 0l A IGMP-TRAP 2 BtZ Al enable olf OF StC.

e

& UAE= 2 port

IGMP-TRAP & & &5tJ| #lol M= L2 2l & = Interface configuration mode 0l 4 A& StCY.
=N 49
igmp-trap o S QIEIH Ol A0l igmp-trap £ enable 8tC}.
no igmp-trap igmp-trap £ Disable &tCt.

Switch # configure terminal
Switch (config)# interface fal
Switch (config-if-fal)# igmp-trap
Switch (config-if-fal)# end
Switch # show running-configure

|
interface fal

igmp-trap
|
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8.2.3. Enable IGMP Snooping on a VLAN

= &1 0l d = IGMP Snooping 2 VLAN E £ enable/disable ol Of

o
O

&l Xl IGMP Snooping 0| & & VLAN 2 &&0t)| fIoiMeE ThE2 Y& = global configuration
mode Ol A AFZSHL

=0 49
ip igmp snooping vlan <1-4096> £3& VLAN 0l IGMP Snooping = enable &tL}.
no ip igmp snooping vlan <1-4096> <& VLAN 0l IGMP Snooping £ disable &tC}.

Switch # configure terminal

Switch (config)# ip igmp snooping

Switch (config)# ip igmp snooping vlan 1
Switch (config)# exit

Switch # show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

- Aging Interval : 300 sec
- Last Member Join Interval : 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED
- Query Interval : 60s
- Query Based Port : ENABLED
vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
fal faz2 fa3 fa4
total : 1
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8.2.4. Configure IGMP Snooping Functionality

IGMP Snooping JISsSS £&6tI| fIoll A, TS0l Li”E HHSS =& et

8.2.4.1. report-suppression &3

JI2&8 22 IGMP Snooping 2| IGMP report-suppression 2 Disable &E{0IH, =4lE 2= IGMP
Report =2 Multicast Router £ Forward & Ct. IGMP report-suppression = Enable o™, IGMP
Snooping 2 Multicast Membership Group OtCH GtLE2| IGMP Report 8t Multicast Router & Forward
=y

0l Jls2 IGMPv1, IGMPv2 Report HI Al X0l Stol A & E S Ct.

4

/’—’/

EE] 9
ip igmp snooping report-suppression IGMP report-suppression S & & &tCt.
no ip igmp snooping report-suppression IGMP report-suppression 2 ofl Xl 8tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping report-suppression
Switch (config)# exit

Switch

# show ip igmp snooping

Global IGMP Snooping configuration:
- Aging Interval 300 sec
- Last Member Join Interval 10 sec
- TCN Query Solicit : DISABLED
- IGMP Report Suppression : ENABLED

Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host DISABLED
- Query Interval 60s
- Query Based Port ENABLED
vlanl
IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members
fal fa2 fa3 fa4
total 1
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8.2.4.2. fast-leave & &

IGMP Snooping 2| fast-leave J| S 2 enable ot H A2(XIJF SAEZ2H IGMPv2 Leave HIAIXIE &

US MY ZEE ZY HIOISUHAM SAl MIAHSHA = L.

Ol JIS2 VLAN 9| 2t ZE( SAED} 6HLICI A2202H AlE

b Bl A= 20l 0l JIsS ALES6HE. IGMPv2 Leave HIAIXIE

Sot S HEPHAE S0l CHS EHE S 2 X 26t &
=

|- I_
| SAEES0| Leave HIAIXIDOF X & &= IGMPV2 E At

_§

eav

e
o=
o iy w—

0
r
—

J

or
ro

Fast-Leave = OtcHo && 1 20| VLANE 2 PORT EZ EZ2& £ O, BH2F VLAN & 2 Fast-
Leave J} & A /™ VLAN 2 member ¢! PORT 2| & & &2} L4 6tHCE.

= 24
ip igmp snooping vlan <1-4096> fast-leave £ 3 VLAN 0fl fast-leave )| sS & & &L},
no ip igmp snooping vlan <1-4096> fast-leave = £ & VLAN 0l fast-leave J| =S ol MIStCH.
ip igmp snooping vlan <1-4096> fast-leave £3& VLAN 2 PORT 0 fast-leave £ & & &L},
IFNAME
no ip igmp snooping vlan <1-4096> fast-leave =~ =3 VLAN 2 PORT 0ll & & =l fast-leave £ ol
IFNAME NI SHCF.

142

U9000 Series User Guide

PETTIIEEE



_PON

___——————"'---------..--.-

solution

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 fast-leave fal
Switch (config)# ip igmp snooping vlan 1 fast-leave fa2
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is DISABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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8.2.4.3. mrouter & &

Switch = VLAN W2 2 & Multicast Traffic Ol CtE Network @& Forwarding 21 <ol A
Multicast Traffic 2 Multicast Router & & Z8tCt [} 2t A, Multicast Router Jt HZ & Port =
Multicast Forwarding Table Entry 0fl outgoing port £ Z=J} &l Ct.

I

JI2& 22 IGMP Snooping 2 IGMP Traffic 2tS Snooping ot Multicast Router 2t 2 & & Port £
2 XI6tMH, PIMIDVMRP Z2E 22 &S 22 enable 6} 0 mrouter port £ 2t X & %= UL}

l

et 22 YH2=Z LA & mrouter port S2 M E & Multicast Forwarding Table Entry 2t & & & (I}
OfCH &4 outgoing ZEZ SS0| & M, Multicast Traffic 228t OtL| 2t Host 0l A & &36k= IGMP Join
Ol Al XI &= Mrouter 2 Forwarding ! Ct.

=S 2% Multicast Router Port £ & &6t)| fIdiAd= Ch&2 &2 global configuration mode 0l Al
=St

=0 49

ip igmp snooping vlan <1-4096> mrouter port & =52 & & & StCL.

mrouter interface IFNAME IFNAME 2 0/0| VLAN L 2| Member-Port 01 OF &tCt.

no ip igmp snooping vlan <1-4096> mrouter port 2| & & S ALHISHCE.

mrouter interface IFNAME IFNAME 2 0/0] VLAN Ui © Member-Port 01 0F &tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping vlan 1 mrouter interface fal
Switch (config)# exit

Switch# show ip igmp snooping mrouter

VLAN MULTICAST-ROUTER-PORT
0001 fal
total : 1
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solution

E 0ot Multicast Router Port £ 2 X6l ISt &322 LIS HH

lobal configuration mode 0| Al ==& StC}.

g0 £9
ip igmp snooping vlan <1-4096> PIM/DVMRP & 2 & ZZ Snooping ot mrouter port £
mrouter learn pim-dvmrp 2X5tEE A A S},

-

no ip igmp snooping vlan <1-4096> & & = mrouter port 2 X| &t S AHHISHCE.
mrouter learn pim-dvmrp

Switch # configure terminal

Switch (config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp
Switch (config)# exit

Switch# show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 300 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:
- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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IGMP T2 E20| A= IGMP Querier £ S&ot= Multicast Router Jt =J|& 22 IGMP Query 0l Al
NE HEGtD, SAES2 010l CHE SE 22 IGMP Join HIAIXIE A& &2 2 A Multicast Group 0l
CH&t Membership O 22| O &ICH. IGMP Snooping 2 01218t IGMP Z2&E 2 HAIXNISZ2 01860
Multicast Forwarding Table Entry 2| outgoing port = 3 Jt/AH X StCt.

otor A FE aging Al2tSCH IGMP Join HIAIXIE & X] 226 Multicast Forwarding Table Entry 2| 2§ &l

Ol Xl 22™ WY EZE= outgoing & E 2 R E Multicast Forwarding Table Entry 8l Al MK &/ O &

aging time 2| J|=gt2 300 =010, Ct22 E & Z global configuration mode 0l M =243t & &
Ch.

ro

gdg0 49
ip igmp snooping aging <30-3600>  aging time 2 & & &tC}. (default : 300 X)
no ip igmp snooping aging A& ™= aging time 2 default aging time 2 2 H & &L},

Switch # configure terminal

Switch (config)# ip igmp snooping aging 250
Switch (config) # exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 10 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal fa2 fa3 fa4

total : 1
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8.2.4.5. last-member-join-interval & &

VLAN 0fl IGMP Snooping 2| fast-leave 7| S0l 88T UK %2 20 IGMP Leave HIAI X E =4I
Ot &I SAl oY ZEE MAGHA 220, & & & aging time 0| = 0| Multicast Forwarding Table
Entry 0l A 2HKI =l Ct

A FE aging time 2 E2X U & O %2l Multicast Membership 22[0t 0120 2=+ AEF last-

member-join-interval 2 & &8 & & UL}

arek last-member-join-interval O] & A& UKl 2ZC+H last-member-join-interval 2 aging time 1t =
2SN sz &8 &H, Y ELE = IGMP Snooping 2| aging time 0l &3t HHECH 0] Jls2
VLAN 0l fast-leave J|sS0l &F &0 UK L2 B0 RS SHCH

last-member-join-interval 2| & & 2 Ct22 & = global configuration mode 0| A ==& 8tCt.

d__——————"-_------.-.-.........

a0 &9

ip igmp snooping last-member- last-member-join-interval 2 & & &tCt. (default : 300 =)
join-interval <5-300>

no ip igmp snooping last- A ™ & last-member-join-interval 2 A | St CF.

member-join-interval

Switch # configure terminal

Switch (config)# ip igmp snooping last-member-join-interval 5
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : DISABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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8.2.4.6. tcn (Topology Change Notification) & &

Jl2& 22 IGMP Snooping 2 spanning-tree Topology Change Notification(TCN)2 4I5S [,
Multicast Forwarding Table Entry & 25 0|3 8tCH 0l &, Multicast Router 2| IGMP Query 0l 2| ol
M Multicast Forwarding Table Entry Ot A2 M4 & A I C.

= HHI0A M3% = ten & 8 2 spanning-tree Topology Change Notification(TCN)S =416t S [,
Multicast Router Ofl Al “0.0.0.0” Group Ol CHoH Al IGMP Leave Bl Al XIE & & &L Multicast Router =
“0.0.0.0” Group 0ll CH &t IGMP Leave HIAIXNIE =418 =, IGMP Query HIAIXIE 8 &E6HH &I H, HiHE
Al 2+LH Ol Topology It 21 & & Network 2| Multicast Forwarding Table Entry Ot A2 & & H| &l Ct.

tcn & & & 2 spanning-tree & 4 E 2= ZH|0l €& JtsotH, ChE 2l @A = global configuration
mode Ol A ==& &Lt

EETY <8
ip igmp snooping tcn query-solicit TCN Query Solicit = & & &tCt.
no ip igmp snooping tcn query-solicit & & & TCN Query Solicit 2 A XMl 8tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping tcn query-solicit
Switch (config)# exit

Switch# show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : DISABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is DISABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1

148 U9000 Series User Guide

d__——————"-_------.-.-.........

.



PON

solutlon

8.2.4.7. igmp filtering & &

igmp filtering 2 AIXI ZE &8 AFE X2l IGMP Packet £ filtering StCH (et 3 Network
2 A 2l Service H20ILE A -0l 28t MEIA MESSW 22 Multicast AHIAC] 2HIE 22lg = U
Ch.

2t2t9] Switch Port =2 filtering Ol CHSH IGMP Profile 2 JtXIM, IGMP Profile 2 &tLIOI &2

Multicast Group St ol & Group Ol CHEH XtHIU A ES

EZafot QAUCH

Igmp filtering 2 2 & otJ| ol M= M IGMP Profile = 2 & oliOF &I H, IGMP Profile 2 &2 L3
9| H& = global configuration mode Ol Af =34 tCI.

gdg0 &9

ip igmp snooping profile <1-99> permit <multicast IGMP Filtering € 61 6t= IGMP Profile
address> range <multicast address> = M A5

ip igmp snooping profile <1-99> deny {<multicast IGMP Filtering 2 Xt &6t= IGMP Profile
address> | <all>} range <multicast address> = A& A BHCT.

no ip igmp snooping profile <1-99> S Y E IGMP Profile = A XMl &tCt.

Switch # configure terminal

Switch (config)# ip igmp snooping profile
Switch (config)# ip igmp snooping profile
224.2.0.0/16

Switch (config)# ip igmp snooping profile
Switch (config)# exit
Switch# show ip igmp snooping profile

IGMP Profile 1

.1.0.0/16

.2.0.0/16

deny range 224.1.0.0/16 224
IGMP Profile 2
deny range 224.1.0.0/16 224
IGMP Profile 3
permit range 224.0.0.0/8 224.0.0.0/8

1 deny 224.1.0.0/16
2 deny 224.1.0.0/16 range

3 permit 224.0.0.0/8
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solution

IGMP Profile 2 &8t =, igmp filtering 2 & &5t ™ CHS2l Y8 2 interface mode Ul Al == 8t

g0 &3

ip igmp snoop-filter <1-99> IGMP Filtering 2 A9 Xl ZEH HEst
Ct.

no ip igmp snoop-filter <1-99> & & & IGMP Filtering 2 A9 Xl ZE0
A AFHRISHCE.

Switch # configure terminal

Switch (config)# interface fal

Switch (config-if-fal)# ip igmp snoop-filter 1

Switch (config-if-fal)# end

Switch # show running-configure

!

interface fal

ip igmp snoop-filter 1
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8.2.4.8.
2t b XHE 2 multicast service & ?&0t0 3321 2ok
Multicast Group 2| Ji=E Kl&tot)| fIoiA = CtS2l EE
Ct.

ﬂ__——————"-_--------..-......

igmp max-group-count & &

M Multicast Group = Hleter = U

global configuration mode Ofl Al <=2t &t

80

&g

ip igmp snooping max-group-count IFANME <count>

max-group-count & ALX| LEH HE
SHCH.

no ip igmp snooping max-group-count IFANME

& & & max-group-count & A X LE
Ol A ot Ml StC.
Switch # configure terminal
Switch (config)# ip igmp snooping max-group-count fal 10
Switch # show running-configure
ip igmp snooping
ip igmp snooping max-group-count fal 10
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8.2.4.9. igmp max-reporter-count &
2F VLAN interface 2 2 It X2l =5 Xl &totod
Histe == QUCH

Host 2| JH==

multicast service £ M Z3dtJ| fIoil M Host 2 Ji=+=E

£ Mstatl| fIt M= ChE2l E &8 2 global configuration mode Ol A =24 StCt

=10

Ux
02

ip igmp snooping max-reporter-count vlan <vlan-id>

<count>

max-reporter-count £ VLAN interface
o HE&HCt.

no ip igmp snooping max-reporter-count vlian <vlan-

id>

& H & max- reporter -count £
VLANinterface Ol A o I StCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count vlan 1 10

Switch #
Switch # show running-configure

ip igmp snooping

ip igmp snooping max-reporter-count vlan 1 10

8480

nx

=

ip igmp snooping max-reporter-count port IFNAME

<count>

max-reporter-count £ Port 0l & & &tCt.

no ip igmp snooping max-reporter-count port

IFNAME

& & &l max- reporter -count £ PORT 0f
AN ol X SHCt.

Switch # configure terminal

Switch (config)# ip igmp snooping max-reporter-count port fal 10

Switch (config)# exit
Switch # show running-configure

ip igmp snooping

ip igmp snooping max-reporter-count port fal 10
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8.2.4.10.  drop-igmp-ttl-over & &

Hl & &F packet 2 HIStot0 multicast service E H33dtJ| oM TTL 2 Miste = QUCH.

S1EE TTL S =ot= packet 2 MEtoH)| RdhM= G2 E

H & 2 global configuration mode 0fl A

AT
EE =<
ip igmp snooping drop-igmp-ttl-over <1-255> drop-igmp-ttl-over £ & E &t L.

no ip igmp snooping drop-igmp-ttl-over

& & &l drop-igmp-ttl-over ol Ml 8t Ct.

Switch # configure terminal

Switch (config)# ip igmp snooping drop-igmp-ttl-over 1
Switch (config)# exit

Switch # show running-configure

ip igmp snooping

ip igmp snooping drop-igmp-ttl-over 1
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8.2.4.11. snooping ignore-mpkt-upstream-forward & &
mrouter port Jt Ot! port Ol A1 multicast traffic 0| 2248t 2, multicast traffic 2 mrouter port £ & &
EICH UES A 22l 42l 011 2 mrouter port 2 2| multicast traffic 8 S NI StE =~ QUCH.

Multicast traffic 2| &&= HIEtolJ| ol A= LSS E E = global configuration mode Ol Al ==& &L},

/’—’/

g3 &9

ip igmp snooping snooping ignore-mpkt-upstream-  snooping ignore-mpkt-upstream-forward
forward E HEEH.

no ip igmp snooping snooping ignore-mpkt- & H & snooping ignore-mpkt-upstream-
upstream-forward forward £ ol Ml &tCt.

Switch # configure terminal
Switch (config)# ip igmp snooping snooping ignore-mpkt-upstream-forward
Switch (config)# exit

Switch # show running-configure

ip igmp snooping
ip igmp snooping snooping ignore-mpkt-upstream-forward

154 U9000 Series User Guide

.



PON P

8.3. IGMP Proxy-Reporting &

LEIHOZ Network ZHISEC| XelsEH2 stHE DI AKX L, CH2FSE Multicast Service 21 S22 Multi-
Accessed Network &8 S22 2ol s A0 X2l 0 0F ot= IGMP 2| Membership 2 & 0| SIt&l 1
AUCt. 01218 IGMP HOST 2| IGMP Membership 2 2 A2 Network 0l 9/ XIS &H|2| U26HE
Zcie = UJA2 0, Multicast Service 2] XA £ = HES =g == QUL
Oledst Ol= 2 21 DSL Forum 0l M= IGMP Proxy-Reporting 2| JIs&
OM, & #b8l0lM= DSL Forum 0l Al &2 & IGMP Proxy-Reporting DI%% &SN UL

IGMP Proxy-Reporting 2 IGMP (Al A& & 2 JIs2 H38&HCt et M Multicast Router =2 EH
IGMP Query € =418t 2%, IGMP Host 2 Al IGMP Report & 8 &6, JH A2l IGMP Membership

£ 2telot)] oA F=II18 22 IGMP General Query Jb & 50, IGMP Leave £ %=4lAl IGMP
Specific Query Jt 2 M &I},

IGMP Proxy-Reporting 2 IGMP Proxy-Reporting Ol 24 3t=l VLAN interface 0fl IP Address Jt = XH
ot= 82 IGMP Report & IGMP Query Bl Al X2l IP Source Address € Xl & & VLAN 2| IP Address
£ ALE0GHH, VLAN 2| IP Address Jt KNI & & X &= 20 = IGMP Membership M 22l &= JtE
Z| 41 2] IGMP Host Address £ A& StCt.
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8.4. IGMP Proxy-Reporting & &

,/”/

IGMP Proxy-Reporting 2 MH|lA= Global ot Al enable/disable O] JtSotH, VLAN Interface 22

IGMP Proxy-Reporting 2| D152 HE& = UL

8.4.1. Enable IGMP Proxy-Reporting

Global St Al IGMP Proxy-Reporting £ enable &tJ1 ?loil A= CtE 2l & = global configuration mode

Ol M AtEstCt.

EET EE

ip igmp snooping proxy-reporting IGMP Proxy-Reporting 2 enable
no ip igmp snooping proxy-reporting IGMP Proxy-Reporting S disable

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting
Switch (config)# exit

Switch # show ip igmp snooping

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface

IGMP
IGMP
IGMP
Vlan

Proxy-Reporting is DISABLED on this interface
snooping fast-leave is ENABLED on this interface
snooping mr-learn is ENABLED on this interface
Members

fal fa2 fa3 fad4 gil gi2

total : 1
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8.4.2. Enable IGMP Proxy-Reporting on a VLAN

2 &I 0l M = IGMP Proxy-Reporting 2 VLAN & 2 enable/disable & == UL,

& IGMP Proxy-Reporting 7150l E&& VLAN 2 &3Fol)| foide C82 82 global
configuration mode 0l M At& &tCH.

IGMP Proxy-Reporting 71s0| E&& VLAN 0l M= IGMP Snooping 2 &8t IGMP IH2! Forwarding
Ol OI2 U XIXl et=Ct.

=L 49
ip igmp snooping proxy-reporting £ & VLAN 0l IGMP Proxy-Reporting 2 enable StC}.
vlan <1-4096>
no ip igmp snooping proxy-reporting <& VLAN 0l IGMP Proxy-Reporting £ disable &tCl.
vlan <1-4096>

/’—’/

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1
Switch (config) #

Switch # show ip igmp snooping vlan 1

Global IGMP Snooping configuration:

- Aging Interval : 250 sec

- Last Member Join Interval : 5 sec

- TCN Query Solicit : ENABLED

- IGMP Report Suppression : ENABLED
Global IGMP Proxy-Reporting configuration:

- IGMP Querier & Host : ENABLED

- Query Interval : 60s

- Query Based Port : ENABLED
vlanl

IGMP snooping is ENABLED on this interface
IGMP Proxy-Reporting is ENABLED on this interface
IGMP snooping fast-leave is ENABLED on this interface
IGMP snooping mr-learn is ENABLED on this interface
Vlan Members

fal faz2 fa3 fa4

total : 1
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8.4.3. Configure IGMP Proxy-Reporting Functionality

IGMP Proxy-Reporting JISsS& £€&80ot)| RIoiA, US0l L= PSS =& &L},

8.4.3.1. IGMP Static-Group Xl &

IGMP Proxy-Reporting 0l M= S3& 8t Multicast Group 2| Traffic 2 #=&I6t0] fIiA A2 %= Join
Delay Time 2 =l A slotJ| ?I6ll Al Static-Group 71 s2 M 3StCH.

Static-Group € Multicast-Router Port £ X & & IGMP Report £ FJ|H22 M E00 Multicast
Traffic £ HISoH A =416H] fIoHA K=& C

0l Jl=& EBtE Al IGMP Snooping 1t &)l =26t 0F 6tH, Ct=2] & & = global configuration mode
Ol Al ==t BHCE.

80 g

ip igmp snooping proxy-reporting & VLAN 0l IGMP Proxy-Reporting £ & &t IGMP
vlan <1-4096> static-group A.B.C.D Static-Group S X & &+C},

Jmynx

no ip igmp snooping proxy-reporting X/ & & IGMP Static-Group = ol Ml &tCF.
vlan <1-4096> static-group A.B.C.D

Switch # configure terminal

Switch (config)# ip igmp snooping proxy-reporting vlan 1 static-group
224.1.1.1

Switch (config)# exit

Switch # show running-configure

!

ip igmp snooping proxy-reporting

ip igmp snooping proxy-reporting vlan 1

ip igmp snooping proxy-reporting vlan 1 static-group 224.1.1.1

|
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8.5.

Display System and Network Statistics

H 1IGMP Snooping & 2LIHY HE N

a0 &9

show ip igmp snooping 2= VLAN 0l T8t IGMP snooping 2| AEHE B0 E
Ch.

show ip igmp snooping vlan <1-4094> S 3 VLAN 0l TSt IGMP snooping 2| &EIE B0 =
Ct

show ip igmp snooping mrouter

show ip igmp snooping mac-entry

show ip igmp snooping mac-entry vian
<1-4094>

show ip igmp snooping querier

show ip igmp snooping querier vlan <1-
4094>

show ip igmp snooping reporter

show ip igmp snooping reporter vlian <1-
4094>

show ip igmp snooping profile
show ip igmp snooping statistics

2 E mrouter 0l CHet 2 E BH =L

HH

A VLAN 01| th &t & & & Multicast Forwarding
Table Entry 0l CHet 32 E S0 =L,
2 E IGMP Querier 0l CHgt &

T

Multicast Router &
£ B =L

£ & VLAN 0fl Oi 8t Multicast Router 2| 2 E IGMP
Querier 0l st 32 E B ECH.
2 = IGMP Reporter 0ff st 82 E S ECH.

S3& VLAN 0l Ci &t 2 = IGMP Reporter 0ff CH8H &
2E BHEL0L

A& = IGMP Profile 0ff Tt @2 E S &Y.
Igmp packet 0l CHet SH EE2E 2 E L.
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solution

H2 &3 0lXl

interface fal
igmp-trap
ip igmp snoop-filter 1
I
flow-rule mcast_deny classify ip any 224.0.0.0/4
flow-rule mcast_deny match drop
!
policy-map iptv_filter flow-rule mcast_deny
!
service-policy downonly iptv_filter
!
ip igmp shooping proxy-reporting
ip igmp snooping proxy-reporting vlian 1
!
ip igmp snooping
ip igmp snooping vlan 1
ip igmp snooping profile 1 deny igmp_query
ip igmp snooping profile 1 permit 224.1.1.1/24 range 224.3.1.1/24
ip igmp snooping profile 1 permit 224.5.1.1/24 range 224.6.1.1/24
ip igmp snooping profile 1 deny all
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solution

P ZHEDHAE ctRE

M= IPZEEIHAE tRE S 2H 242 U000 Series A XA IP ZEIHAE 2tRE

==
[
A

S Z 0l CHoll & HEtCh.

9.1. IPEEPHAE cRE MR

IPZEPHAE2SIUAIPSAEIN HHIPSAESEZ RHE SHUL OS2 W2 MESE = U
H ot= JISOICH Ol SAES2 82 2Z WESN A= ZUIS, AH U A= HHIE, £E= 2
Z UES HZo =2 Zeg = Ul EdEEs HHot=s SAENM= EcHE S EDR0l=E S
AESO0 CHoll 222l TH2!= M &ot= 2401 OtLlet otLkel 2lets 11 8§22 8&6t= 20ICH
Ex%
4 ‘ ‘
Internet
F— 5
— o
Jdg o-1. o SEXI0 EcCHE S dZots 2YHS HMBot= HEIGHAE

O] HEPDHAE IREY ZZESSS HEDIAE D2 26D 2 S0l st B2 E M6t

LIoH AFEE L. 0lE =™, Protocol-Independent Multicast (PIM), Distance-Vector Multicast Routing

161
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solution

Protocol(DVMRP), Multicast Open Shortest Path First (MOSPF)2t 22 2=
A OZESO RFLIHAEN CHEt 27 A& Dt flooding 2 NelES RS 2101L.

HOo1 Z2EDHIAE ZZ2EZ

IZzEZ RLMAE ZE2EZ flooding €12lE
PIM-dense mode Any Reverse path flooding (RPF)
PIM-sparse mode Any RPF
DVMRP Internal RPF
MOSPF OSPF Shortest-path first
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9.2. IGMPIl®

IGMP = IP SAEDL IP ZEIHAE 18 UHAS 22E N S=2o0| 2AtH AIBEE T2ES0IC
2ALEE S2E 150 WA MBS BAGH| 2UBH0 FINOR My S BIC IP BAED}
Holol S¢S 52 1 180 S=22 SN

IP ZEIDHAENM AMEEE ZEIHAE OF =42 class D IP =40t AFZEH IGMPv2 =
RFC1112 Ol 2= 0f UCH.

9.3. PIM-SM IR

PIM-SM 2 Ct=2| HEIHAE OIOIEH AEZ N WM HIRLE B2 =2 LANS2 HZaI|<al =
HMotE HEIHAE etRE T ZEZ20|C PIM-SM 2 rendezvous point 2 & 2I5t=0l 0142 ZEIN

AE IH21Q etRE S HelGHH 6| 2 STEE2Z AIZEIC.

ST YEIHAE AHIL QI ES HEIHAE St REZ HEIHAE T3S M E5HH, QI E S HEIHA

E 2IRHE 0l HEIIHAE M2 2 rendezvous point 2 EHICH HEIHAE TH2I S S4lot DX ot

HEIHAE et*E = rendezvous point 22 H oS HEIHAE A S =4I61H SAEZ HSGHA

EICH
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94. IPEEIHAE tRE &4
9.4.1. EnableIP HEIIAE cIRLE

J28o2 HEIHAE I3l R Eot)| RoiM= IP HEIIHAE 2tRE 0| enable & 0F &FCF. Ch
52| ¥ &2 global configuration mode Ol Al At &L},

&80 &9

ip multicast-routing igmp-querier Multicast Routing € 9| &t IGMP Host Membership 2t

2| £ <ol M IGMP Querier £ enable &tCl.
no ip multicast-routing igmp-querier  IGMP Querier £ Disable tC}.
ip multicast-routing pim-sm

Multicast Routing 2 < il Al PIM-SM £ enable &tC}.
no ip multicast-routing pim-sm PIM-SM £ Disable StLCt.

Router# configure terminal
Router (config) # ip multicast-routing pim-sm

Router (config)# ip multicast-routing igmp-querier

9.4.2. Enable IGMP-TRAP on an interface
S E 0 A IGMP Querier £ &4 31E [0l = IGMP packet =2
Ol A IGMP-TRAP £ BtE Al enable ol OF StC}.

FZ
1]
I
o
H1

2} port interface

gg0 49
igmp-trap

oS CIE{HI Ol A 0l igmp-trap € enable StCt.
no igmp-trap igmp-trap £ Disable &tLCt.

Router# configure terminal
Router (config)# interface gil
Router (config-if-gil)# igmp-trap

9.4.3. Enable PIM on an interface

PIM-SM 2| Al = 2ol M= ol S 2B H Ol A0 PIM Flag Jt BHE Al enable & L 01 OF SHCH. Q1 E T

OlA0IA PIM Flag £ enable otJ| ?loil A= Ct=2 2 ¥ & = interface configuration mode 0l Al &) & &t
Ct.

et
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solution
- — =
FEO0 &9
ip pim o E QI H Ol A0 PIM Flag £ enable &L}
no ip pim PIM Flag £ Disable tCt.
Router# configure terminal
Router (config)# interface vlani
Router (config-if-vian1)# ip pim
Router# show ip pim interface
Address Interface Status Version/Mode  Nbr JP MCache CISCO PRI DR
Count Intvl Intvl ChkSum
10.1.1.254 vianii DOWN v2/Sparse 0 60 110 OFF 1 10.1.1.254
total : 1

9.4.4. Enable IGMP on an interface
IGMP Querier 2] &S oA = ol S 2 E{H Ol A0 IGMP Flag 7t Bt= Al enable &l 0 L0 OF StCH.
QIE HIOI A0 M IGMP Flag £ enable ot J| ol A= Ct22 B & E interface configuration mode 0l A

&l ettt

gdg0 &9
ip igmp o & I H Ol A0 IGMP Flag £ enable &tC}.
no ip igmp IGMP Flag £ Disable stCt.

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip igmp
Router# show ip igmp interface
Name : vlanl
IGMP is enabled on interface.
IGMP version is 2.
IGMP leave-timeout is 5 seconds.
IGMP member-checking-interval is 2 seconds.
IGMP querier-timeout is 132 seconds.
IGMP query-interval is 60 seconds.
IGMP query-max-response-time is 25 seconds.

Internet address is 10.1.1.254, subnet mask is 255.255.255.0.
Quering Router (10.1.1.254)

U9000 Series User Guide 165




PON

solutlon

9.4.5. Configure IGMP Functionality

IGMP 2| CI &t SH SOl tHoll 8F51D| RIdiAE TS0l LI”E RYES +3FHCL

9.45.1. IGMP Access Group

HEIHAE 2tREE 0] 2tREIDH RHE HERQ SAEESO| Y s LEIHAE DIEES LOHHD|
958 IGMP host-query BIIAIXIS )| MO 2 M&EHCL 015, 2tREE HY HEHAE IES S
X2 ote 2E WA S0I 22 012 0l DE2 WHSHIH ZALSHCH QIEIHOI A0 2A5H AMHIAS =
NBUO SAESO| JIYUE & U= TEIHAE 1SS M6t 28 2 AHHOI AN ZES &3

CIHHIOIAUNAM S&E HEHAE D82 E2= ZHEGH| /KA = Otehel HH S interface
configuration mode 0fl M & 2 StCF,

=0 49

ip igmp access-group oS CIEIHIOI A0 2ol AMBIAE = AEYS SAES0]
access-list-number JhelE & Qe ZEIHAE JE MO

no ip igmp access-group HY CIHHIOIAN &&E JENMHE GHHISHCE.

Router# configure terminal
Router (config) # access-1list 1 deny 239.0.0
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp access-group 1

.0 255.0.0.0

9.4.5.2.
HEINAE 2tEH = query message
A E

E&l= A= NEtotd| fIol query message € &t

IGMP filter-receive-query

E 45

guery message J} querier selection

cts
— =

-

A O]
T XA

JF X VLAN O A ==
mode 0| A &! 3 ST},

&l &) = query message £ XtEtotJ|

™ querier selection S =& &tC}. It

S s@siCh

2! Xt VLAN Ol M
Jt XF VLAN & 2t<E It querier 2 &
Ct.

fIoi M= 0tei el HE = global configuration

380 =9

ip igmp filter-receive-query

It XF VLAN Ol M =41 &l = query message £ Xt

eterCh

no ip igmp filter-receive-
query

filter-receive-query £ ol Ml &t Ct.

Router# configure terminal
Router (config) # ip igmp filter-receive-query
Router(config)#
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9.4.5.3. IGMP Query Transmit Interval
HEIHNAE 2t H = Multicast Membership 22| £ IS A I E 22 IGMP Query HIAIXIE M &8t

Ct. Ol HIAIXl=TTL 2 1 = GtH, all-system-group-address ! 224.0.0.1 £ 2 LH &ICt.

= EIH ctREHS2 LAN (MBS

AE 2l
router £ MZEGHE0, IP =42 201 bR

St IGMP Query AN E ME6H)| ?18 IGMP Querier
X |. ==l

Ol Al
&2 2REI AE & S0 A ZE Querier Router =
LAN &2 2E SAESHNH IGMP Query HIAIXNIE MEE HU0| UM, L8 RP 2t LEHUIAH PIM

Register 2t PIM Join Bl Al XI € & & 8tCT.

CIZEZ IGMP Querier Router = S A E 2 HIE= 2| IGMP EP_tH SIEE 2LH XI5t #I5tH IGMP
host-query Bl Al XI & 125 Z=0ICH 2HCH O BIAI XISl & A2 BHHote ™
interface configuration mode 0l M & &4 &tCF.

==l &9

ip igmp query-interval seconds IGMP Querier Router Jt IGMP Query HIAIXIE & &6H= 2t
HAZ2 &% (Default : 125 x)

no ip igmp query-interval A& IGMP Query Interval 2 J|2gt22 & F st

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp query-interval 60

9.4.5.4. IGMP Leave Timeout

IGMP Querier Router = Host 2 2 E £ & Multicast Group 0fl CHoll & £l 6t= IGMP Leave A X &
=408 A2, Host JF &=l ol & VLAN 0fl & CHE Multicast Group 0l JH2! &l Host JF A= X
Multicast Membership 2 Checking St A4l = EP.

ol & VLAN 2| Membership 2 Checking 8t =, Multicast Group 0fl CH &t Member Ot (4 Ol & =1 5tHAI
%20, Multicast Membership 0l M A&l =l Ct.

CIZ E & Multicast Membership Checking Al 2+ 260 &= 0|Cl

[w—

p—

IGMP Querier Router Jt AtE5t= IGMP 2| Leave-timeout 2 H & 6tJ| ol Al = interface
configuration mode Ol M Ct=22 HE = A BT

A &9
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ip igmp leave-timeout seconds IGMP member leave timeout & & &tCt. (Default:260 =)

no ip igmp leave-timeout SN E IGMP Leave Timeout 2 J| 2322 &%

o

I
ro

Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp leave-timeout 30

9.45.5. IGMP Member checking interval

IGMP Querier Router = Host 2 2 S & Multicast Group 0fl CHoll & £l 6t= IGMP Leave Al XI &

2405 B, Host IF ZEE il S VLAN 0l EECHE Multicast Group 0l JH2I &l Host 2t LXK
Multicast Membership 2 Checking ot Hl = Ct.

Multicast Membership 2 Checking St2| 2ol Al 8 &&= IGMP Query BIAIXI= TTL 2 1 2 ot0, all-
system-group-address ! 224.0.0.1 £ S LH &IC.

& & & Member Checking Interval 2 IGMP Specific-Query Message 0l & & = Max-Response-Time

O 2 AFZEE L Member Checking Interval O] & H &l Xl 22 &<, IGMP Specific-Query Message 0l

IL &&=l Max-Response-Time 2 Default “1”Z= 0| Ct.
CIZ E & Specific IGMP Query HIAIXIE & &ote F=D

04, member-checking-interval 2

=2 =01,
o FE = A dstlt.

|
A otJ| <l M= interface configuration mode 0l M CtS

80 &3

ip igmp member-checking-interval

IGMP member checking interval 2 K| & &tC}.
seconds

(Default : 2 =)

no ip igmp member-checking-

& H & IGMP member checking interval 2 J|23t2
interval

£ £F st

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp member-checking-interval 1

9.4.5.6. IGMP Querier Timeout
MEY0 A= IGMP Querier Router 2| S&0| HFH, AEUS LOE HEIANAE 2REHIt oY €l

E{HI 0l A 2 IGMP Querier Router 2t £l A EY 2| Multicast Membership 2t2l= XIZE 22 |
Ct.
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IGMP Non-Querier Router = Xl &8 & Querier Timeout = 2F IGMP Querier Router 2 2 & IGMP Query
HIAIXIE 2=&IGHAI 23613, Multicast Membership 2t21 £ 2IoH A IGMP Querier 2] H&2 =85t

= Ch 0l SE 2 IGMPv2 21 Z 018 5iE = Lt

CIZEEZ YEIHAE 2tRE = ip igmp query-interval 0l 2/oll &&= query interval value 2| 2 BH £
JICEICE.

==L &9

ip igmp querier-timeout seconds IGMP Querier timeout £ X| & &tC}.
(Default : 255 =x)

no ip igmp querier-timeout A H = IGMP Querier timeout 2 J| 2322 & & &t
Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip igmp querier-timeout 300

9.4.5.7. IGMP Maximum Query Response Time

CIZEZ IGMP 0l Query BIAI X0l 2131 & Xl &l = maximum query response time 2 10 & 0| Ct. 0] gt
Ol HAZ URHIIGMPV2 E AFE6tLY] A= AR08 JtsS0otCh Host = IGMP query message £
%= 4Al5HH query message 0l & & & maximum query response time g¢ O[LH2| 2| 2] Al 2+0l report
message £ M EotH EC 012 S6t0 IGMP report Ot 2820 ML &= E 2 H &= 210(CH
L5 0l g2 &SI Sub-Network 2| multicast traffic 2| flooding £ tuning & = UC}.

& & & Query-Response-Time 2 IGMP General Query 2| Max-Response-Time 2 2 2t AFZ & Ct,

0l Maximum Query Response Time 2| && & 2|= 1 ~ 25 Z=0|{, Maximum query response time 2
HZ5HD| M= G2 I3 2 interface configuration mode Ol Al &1 8 5L},

g3 &£9
ip igmp query-max-response-time IGMP query 0l = Al &l = maximum-query-
seconds response-time S Xl & &tLt. (Default : 10 =X)
no ip igmp query-max-reposnse-time & & & query-max-response-time £ J| 282 2
/\-| I—I OI'EI'
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Router# configure terminal
Router (config) # interface wvlanl

Router (config-if-vlanl)# ip igmp query-max-response-time 5

9.4.5.8. IGMP query-based-port

Port 2 2 #=41% = Leave 0l OISt Group Specific Query HIAI XIS VLAN 2| & Xl Port 2 & &6HA &

1), Leave & Port 22 M&E L T2 o] 2ol = CHS2l Y2 global configuration mode 0l A 4! &4

StCH.
=0 49
ip igmp query-based-port Group Specific Query £ i port 22t 8 &6tE
£ Z4HeH.
no ip igmp query-based-port query-based-port & & = off Ml &+ Ct.

Router# configure terminal

Router (config) # ip igmp query-based-port
Router (config) #
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9.4.6. Configure PIM-SM Functionality
PIM-SM v2 = PIM-SM v1 0fl CHal CHS I 262 & &0l L&t &l ALH.

nio

v bootstrap router (BSR)2 fault-tolerant 8t, XIS & 9! RP discovery 2} distribution M3 LIS
MBeCh 1422, 2lREHE2 852 830| 210l S&H 22 group-to-RP OHE S & %
UL

PIM Join/Prune Bl Al Xl 0l O 21 address family 0l CHEt RS 1D 0] It
v PIMIH3!2 0l & IGMP 2! 0fl Z2& &l K| &2 =Ct.

J

\

or

Ot Ct.

PIM-SM 2 PIM-SM 022 2= B S0l tHet 2f 1S prefix 0l CHEt RP-set 22 & 26t 1 0
£ Z210tJ| 215t BSR S AFS8HLH.

“Single point of failure”S & XI5tJ| 50, PIM-SM ':DHO_' L0l 0421 candidate BSR & & & & & QU
Ct. BSR 2 candidate BSR & S A XISH2Z A EE L) bootstrap HIAI XIS 0160 IS &=
?IJt =2 BSRE 20U} BSRZ A && 2B = PIM Q! LIS 2 2HRXES W H XHAl0]
BSR &2 L&lCt

Candidate RP £ 8 & & 2REHS2 XA&l0] €2 group 2 BRIE BSR HH SLIMNAEZ LIl

BSR 2 bootstrap HIAI X0l 0 @2E Z&AIII1D S0 e 2= PIM 2tE SO0l Ol HIAIXIE &
St Ol B2 E HE2Z D= ctRHeE SE ZEDHAE S0 e RPE 20t = A =L

2t E1DF bootstrap HIAI X E &= s, 2t RE = &2 RP map 2 JHXIH &= 210|CH

9.4.6.1. PIM-SM Assert Metric

Multi-Access Network 0l Al Multicast Packet Originator &2 RP & & & &t Multicast Routing Path Dt
Z=ME == QUCH 0l24 8t Network Ol Al = 04 24 Multicast Router E2 2H SHE S8t A S =418t
= Multicast Group Member J} &t A& 5~ QUCY.

Olei8t 2 HE HZdtI| |l A PIM-SM 2 X| & &l Assert Router £ Z2 & 5tD| 251 M PIM-SM Assert
HIAIXIE ArZ St

aror B = Multicast Router =0| S 2 &t unicast protocol 2 At

ot ACHY, 2 Y2 HIEHE JId 2
S E It Assert Router 2 X Z =L OIE S0, 2t 2= 2tREIJRIP E AFE0H] JATHE, JtE X2
E S A AR LD, HESHO 208, 2 &2 1P E XY ctREHIt SSHAT

r
=4
MNX
= o

0|48t Assert £ 28t Metric & J1232t2 O0xFFFFFFFF Ol 4,
mode 0| A &! 31 ST},

0| HZA2 interface configuration

Assert Metric 2 Bt dotJ| fIoiA = T3S 2l E & Z interface configuration mode 0l A & & &Lt

B 0f EE
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ip pim assert-metric Metric Value  Assert 0l Al XI 2] Metric S X| & &t}

(Default : OXFFFFFFFF)
no ip pim assert-metric &5 &l Assert Metric 2 D282 &

ISPS
=2 o

M
il

Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim assert-metric 10

9.4.6.2. PIM-SM Assert Preference
Assert £ 9| 8t Metric Preference 2| J| 232t O0x7FFFFFFF Ol 4, JI& 2 Preference 2| gt JIH&
Router J} Assert Router Jt &! Cf.

Metric Preference € H&0lJ| fIoi A= CtS2l B & = interface configuration mode 0fl Al &1 &l &tCt

0] A%

o

ip pim assert-preference Preference Value  Assert 0l Al X| 2| Metric Preference £ X &

(Default : OX7FFFFFFF)
no ip pim assert-preference & & & Metric Preference £ V| 2gt2 2 &

BA — =

et

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl)# ip pim assert-Preference 10

9.4.6.3. PIM-SM BSR Border

ol & ©IE{HI 0l A2 bootstrap router (BSR) HIAIXIJF 441 &= A2 21D S I AFSSHCH
BSR Border & & &5t)| floiA= Ch22 B E 2 interface configuration mode Ol Al &1 84 S+t

==l =h

ip pim bsr-border OHE CIEHHIOIAZ2 BSR HIAIXl &=41= XtEHSHCE.

no ip pim bsr-border SXE OIHH 0l A2 BSR HIAIK &S24I XS o MIEHCH.
172
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Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim bsr-border

9.4.6.4. PIM-SM JoinPrune Interval
Multicast Router = Multicast Membership 2 S XI5tJ] ®IoH A PIM-SM JoinPrune BIAIXIE &I &2

2 SPT £ = RPT 2| Routing Path 2| Upstream Multicast Router 2 & &6t0H, Multicast Traffic 2| &
@2 | XISt

PIM-SM JoinPrune BIAI X2l & D12 J|=gt2 60 &0/ 04, PIM-SM JoinPrune HIAI XIS & & =
J1E &5t flol A= G2l ¥ & 2 interface configuration mode Ol Al & 84 &HCH

=10 £9

ip pim jp-interval Seconds PIM-SM JoinPrune HIAI XISl 8&FD|IE & F
(Default : 60 =)

no ip pim jp-interval HHE JoinPrune HIAIXIS] 8EFIIE D222 £
StC.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim jp-interval 30

9.4.6.5. PIM-SM mcache check interval

K& E AlZt0LCH Multicast Traffic 2| Flooding &S £ & AtetCh. Multicast Traffic Ol 0l & S=X| &
= &%, Multicast Cache 0l M Multicast Entry £ 4! K|St Multicast Membership Entry £ 2 &I GHA|
=1

Multicast Cache Check =7[2| J|&23gt2 110 =0|C}.
Multicast Cache Check F=J| & HAGH)| M= ChE2 Y &2 interface configuration mode 0fl A
AlHSHCH

=10 &9

ip pim mcache-check-interval Multicast Cache Check =J|& & & &tCt

Seconds (Default : 110 =)
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no ip pim mcache-check-
interval

x

A =l Multicast Cache Check I8 J|2322 &3
C}t.

o

-

Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim mcache-check-interval 220

9.4.6.6. PIM-SM Neighbor Filter
MBYl L& & JA5tA 2= PIM-SM Neighbor 22 E 2| PIM-SM ZZ2E2 HAIXIE 2EHEOHIIE

dots ZR OtcHe SE8 = et

a0 =9

ip pim neighbor-filter access- Xl & =l access-list 0l 2/of PIM-SM ZZ2 &= HAIXIZE
list-number XCHEHCE,

no ip pim neighbor-filter & H &l neighbor-filter S olf Kl StCF.

Router# configure terminal

Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim neighbor-filter 1

9.4.6.7. PIM-SM Register Filtering

Multicast Packet 2 == 41 &t First-Hop Router = PIM Register Bl Al XIE RP £ & &30 Multicast
Source 2 & S56&tLt. S5 &= Multicast Source @EEOHE 26HX| &2 Source 0| H LI Group Ol
et SE0| Z&E = U220, Network 2F k= = First-Hop Router = &6tk &2 £38
Source & = Group 0l CH 8t Register Filtering 2 X &t& %= QUCH.

Register Filtering 0] & & &l ™

0l £J+=0tLt.

-

4 T

, @& & VLAN Interface Z 2| PIM-SM Register HIAIX| 8& £ = =4l

Group 2 Register Filtering S € & 6tJ| flol M= Ct=2 A = interface configuration mode 0l A &
SHSHCE
==l &9

ip pim register-filter-group
access-list-number

Paa
0

Zl access-list 0l 2|6l Register &l = Group 2 X+&t

o
[w
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no ip pim register-filter-group S H ¢ register-filter 2 6 I &t Ct.

Router# configure terminal
Router (config) # interface vlanl
Router (config-if-vlanl) # ip pim register-filter-group 1

Source & Register Filtering 2 & & olJ| fIoi A= TS 2 E & = interface configuration mode 0l A

AU BHCY.

=10 £9

ip pim register-filter-source Kl & E access-list 0l 2|6l Register &l = Source £ X+&t
access-list-number SH(}.

no ip pim register-filter-source & X &l register-filter S off Xl &t Ct.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl) # ip pim register-filter-source 1

9.4.6.8. PIM-SM Whole Packet Checksum

2 EIIM A E Originator 2 2 H & & & Multicast Packet 2 =41 &t First-Hop 0l ¥ X1 & 2IRE &= RP 2
ol Y Packet 2 PIM-SM Register 0l Al X LH Ol I & 3t04 unicast routing 2 S5t & & 8tCt 0] PIM-

SM Register HIAIXIE =418 RP = AKXl LHOI Z &= Multicast Packet 2 Multicast Membership

Entry Ol 8&6tAH S CH

RFC EZ&0 2/3t™, PIM-SM Register Ul Al XI 2] Checksum 2 Header £ & 2t H &g X| 2t CISCO 2t
SE 2 Z< Register HIAIXI & Ot H &HEICH
et A CISCO et RE 2 S8t6t0| o A= BH= Al Checksum 2| H &2 Bl AIXI & XIDF & O OF StCE.

Whole Packet Check & & &6tJ| fIoi M= L322l HH = interface configuration mode Ol Al & & &t

Ct
a0 =k
ip pim whole-packet-checksum ol Y Interface € CISCO ctRHS2 S&tot&EE &8st
Ct.
no ip pim whole-packet- & XM=l whole-packet-checksum £ o Kl &HCH.
checksum
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Router# configure terminal

Router (config) # interface wvlanl

Router (config-if-vlanl)# ip pim whole-packet-checksum

9.4.6.9.  PIM-SM DR priority

Ol et REIS0l EEl ANA UHERADN HZ2E B2, 01 S otLis 2F A2t S join/prune Bl Al X

ERPZ EUl=DR Z &S5 00k L. IP address JF 21 LI, DR priority 7t 2™ DR 2 &&=}

DR priority 2| J|=2gt2 1 0|4, DR priority & & &5tJ| |l M= Ct22 H & = interface
configuration mode 0l A & &4 5tCt

EEIY EE
ip pim dr-priority <priority> o1 & Interface 2| DR priority £ & & &tC}.

O

no ip pim dr-priority

x

& = DR priority £ DI 23t2 2 B2 CH.

Router# configure terminal
Router (config) # interface vlanl

Router (config-if-vlanl)# ip pim dr-priority 5

9.4.6.10. Candidate BSR

2t E It candidate BSR & = Z5tJ| ?l o M= Network 2| Backbone 1t &2 0| & 0 OF 8tCt. 2t H
£ Candidate BSR & & & &tJ] <ol M= global configuration mode 0l Al CtS2| BHE &S,

o o= [Se= Ry

=0 49

ip pim bsr-candidate ifname 2t E Dt BSR candidate & S& ot &5 & & SHCY.
[hash-mask-length] [priority]

no ip pim bsr-candidate ifname & A&l BSR candidate £ &l M 8t C}.

O

Router (config) # ip pim bsr-candidate vlanl 32 100

Router# show ip pim bsr-router

Local Bootstrap Router Information (state : ELECTED)
BSR address : 100.1.1.254

Priority : 100 Hash-Mask-Length : 32
Start-Time : 00:00:29

Next Bootstrap in 00:00:38
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9.4.6.11.

Candidate RP
2t 2 E J}t candidate RP 2
RP= & IPYHEIHAE =4 Z2+H0H CHoH A,

= Z510] {6l A= Network 2 Multicast Backbone 1t

L= U220 ol MHIAE

HZ 0| £/ 00F

A
e

StCY.
QL C}. Candidate

St
=2

RP = candidate RP advertisement Hl Al XIS BSR 0| Hl & &= &tHCE

2t EH E Candidate RP 2 & &5}J| 2ol M= global configuration mode 0l Al CHS 2

D:iE’c,;-i% Al

02
ro

o =
Ct.
g0 &9
ip pim rp-candidate ifname [rp- ct2EH It RP candidate 2 S &0t & & &tCH.
priority] [access-list-number]
no ip pim rp-candidate ifname & & &l RP candidate S oH Xl &tCt.
Router (config) # access-1list 1 permit 224.1.1.0 255.255.255.0
Router (config) # access-1list 1 permit 224.2.2.0 255.255.255.0
Router (config)# ip pim rp-candidate 100 10 1
Router (config)# ip pim rp-candidate 1o0 20 2
Switch# show ip pim rp
SET of Rendezvous Point (RP) Informations.
RP addr 2.2.2.2
Group 224.1.1.0 MaskLen 24 Priority : 10 Holdtime 150
Group 224.2.2.0 MaskLen 24 Priority : 10 Holdtime 150
Next Cand RP Advertisement in 00:00:30

9.4.6.12.
candidate RP 2t BSR

=2 =2o=2

Static RP

(=)

HFE % gl Network O B Z0A S
X

RP interface £ X &5t0 RP candidate 2 Al =85t DX+ & [ E& & == QUL
A& ™ & Static RP 2| E 2= Bootstrap HIAI X0l Z& T X 220, =4S Bootstrap 2| RP 2= &

&} Static RP 2| 22 =2 priority 2

StE O Static RP 2| 2 £ A& StJ| /o M= global configuration mode 0lA 22 HE S &M

o

b

s =L

380

&9

ip pim rp-address address access list number

no ip pim rp-address address access list number
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Switch# show ip pim rp

SET of Rendezvous Point (RP)
RP addr 200.1.1.254
Group 224.1.1.0 MaskLen : 24

65535 (Exp:18:12:15)

Router (config) # access-1list 1 permit 224.1.1.0 255.255.255.0
Router (config)# ip pim rp-address 200.1.1.254 1

Informations.

Priority : 196 Holdtime

9.4.6.13. Static Group

Multicast membership entry 0l IGMP & PIM-SM 2| D& Al Join Delay Time 0| 24 &l
Group 2 RP £ & Server 2t A& & First-Hop-Router £ £ £ Static Group 0] & & & EP$ EI DXl o &

= Ch. Static

Multicast Traffic 2 0|2l =418 22 M Local Sub-Network @ 2 2| Traffic &2 WEH & = QUCH
S E 0l Static Group 2 & &56tJ| 0l M= global configuration mode 0l A CtS2l HHES & SH5HT.
a0 &9
ip pim static-group <multicast-address> St E Ol Static Group &2 E & & &L
no ip pim static-group <multicast-address> & & = Static Group 8 2 Z ol HISHCH.
a0 &Y
ip pim static-group <multicast-address> to Static Group & Xl & & count 22 & & &L

<count>
no ip pim static-group <multicast-address>to  Static Group 2 Xl & & count 2t= ol &I StCh.
<count>
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Flags : C
P
J
X
Interface

Router (config)# ip pim static-group 224.1.1.1
Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

- Directly Connected Host, L - Local (Router is member)
- Pruned All, F - Register

- Join SPT, R - RP Bit

- Proxy Join Timer flag

state: Interface, Next-Hop, State/Mode

Incoming
Outgoing

Incoming
Outgoing

(*, 224.1.

(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S

1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
interface: vlanl0O, RPF nbr 10.1.1.2 STATIC-GROUP
interface list: Null

interface: vlanl0O, RPF nbr 10.1.1.2
interface list: Null

total

(*, Gy + 1, (s, G) =1

9.4.6.14.

Static Join

£ & &t Multicast Network 2| 22 0f (t2t A Multicast Membership 0l Ot 2l & Member Jt =M otXl &4
= Network 2 X| 2t Multicast Traffic 2 & 0F & BRIt ALY

0l24st &2, Multicast Traffic 2 & &3 0F 2 Network 2| VLAN Interface £ Static Join 2 2 & & 5™
Member 2| EM 7R E ZAGHAI 210 X8 = Multicast Traffic Ol Hl = Forwarding = Ct.

2t E 0l Static Join 2 & &StJ| 25 A = global configuration mode 0l M CtS2] Y& S AHSHCE
=0 49
ip pim static-join multicast-address IFNAME ctRE Ol Static Join @2 E & & &L
no ip pim static-join multicast-address IFNAME A& = Static Join £ E ol Ml StCY.
=0 49
ip pim static-join multicast-address IFNAME to 2t E 0l Static Join 32 E XI& & count
<count> o3 4 F sl
no ip pim static-join multicast-address IFNAME to & & &l Static Join 2 25 XI & = count 8¢
<count> 3 oIS
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Router (config)# ip pim static-join 224.1.1.1 vlan20
Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit
X - Proxy Join Timer flag

Interface state: Interface, Next-Hop, State/Mode

(*, 224.1.1.1), 00:00:02/00:03:01, RP 192.168.1.254, flags: SRX
Incoming interface: vlanl0, RPF nbr 10.1.1.2
Outgoing interface list:

vlan20, Forward/Sparse, 00:00:15/18:12:15 STATIC-JOIN

(20.1.1.254, 224.1.1.1) 00:00:02/00:03:01, RP 192.168.1.254, flags: S
Incoming interface: vlanl0O, RPF nbr 10.1.1.2
Outgoing interface list:

vlan20, Forward/Sparse, 00:00:15/18:12:15

total (*, Gy + 1, (s, G) =1

9.4.6.15. Static Multicast Route Path

PIM-SM 2 Unicast Routing Protocol S JIBt2 2 =& 5tCt. o Xl 2F Network 2 &2 0ILt et EHSl 2
20 et S3 8 Multicast Group Ol LE Multicast Server 0fl CHaH Route Path £ Unicast Routing
Protocol 01212l 222 X &EGIH 28& &2, Lt3 13t £ 0] Multicast Route Path £ global
configuration mode Ol A CHS 2l S S A ST,

& & = Multicast Route Path = PIM-SM 0l A Bt 2 S8 Z 20|14, Unicast Routing Path 2 Ct &1 st
Ch.

EEN €9

ip mroute path <address/prefixlen > <neighbor- ct 2 & 0l multicast route RPT/SPT path
address> B E E&&¢&tC.

no ip mroute path <address/prefixlen > <neighbor- & & & multicast route RPT/SPT path &
address> 2 E ol MIStCt.

Router (config) # ip mroute path 10.1.1.254/32 20.1.1.1
Router # show ip mroute path
Codes: S - Multicast Route Path, G - Multicast Group Route Path

S> 10.1.1.254/32 via 20.1.1.1, vlan20
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9.4.6.16.  Multicast Route Entry XISt
Multicast AlHI A E K BotsE 2 E System 2 System LH 2| Resource I+ & = 0| Ch. (2t A Multicast
Route Entry 2| Ji =5 HISt5t04 0F2F QA & Ol Multicast MEIAE XISHLZ MBE =+ UL

Multicast Route Entry Ji =E XI&t6t0| 26l Al = global configuration mode Ol M CtS2| HE S &3
5HC}.

a0 &9

ip mroute max-entry <1-250> Maximum mroute entry J{ =& K| & &t
Ch. (default: 250 i)

no ip mroute max-entry & & = multicast route entry Ji =5 ol Xl
StCF.

Router (config) # ip mroute max-entry 150
Router (config) # exit

Router# show ip mroute

IP Multicast Routing Table

Timers: Uptime/Expires

Flags : C - Directly Connected Host, L - Local (Router is member)
P - Pruned All, F - Register
J - Join SPT, R - RP Bit

X - Proxy Join Timer flag
Interface state: Interface, Next-Hop, State/Mode

total (*, G) : 0, (S, G) : 0, max : 150

9.4.6.17. Switchover Recovery Delay

PIM-SM 2 Xl & & mcache-check-interval OICH F=J| & 2 2 Source == RP 0fl L &t RPF £ 2 AFSHCE.
XN & & RPF 2Lt Short-Path-Tree Jt ZM{ot= & 2, PIM-SM 2 Short-Path-Tree £ = Al Switchover
StCh.

AMAEC| Upgrade E ?I8t 2IRE E2 0|32 21610 Network &H|2H 2H & =7 Al Network &
O 2 QI3+ Multicast Traffic 0l S &&= S A0 g =~ QUL

Oledst &2 EXE 57 Al Network 0ff £ & & Unicast Routing 0| Static Routing 2 [ 2 & =~ Q)
S M, 0l 8t dats & XI6tI| 2ol M= Switchover E Delay ol OF StCt.

Switchover Recovery Delay € “0’2 & &&ot= 32, M 2 =7 = SPT Switchover S % 2 GtXl
&=Lt

Switchover Recovery Delay £ & & 5tJ| </ Al = global configuration mode 0l A CtE2 HE S & &
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StCt.
=N 49
ip pim switchover-recovery-delay <0-300> HH =, 2320 st switchover £
delay StCt.
no ip pim switchover-recovery-delay & X =l switchover recovery delay & &2

E off Ml StCt.

Router (config)# ip pim switchover-recovery-delay 120
Router (config) #

9.4.6.18. fast SPT switchover

RPT join & Multicast traffic 2 4= &I 5t XHOFAF SPT 2 Z AMIoH 0F & & 2 global configuration mode 0l A
(e Hd2 Al

O ocoo=2 =2 O

=0 49

ip pim fast-spt-switchover Multicast traffic & ==& GHAOLAL SPT 2
E X ot= 5 StCt.

no ip pim fast-spt-switchover & X <l fast-spt-switchover & 2 i Kl
StCF.

Router (config) # ip pim fast-spt-switchover
Router (config) #

9.4.6.19. RPF Load-balance

RPT =2 SPT 0l tHaHl Metric 0| S &t RPF Interface Jt StLt Ol & =M E & <, PIM-SM
Group & 2 24t5H0] Upstream Neighbor @ 2 £ & ol & Multicast Traffic 2 =418 %= U
0l 218" RPF Interface £ Load-balance 2 X & & &<, Multicast Traffic & 0421 Interface £ E2/otX
A5 @22 M Bandwidth 2l 222 =2 & QU
&2 M= S0 201 Multicast Route Path £ global configuration mode Ol A Ct22 Y& 2
c

A

wowx A

02
rol

A
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20l EE

ip pim rpf load-balance 2t E 0l RPF Load-balance £ & & &t
Ct.

no ip pim rpf load-balance & X &l RPF Load-balance E 2 Z i Xl
SHCF.

Router (config) # ip pim rpf load-balance
Router (config) #

9.4.7. Display System and Network Statistics
H9-2IPHENAE ciE 28 ZLIHE HEN
=0 49
show ip igmp groups SAES0| JtYer HEIHAE D=2 BEHECL
show ip igmp interface OIE{HIOIASS HEIHAES 23 HE=2 EWHE
show ip mroute ZHEPHAE ctREY HIOIE2 WHEs BEHELL
show ip mroute path AN HEHAE tRE B2 HES EWHELL
show ip pim interface PIMO| 8&& & CIHHIOIAN LSt BEE 2 ELH.
show ip pim neighbor PIM neighbor 2 £ &L,
show ip pim bsr-router BSR 2t <HO Cist EE2E EWH &L
show ip pim rp RPOI st 32 E 20 =L
show ip pim rp-hash RP-HASH 0fl CHst 2 E 20 &L,
H 3IPZEIHAE 228 28 83 ol Al
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vlan 10

!

ip multicast-routing pim-sm

ip multicast-routing igmp-querier

!

interface gil € Jt2 X port

igmp-trap

!

interface gi24

switchport access vlan 10

!

interface vlanl € Outgoing interface

ip address 1.1.1.254/24

service-policy mcast traffic filter € JI& A Multicast Traffic Xttt
ip igmp

ip pim

ip igmp leave-timeout 300

!

interface vlanl0 € Incoming interface

ip address 10.1.1.254/24

service-policy mcast high queuing € High Queuing
ip pim

ip igmp leave-timeout 300

!

interface ethO

ip address 192.168.0.102/24

!

!

flow-rule mcast high classify ip any 224.0.0.0/4
flow-rule mcast high match queuing-parameter 7
flow-rule mcast filter classify ip any 224.0.0.0/4
flow-rule mcast filter match drop

!
policy-map mcast high queuing flow-rule mcast high
policy-map mcast traffic filter flow-rule mcast filter
!

ip pim bsr-candidate vlanlO

ip pim rp-candidate vlanlO

|

ip igmp query-based-port

184
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solutlon

10

JEDREYF
(RIP & OSPF & BGP)

= H0lAE U000 AleI = ALIXIOA AF2 JtsetIP RLINAE 2tRE Z2EZ S0 HolA D=
StCH = Ho &HS2 AMEXIL0I0I IP SLIHAE URE 0 et U=8= JtZotd UL BreF P
SLHAE t2E 0 A=S6HA ZFOHE, OIS 22 XSS 16| it

RFC 1058 — Routing Information Protocol (RIP)
RFC 1256 — ICMP Router Discovery Messages
RFC 1723 — RIP Version 2

RFC 2178 — OSPF Version 2

RFC 1771 — BGP Version 4

10.1. CIREY IZ2EZ2 R

U9000 Al2lE ARIXl= IP SLISHAE 28 ZZEZZ A Routing Information Protocol (RIP),
Open Shortest Path First (OSPF)E X[ & &tCt. &£ &t inter domain 2t & 2 ?IoH BGP4(RFC 1771)E

NN NENEN

KX & StCt.
RIP 2 Bellman-Ford (£ = distance-vector) £ 112|& = J|Bt2 2 &t distance-vector T2 EZ2F 2| of
L+OICt. Distance-vector 2 12|E2 =& S ASEEHH S0 L8 2HoHH =5 = UCH

J|gte 2 &t link-state T2 E£22| 5tLIOICH. OSPF = RIP 2

ujo

OSPF = Dijkstra link-state £ 11¢2|&
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solution

Ct =3 £EZ& MZ2 Interior Gateway Protocol (IGP) ZZ2ZE 20|01, =<2 =&st UEK N A

RIPE AIEES22ZM Zdot= 0] EXH== ol ZotRULH

r

0
H
Jn
ol

10.1.1. RIP Cf OSPF

RIP 2 OSPF 22| Xt0|& 2 distance-vector T2 E 21 link-state T2 E2 12| XI0IE W UCH
Distance-vector T2 EZ2S A E6l= 20, 2 2IRHE=E 2 & CIRHZREH 22 F2E Higez
228t 2IRE HOI=2 MASICH Link-state ZT2E22 AMEodte FR0=, RE 2RHe

& S8 5tLtel et

AS(Autonomous System) LS| 2 E CIREHSZRH 22 2 E Higoz M4E
o
T

LY HOIES SIS 2 2tRHE= IS REEZ 6t= &S B Z E2|(shortest path tree) S M4 &t

Ct.
RIPEIZEZSS IIE 2 ¥E8=2 dHE2=2 2HH6H0 Oloiioho| I &1, #1801 E0lotCh= 22 0IC}. Ol
et IESZ 2ot Qe D)2t SO A A2 HECZ B2 WERAIN HEE 0N L

RIP2 LSl &2 2HE22 2ot0 #2Jt 2 UERADN HEE =0 A0 A Hets JHEC

Source network 1t destination network 2t2| hop ==} 15 2 H|&H&lCt.
A 2tRE HOISS FIM B2 WAL 2ol HX L2 HAZ0| AR

v
v
v L@l 2
v
v

[l

Ct.

Hop count 0l 2I6t04 &t E 22t 2 EIH link cost & delay 0l CHSH JHE Ol L.

HESHQI g0l SiCt.
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OSPF = RIP 0l ol CtS1t &2 H &S JHAl D UL

Hop count Ofl XI&t0l &iCt.
Route update = #3101 A S MO LEIHAEE S SHCE
S =&

2 Ml link 2l cost & 21t & 0dd 2t2EI= A0l 2l Load balancing & XI & &Lt
HE/ADE area =2 LI=0 HSHQ ES 22X E K& &t

D U N N NN

220 ZT2ES0 UEt MR A2 OS Z20lA TEII2 &tHCh

10.2. RIPIHR

RIP = 1969 H 2 H Advanced Research Projects Agency Network (ARPAnet) il M HS2 2
=

Interior Gateway Protocol (IGP)OICt. =& &2t 7 22| homogeneous & U ER 22| Al
DOHE|RUCH

g Helo WERADNKS 21X B=2E 2Fot)| o, RIPE AME |
Z49 hop = It A= 32 S=ELL UIOIEI 8EEHE 22 2122 ¢RHE otLtel

hop 2 2 2+=F=8tCH.

10.1.2. ct=E HIOIZ
RIP £ ALZ5HE 2tRE 2l 212 HI0IZS 228 2E SHA WIEXA0 O
Ch 2t 2t ElOIZ22 HERIE TS D

o
e
Im
o
1]
J
=
kJ
30

S

4

- A

|UERA2IPFA

A X UE<SK A0 CH St metric (hop count)

G 2t EH2A IPF4A
=

clot OtXI2te 2 HAlE 0|22 Al2tE JISot= EHOI0

==}
=
== S|
=

SNEENEENIEN

2t E/= 0§ 30 & (default value)OC IHEYD EZZX 0 HBO| LA

FIHOCR, L= HX =N =R
(triggered updates), & HZEH U= 2E 2 SEHSD update HIAIXIE wetetCh 21 & & et*RH
Z2H ctRE ZE2 B2 J20I2 832 180 x)S 0t update HIAIXIE #=AIGHK R56tH oI E

ctREH2S HZ0l O 014 RE0tK @2 A2 JtEetTh

10.1.3. Route Advertisement of VLANs

VLANO| IP ZAS NG E X0l ANOHIP S 212 SIS S0 UK LA, RIP S 212
S ORE22 AIRSIN UYCE HHC0 UCH RIPOR HEUS MEE 4 gl IP FAS Y
SIODIA, RIP S AIRSI0H IP 2IREIS $+85IE2 SREN US VLIANS THAlo| JEUS dH
BHCH.
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10.1.4. RIP Version 1 vs. RIP Version 2
RIPv2 = RIPv1 & HAEE MG Gt &2 JIs0| 2HEEULCEH
v' Variable-Length Subnet Mask (VLSMs)
v" Next-hop address
= Next-hop address 2| A&
v ZEPIAE
= RIPV2 = 4R8 Z2EZS2 XI&0HX

2EPHAE S K& St

10.3. OSPF Il &

OSPF = &tLt2l IP = 02! (Autonomous System, AS)0fl =3dt= 2tREHE 2
= link-state ctRE Z=2EZ2| 2 E0ICh Link-state 2tSE ZZ2EZS0AM

—
A= O

autonomous system 2| EZ =2 X0l CHst CIOIEHHIOIAE S AIStCt delott]
StOIOIEHIOIA S JHXIA =L,

Link-state DB (LSDB)Z 2 H 2 2tHBHE= XIS t
ZH ZZ2 Ecl= ASUS 2 SHEX0 et B2 E H38HC
o

MN— = —

HE &0 &

Ol 220t ALY, EcHBHE2 0| B2S2 =2 &0 2 = UL
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10.3.1. Link-state Database

=)=t Al, 2t 2tSHeE a2 2IHHIOIA 220 CHE link state advertisement (LSA)E & &S 6tHCEH
LSA = 2 ctE 0l 2ol A #&EI o 2 Et? E12] LSDB 0l S JtAH S Ch OSPF = 2tE 2H0ll LSA
£ ZHotD] fIoHA flooding £ 12IS tESHCH et E E29 Hate UESRIAY LE 2HRHE
Al &5 &0 &CH SHLES areaLHQI 2E PEHSS ZE6l SLs LSDB £ DAL O3 <H

10-1>= LSA type number E 20 &=L},

o o

H 10-1. LSA Type number

Type Number Description
Router link
Network link

Summary link

AS summary link
AS external link
NSSA external link

~N oA~ W N R

10.3.2. Areas

OSPFUlAM= UWERAAS 2 R2&0| otLtCl area =2 S HE &= ULt Starea LHUIAS EEZ X =
autonomous system L2 LIH Xl area 2 22l ZF0 &L 0 E2E dF= A2 LSAEHE 2
AGst 2AE JsotH ot0d, £5t LSDB £ | XIot)| fIoh 2 28t H S 2 A AI3ICH Area LHOI A 2

REE2 Jarea 2l ESZ X0 2oi A 2 & Ch.

u

oh
(_1

OSPF UM = Gt 22 MK Bt 2 2tREE F 2l &t

v Internal Router (IR)
ctREH2 2= AIHHIOIADL S LT area LI Z& &= et H.

v Area Border Router (ABR)
02l area Ol CIEHHIOIAZE JHXI D Y= 2hRE. T2 ABR &1 summary advertisement S
wetote A s g9 st

v' Autonomous System Border Router (ASBR)
OSPF & CtE2 ctR8 ZZ2&E 2, = C+2 Autonomous System Dt2| HOIERI02] H&ts
S Yote etRH.

10.1.4.1. AREA O
OfLt Ol &2l area & E &3t A= OSPF I|B HIERI A= BE0lct 2l
BEE Al JFRI LD /U OF SHCH. Autonomous system 2] 2 area =2 BHEA
HERAIE EHE f,area 0 2 AIEGI0 CI2 area E2 &2 A

ea0 = BAE area S

are
RE 0l 220l &/ 00k 8L

BHE2 ABR = AFOI 0l summary information O W&t& == UAES 6l 2= ABR=2 UE 2= ABR

-/
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Z2HS summary E2E =0t ABR2

2 £ = advertisement £ A IHE0FAM XHAIO| =6 area 2
2o D= HELKANK S distance & D& S

FAHotH 222l advertising 2t RE =0l 42 distance

10.1.4.2. Stub areas
OSPF M= §& area JI stub area 2| EEZ & %= UL, stub area = & 6tLIS)
[e]]

(_|

IE area Ol &

tub area 2= =

—

EICH Stub area £ HZol= area= B2 area 24T UL external route E 2=
A

B &I Xl & =Ct. Stub area = OSPF ¢t E 2| BIZ22|2t HatS =011 ?/IoH0

10.1.4.3. Virtual links

HEN A HZBS JHNLD AKX L= area E FIMOH0F dt= A& 0 M= virtual link JF AFE & CH.
Virtual link = B2t AZ & area 2 21t @%OI T Xl 2= area AH0I2] =2l &l Z2E MBSt
Virtual link = 32| area £ JtXl= & ABR ALOI0ll &8 & 0{0F &t0H, O| = &tLIS] ABR 2 22t A

Z2 &0 A0k etlh.

10.3.3. Route Redistribution

RIP 2 OSPF = A X0 A SAI0 AF2E £ ULl Route Redistribution 2 & 2IRE T2 EZ ALO|
Ol Al 2 static route & Z&tst tRE B2E WEHs

r@

4 AT B

S
= ML=

g & QUCt ot et

=0

b Notice  HI= RIP 2t OSPF Z2E 20| SAI0I ASIXIOIA SX
©, 51O VLAN Ol & Z2E22 SAI0 251K 2
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10.4. Border Gateway Protocol (BGP)

AUANT B2 A2 S0, BGP £ A2 WERAIL AZE ol == Exterior Gateway Protocol(EGP)
OICt. =, A2 CtE T 02/ (Autonomous System, AS)2H0ll 2t E EEE =1 22 = AL E HER
3 RS 32 E 2A2|stlh.

BGP 2 X Bl HAEZ2 RFC-1105 =% 1989 & 6 0l ZH EHRUACH & HM HEES RFC-1163 22
1990 H 6 E 0l &H A2, Al B HE 2 RFC-1267 2 1991 HO0ll, Wl HMH &2 RFC-1654 2
1994 & 7 0l &HE 0 RFC-1771 2 1995 & 3 2 0l JHE UL 0l HHE =2 X+l 2 BGP-1, BGP-
2,BGP-3,BGP-4 2 =cl1 UA2H, S LN AN= BGP-4 It ALEE1) A2 M, P8600 Alcl & A

X ME BGP-4 & Xl &ot] UALH.
Oldst BGP-4 &2 A2 UES =4 3202 =258 AAES &3 AL =2 E CIDR
(Classless Inter-Domain Routing)= Xl &0ot1, ¢tRE HOIS2 LA SIH0 CHSot At &0l

Ct.

10.4.1. BGP &
BGP Z2E22 TCP R0 A SRECH [2iA 018 SHO [HE FHD &F

fujo

=0 =0

DE WA MO IISSSTCPO A=so2H ZZE20| N o XIH SCH 02ld TCP A0l A
SHEOCZM CREHS 2H0l WEE = HI0IHS0I A28 JUAN MEEH, 2E FII2 A HOISS
MES Gt A “incremental updates”E AtE SHCE.

BGP 2 &= HAIXI= 19HI01E2 1&F 20| oltIE 2210 U220 OHXIS 8 BFOIEDE BIIAIXI 2] Ef
&= JtelII El=0l, 0lei gt HIAIK et 2=

1. OPEN
2. UPDATE
3. NOTIFICATION
4. KEEPALIVE
Ol RAUCH.

1) =21 s&

BGP £ XI2dl= 2IRHES ZE 1790 M BGP HZ S JICI2ICH HZ 832 2dle R &
CHe ctRES ZE 1792 M TCP HE S A EGICH & 0| 48T, 2 2tREH= 229 It
ctOIHSE S4&G6HD] 2ol OPEN BIAIXIE =1 2=Ct. 0l OPEN BIAIXI S TOet0IEHE0= , HE
HH, ¥E 2tRE2 AS B S5, hold-time, identifier, 1€t =& &0| UCL. Identifier 2 == Y BGP ct
SHO IPOIHHOIA =48 =2 otLIE MYot=dl, 2 S B = otLtSl identifier £ BHE Al &1 Ed ol
Orotd, 2= BGP HZ0AM BGP i3!S MEot=0 AtE&l= QEHHOIAN &22101 O %S AIS

StCF.
191
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(2) Update

2o HH0| £85H, BGP ctRHS2 “update” HIAINSS =1 &=Lt 0l HAIXIO= WA JHE

path attribute St £ JIsS&t HERD 822 012 HAM UL Ol HIAIXIE =416tH, A X= Ul
E/I0 SEot=0 MDD JUs S B2 2 Ul wotCt 2He A B20t 01X 22 20 o #OH
<S8 HOIE2 d4lE 10 (HSot= SUO0IEJ UOIHE=2 ELACH

(3) Keep-Alive £4

OSPFOIAXME BGP ctRHSZ2 2 WOIHES HZHEE NSH LIHE 2RI JUCH 012
ol BGP &= F=J|X 22 KEEPALIVE HIAIXIZ &&6HCE 0l | | 19 HIOI E2| BGP il G
20t 2 EHME UCH 0l4e =IIHQI ME g2l hold-time 2 UM st HZ dF A OPEN
HAIK net S0 Z2EECLOZEZ 90 =0t &8 T UL

(4) Error Notification
0t BGP ctREI X AL It [}= HAIXE =4IGHH &= &A%, &2 hold time 0
2

NUEE H™ HAIXSE 22X 26t 82, &AHEH A notification HIAIXIE BEHOZMN MiE 2
FH =CH D2lotd, d™ = TCP HZ0| IFAASEA ol M= CH

10.5. RIP &&

10.5.1. H3EN

P8600 Alcl= ARIXINAME RIPY1/2 0t XIRAZ D J=0,RIPEZEZ tEotJ] PllM= RIP E
2d 3t AIAOF StCt.

RIP E gd3al otl= EXt= U5 £

1) Configuration 2 =0 Al router rip £ 2= &Lt 0|2 H ot rip 2E 2 &I &L

’ router rip ‘

2) Rip 2E0IA RIPE 228 YEYIS X F5HCH.

‘ network ip-address ‘

192 U9000 Series User Guide

ST



/_//

0 0|2 0|2510 RIP I} EX6I= SX YEJDS AFS £ =0, 0|2 S0 192.168. 0.0/24
HERKRIUH RIPIIEAEZ N QUCHH 192.168.0.0 M| Al 192.168.0.255 AI0|2] BE =AJIRIPZE S&
5 EICH 0|2 H SRS HHOAS S510{ RIP 11310 24 Al [},

LSS 80=2 RIPE #8ot)| ?loil ALE&E= JASO0ICH Ol 6t RIP E 243t A2 0ls
AFZEXS 220 et st €2 g5 €80t RIPEZEES 282 = UL

| default-information originate ‘

e RIP J}I otL+2| default route & &2l= 212 MO SHCH.

default-metric <1-16> ‘

s Of POI St EIDL GHLE Ol &2 IP IR E Z2ESS Scle ZR0t JULE LU R ZIZ2ES
2 224 M2 & metric2 It JALCH GIE SH RI
cost £ JHAl ) QUL otLIS etREY Z2EZ0I UE
A tRE metric S UE ctRE ZZ2ESZ B E AIAHOF SHCH

* metric 2| HE =2 2ol AHS &= HEO0| default-metric 0| Ct. Redistribute routes 2| gt =2 <1-16> Li
Ol A & e A O SHCE.

P 2 hop count, OSPF = dimensionless
ctREY Z2EZ22 01206t 32E Z &0t

distance <1-255>[A.B.C.D/M] [WORD]}

* Administrative distance 2| gt L& ot=0 AFE8LE. 0] gt2 Hel= 1~255 OICH RIP 2 J| =23t
2 120 0/, otLtel 2tE AIAEHONAM BtLE Ol&QSl 2tRE ZZEZS0| =10 U2H 0
administrative distance gt2 A& &t

o OO 2tREHOWAM RIP 2t OSPF ctR8 T2 &E20| s&0t0] YH A2 J=zE Z28E M RIP
Jb OtLl OSPF 2 ZJ &L O 0l)= OSPF 2| distance 2t =

2tRE = distance 8t0| B2 B2 E HESHL). M2tM 2 otCHH
ZRIP HFZE EFE = ULE =PS
e ABCD/M UIERAE EF0ol0d E& UERA distance gt2F H3} AlZ =& QUL 0] (s

NACIAEE £8E &= UL

A

distribute-list {WORDL1 | prefix WORD2} {in | out} [WORD3]

* Incoming & = Outgoing 2t & update Al 2 E & S dtJ| /o AHESHC.
e WORD1: HHA CIAEQ OIS

* WORD?2 : IP prefix-list 2| 0| &

* WORD3 : interface name

* In: Filter incoming routing updates

* Out : Filter outgoing routing updates

neighbor A.B.C.D ‘

« HtZ 21 &EGH U= 218 2tREH2 HEAdAE NEHHE=C.

network A.B.C.D/M ‘

* rip routing & 43t AlZ IP network Xl &

U9000 Series User Guide 193




PON P

4
(u]

o UM HYS HHSS HMOIHL CIZEE U222 2 H2rEE0 2ol 25

ol

un

Il <

‘ offset-list WORD {in |out } <0-16> [ifname] ‘
* RIP 2 metric 2t St AIIIHL Bl Ol ALZSHCE
e 0] ¥E2 standard list £ 0/25l0 incoming OlLI outgoing RIP update & [0l metric, hop
count £ Z&5t= Ol AHEEHCH
* WORD: HAA 2IAEQ OIS
* In:incoming update Al offset & =&

0|

» Out: outgoing update Al offset & =+

* <0-16>: offset 2| gt

passive-interface IFNAME

* IFNAME 22 X & & QIH 0l A0 2t <8 update E 1| A2I=0I At=E L.
o 0] ZE S ctRH2 EF AUHHIOIAN H2AIIIH oY CIHHOIA= outgong_IE 22 &

JotAl E=Ch dedL etRE 22 =412 A St

aal

‘ redistribute ospf [{metric <0-16>} | {route-map WORD}] ‘
* OSPF =022 RIP 28 &E E Redistribute ot =0 AFZ = Ct.
* WORD : route-map HEZ2|E JtelI|l= 01

‘ route A.B.C.D/M ‘
e RIP 2| static route £ & &ot=0l AF= S CH

‘ timers basic < 5-2147483647> < 5-2147483647> < 5-2147483647> ‘
e 0| ZZEZ20A AMHEE = EIOIH gt2 =& StHL.

* X2 g2 Routing table update timer gt0| ) CIZE 2t2 30 0| &%= second
o S B 3t2 Routing information timeout timer 2t01 11, CI2 E 22 180 0| &2 = second
* Nl Bl 8t2 Garbage collection timer g(01 12, CIZE g2 120 0| &<l = second

version <1-2>

s RIPEZEZS SH HES &Feth. V=2 €8 gt2 8i& 2 0ICH
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10.5.2. RIP #4
08 <18 10153 22 WERYT PHEE

r\/ﬂj
C vlan10: D)
\32.168.1.1/24

R
Router A
vlan30:

10.1.30.1/24
(/*1/"__“\
C’ vlan20: >
o]

92.168.2.1/24
= =

SolHRIPEZEZS 24 M€ &H=CH

Vlan40
192.168.4. 1/2

\-L_i_/
Router B

vIanSO.
10.1.30.2/24
/—f7—1\

C vlan50: ﬁ)
\32- 168.5.1 /24J

e -

J8 10-1. RIPE EFS UERI UM £€3 & P4

ct2E A ctRE B

vlan10 192.168.1.1/24
vlan20 192.168.2.1/24
vlan30 10.1.30.1/24

vlan30 10.1.30.2/24
vlan40 192.168.4.1/24
vlan50 192.168.5.1/24
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SFE 2 AHHIOIAN RIPZZEZSS 43 AD|J] ?loll CHS2 EE

Mo
=)
i
o
[l

Router A &3
Router config) # router rip

config-rip) # network 192.168.1.1/24
config-rip) # network 192.168.2.1/24
config-rip) # network 10.1.30.1/24

Router A(config-rip)# end

Router
Router

g

(
(
(
Router (

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vl1an30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2

R> 192.168.4.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42

R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:01:42

Router A#

.0/24 is directly connected, vlan20

Router B &3
Router B(config)# router rip
Router B(config-rip)# network 192.168.4.1/24
Router B(

B(

Router

config-rip) # network 192.168.5.1/24
config-rip) # network 10.1.30.2/24
Router B(config-rip)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route
C>* 10.1.30.0/24 is directly connected, vlan30
R>* 192.168.1.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5
Router B#

.0/24 is directly connected, vlan50
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10.5.3. Distance & &
<12 159 WESYT 2HC0IA 2H2H B2 distance 2HRIP Ml Al CIZE 2 120 0/CHE distance

PSS S0l 130 22 HHHE XL

Router B(config)# router rip

Router B(config-rip)# distance 130

Router B(config-rip)# end

Router B# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vl1an30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40
5

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

FI0A 20| distance 201 120 0lAl 130 22 HI# 2= 2 4= UCH Ol H EF WE K A2 distance
S BHAGIDAN SHCE O] MHe BfH2 LS 20 WERK DS e A2 &8 S Tsel Us
22 848 &H2 CHAl 80

Distance g{= | HHZ ot ™H ChS 0 2L,

Router B(config)# router rip

Router B(config-rip)# no distance 130

Router B(config-rip)# distance 130 ?

A.B.C.D/M 1IP source prefix

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 ?
WORD Access list name

<cr>

Router B(config-rip)# distance 130 192.168.0.0/16 1
Router B(config-rip)# end

It 20| &Fdl= 2 &= 192.168.1.0 2| distance gf2 130, 192.168.2.0 2| distance g2 12022

& Gt A ob= Ol UCH
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IO EF0| Z2LIH OI Ml A M 2 distance gt= & &06t)| ? &t access-list & & & &L},

Router B (config)# access-list 1 permit 192.168.1.0 255.255.255.0
Router B(config)# end
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.1.0/24 [130/1] via 10.1.30.1, vlan30, 00:02:13
R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:02:13
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B(config)#

10.5.4. Distribute-list & &

OF&DIRIZ 22 oMl WEKIWAM StREIBE 2HREH ANA 210 &= 192.168.1.0 HIEK A9 &
25 MMt 8L 0] R0 TS 22 =AU2 HYolH =0 HH 2H2EH B2 RIP Z2A
A0l distribute-list & & Al2/CH 12l 10 access-list S AFZ20H0F 8HCH OIS =AHE 83 &t

24) Access-listE 0| &0l 2tREHBZ EH2= 192.168.1.0 HIERAE L OtE At

Router B(config)# router rip
Router B(config-rip)# distribute-list 2 in
Router B(config-rip)# end

8= access-list & & &SHCEH O|E H & & Bt= 0

9 = 192.168.1.0 2 &
slZsttt= 2/0/0ICH

10

25) Ol Ml 192.168.1.0 22
oFet ) LMK B2 &

Router B(config)# access-list 2 deny 192.168.1.0 255.255.255.0
Router B(config)# access-list 2 permit any
Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

R>* 192.168.2.0/24 [120/1] via 10.1.30.1, vlan30, 00:12:15
C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

26) 2H2E AOIA Q=

1
ol ZHE =S MEE S € = UL

O
N
'_\
(o))
(o]
'_\
o
o
Hu
rr
2]
m
o
tn
$Q
o
o
it
4

QUCt “show ip protocol”S

Router B# show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds with +/-50, next due in 5 seconds
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Timeout after 180 seconds, garbage collect after
Outgoing update filter list for all interface is
Incoming update filter list for all interface is

Default redistribution metric is 1

Redistributing:
Default version control: send version 2, receive
Interface Send Recv Key-chain
v1lan30 2 2
vlan40 2 2
vlan50 2 2

Routing for Networks:
10.1.30.0/24
192.168.4.0/24
192.168.5.0/24

Routing Information Sources:

120 seconds
not set
2

version 2

Gateway BadPackets BadRoutes Distance Last Update
10.1.30.1 0 20 120 00:00:05
Distance: (default is 120)
Address Distance List
192.168.0.0/16 130 1
Router B#

rr
"y
nio

27) OlMl ct<H BJt192.168.4.0 B2Jt HE B2 =2 LI}
Jl2 otAt.

ot
=

rr

Router config)# router rip

Router config-rip)# distribute-list 3 out

B(
B(

Router B(config-rip)# exit
Router B(
B(

Router config)# access-list 3 permit any

config) # access-1list 3 deny 192.168.4.0 255.255.255.0
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28) OIXl ctRE A2 ctSE HOIES £ 192.168.4.02 220t @0 2K Z=lies XS € = U
Ct.

Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

R>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:20:04
Router A#

10.5.5. Offset-list & &
Ol Ml offset-list £ OIS0t 4tRH AZ SH2E= 2 E incoming RIP 2E 2| metric g8t 2 It AlA
2 X

Router A(config)# router rip

Router A(config-rip)# offset-list 4 in 2

Router A(config-rip)# exit

Router A(config)# access-list 4 permit any

Router A(config)# [Ctrl] + [z]

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,

B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, valnlO

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [120/3] via 10.1.30.2, vlan30, 00:06:26
R>* 192.168.5.0/24 [120/3] via 10.1.30.2, vlan30, 00:29:04
Router A#

fulo
ne

KA 20| 192.168.4.0 It 192.168.5.0 2| metric 8{0l 3 22 St HAUAS
distribute-list 2 20l outgoing = & & 0| Jt=6HCH.

10.5.6. Passive-interface &8
AREHS EF AHHOIAN HE2AIIIH oY 2AHHO|A = outgoing &= 228 &1
I1E S8 Usw 20 WM WEHINAM 2t=2E A 2 vian30 0l passive-interface & &

= 2E 322 2X0 2tREH B= 2tREH AJtvian30 M Bz RE &2

=)
ol

d

59 0
nrow
nc 4o L2 o

-
= o5

AT

[ ol

S -

2 2

2

©
Uy oz

Router A(config)# router rip

Router A(config-rip)# passive-interface vl1an30
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solution

Router A(config-rip)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

R> 192.168.4.0/24 [130/1] wvia 10.1.30.2, vlan30, 00:14:28
R>* 192.168.5.0/24 [120/1] wvia 10.1.30.2, vlan30, 00:37:06
Router A#

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30
C>* 192.168.4.0/24 is directly connected, vlan40
C>* 192.168.5.0/24 is directly connected, vlan50
Router B#
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=ren

10.6. OSPF & &

RIP 2 Ot

I3

my

Ct.

(1) Config 2E 0 A ospf 2E2 &I 5HLL

IXIZ OSPF 22 E T2 E 2= AIE0td ™, OSPF £ &3t A5 =010 8Lt 1 B Xt

| router ospf

mon
(‘D
QO
]
>
0
o
[l

(2) OSPF Z2E22 2435} A2 IEYTS 01210] &

‘ network ip-address/M area (area-id | area-address)

eGS0l 28&Hs EE== 01&0t0H 2

o

OIZ2Hl ot ospf E &4 3t AlZ!

SHNEZZEZSE MEE = UL

30
0

10.6.1. EE0
C+82 OSPF £ £ &at)| U6 AIZ Sl FE0ISoIT

XS 272 20

router ospf OSPF oI AEHASE MAHGH| K8 HE N OILCH.

Router# configure terminal
Router (config) # router ospf
Router (config-ospf) # ?

router ospf Y &S F0 LIEtHL= B3NS 2IAE= T &0

02
i
10
02
o
=

E 10-2. Router ospf & =

gg0 &Y
area OSPF area parameters
auto-cost Calculate OSPF interface cost according to bandwidth
compatible OSPF compatibility list
default-information Control distribution of default information
default-metric Set metric of redistributed routes
distance Define an administrative distance
distribute-list Filter networks in routing updates
end End configuration mode and return to EXEC mode.
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— =
exit Exit configuration mode or close an active terminal session
Help Description of the help system
neighbor Specify neighbor router

""""" network Enable routing on an IP network
no Negate a command or set its defaults
ospf OSPF specific commands
passive-interface Suppress routing updates on an interface
redistribute Redistribute information from another routing protocol
refresh Adjust refresh parameters
router-id router-id for the OSPF process
timers Adjust routing timers

S E25H <H 10-2>2 BEHSS & Hot LA+ &t

10.1.4.4. area
CIS2 0ol BEF=s UMY area CIS0l= area id £ 0~4294967295 AHOIQ| &I&IZ4= gOIL,
ABCD MY IP A OO Z LIEIY 4= AL},

Router (config-ospf) #farea ?

<0-4294967295> OSPF area ID as a decimal value
A.B.C.D OSPF area ID in IP address format
Router (config-ospf) #

areaid € 422 g(HIIM=E 02z =AS M LIEFL

rr
>
T
02
oy
=)
nin
o
N
]
|_\
@
w
V
[
my
[m)

H 10-3. Area gt0| 222 FOHHUE M LEILIE ME ZEN

=0 49

authentication Enable authentication

default-cost OSPF area ID as a decimal value

export-list Set the filter for networks announced to other areas

import-list Set the filter for networks from other areas announced to the specified
one

range Configure OSPF area range for route summarization

shortcut Configure the area's shortcutting mode

stub Configure OSPF area as stub

virtual-link Configure a virtual link

auto-cost Calculate OSPF interface cost according to bandwidth

compatible OSPF compatibility list

default-information Control distribution of default information

default-metric Set metric of redistributed routes

distance Define an administrative distance
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distribute-list

Filter networks in routing updates

end End configuration mode and return to EXEC mode.

exit Exit configuration mode or close an active terminal session
help Description of the help system

neighbor Specify neighbor router

network Enable routing on an IP network

no Negate a command or set its defaults

ospf OSPF specific commands

passive-interface

Suppress routing updates on an interface

redistribute

Redistribute information from another routing protocol

refresh Adjust refresh parameters
router-id router-id for the OSPF process
timers Adjust routing timers

<x# 10-3>° NE ZHE =2

I
ro
Q
00
[
M
[wl
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area CHOllA Q1SS ot AIE 8t
St &0l QUL

Q
re
Ol
>
0l
ro
ju
M
ro
E
>
40
In
i
o
0io
o
oF
0%
S
02
fol
ton
i
OH

Router (config-ospf) #area 0 authentication
message-digest Use message-digest authentication
<cr>

Router (config-ospf) #

St YE 2 <cr>gt (enter E 2/01)= AIEots X222 A digkl= EH
2

ol 2
o st 22 B82S S0k 80 0JIM AUTH_KEY S 20 A2 258 £

Az HZE FIHS 222 A& AHHIOIAN |12 BHO| IHAKEIL LXISHA H2™ HY
OIHHIOIAE Sol 48 H2II X 2=C 5, A2 24RE 38 2K =6l 25
3IE Sotetg2 22 2 X01JF L S X HE ol XH0lJF A2 20ILC
Default-cost
Stub area Jt 2 2l= 2 F 2HREH2 metric 2I0IMH, D2 g2 12 a3 UL
Export-list
CIE area & 2 lles BE2=2 HHNA CIAESE 0|E6tH 2HEHGt= O A EICH
Import-list
CtE area il L= d2=2 HANA SIAEE 0|26t Z2EHE o= O AFESE G
Range
Border router A8t 012 &= HUHEZ M HE G = =42 HHE ZBZE HSEHC.
Shortcut
oH & area S shortcut 2EE E&ol=0 AF=Z =L},
Stub
Stub area £ A 2|5t)| R AFESHCH OIS HE 2 area 2 E stub area £ & & StHC}.
No-summary 7t E=JtE| ™ 0| area £ = inter-area B2t ¥ EH 2K &=L
Router(config-ospf)#area 2 stub
no-summary Do not inject inter-area routes into stub
<cr>
Router(config-ospf)#
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Ol 2= st 20| AtE &L

area <transit area id> virtual-link <remote router id>

8 10-2>= OlolE S| |8 Q8 22 Virtual Link HIERI3E 20 =L} Area 6 2 virtual-link
£ 0|25l area 8 S transit-area & AFZ06I0] B = area 0 0l & ==IC}.

Virtual Link

= Aceo0 Area 8 A 23
AN Transit Area —

= —
Router A — Router B
192.168.1.1 192.168.2.1

Router A : area 8 virtual-link 192.168.2.1
Router B : area 8 virtual-link 192.168.1.1

&l 10-2. Virtual Link HIER13

Auto-Cost
CHEZ0l et Qe H 0l A2l OSPF cost & H AtotD| 2IoH reference-bandwidth & <1-4294967>
&2/ 0l A Mbps &2 2 18 stCt

Compatible
OSPF S&t&l&= 2lAE. 8= RFC1583 0 UL

Default-Information
ABR 0] GtLt2| ospfarea & CIZE 2t E(0.0.0.0/0)2 MH3IH EH=0 AAE &= YHOICH

default-information originate [always] [metric metric-value]
[metric-type type-value] [route-map map-name]

default-metric
Redistribute &l = & Z 2| metric gt = <0-16777214>0 A & E4SHCE.

Distance

distance <1-255>[A.B.C.D/M][WORD]}
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Administrative distance 2| gt2 X &ot=0l AFZ8tLCE 0] =)
242 110 011, ofLESl 2tRE AIAEINA BtLE 0l&te 2t
administrative distance gt AIZstL.

ctSEOA RIP 2 OSPF 2t RE 22
tHl OSPF 2 ’E”é*%llf -1 0l=7= OSP

T 0 o
m
Ir
Q
<28
S
5
5]
o
é

e distribute-list

F 2| distance g{0| 11
FCH [etAl 2 060

_._OI EXI-6},_T]_ SU\QD:‘ 2

~255 0| Ct. OSPF 2| JI&=
E20 1 Y28 0l

distribute-list {WORD1 | prefix WORD2} {in | out} [WORD3]

Incoming &£ = Outgoing 2t & update Al 2ZEHE = GtJ| 2IcH A2

WORD1 : HAHA CIAEL OIS
WORD?2 : IP prefix-list 2| 0| &
WORD3 : interface name

In : Filter incoming routing updates
Out : Filter outgoing routing updates

* neighbor

StCt.

neighbor A.B.C.D
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¢ network

network A.B.C.D/M area <area id>

OSPF £ & AlI2l= UWIERAE XNEECH RIP 2= €2l 0l HIERAZIL £6t= area E X & o
Z=010F BtCH.

*  Ospf
OSPF 0l S&&t ¥¥ 2= ABR type & &, RFC1583 compatibility flag & &, 112l 12 router ID &
S0l AFESE L

e passive-interface
passive-interface IFNAME

IFNAME 22 X & & CIEHH Ol AN 2t E update E A 1| AII=0 AMES =L
Ol ZHS ctREHY EE AHHOIAM HEAIZIH oHEY AHHOIAE outgoing &= 225 &
LotXl =0 delLt etRE HE22 =42 H ST

e redistribute
redistribute (kernel|connected|static|rip|bgp) [metric <0-16777214>] [metric-type (1]2)]
[route-map WORD]

CECURE ZZ2EE E2 M8 MEE OSPF 2 ctRE THQIS2 EHZFI| fdll AF=ZSHCY. Ol
g 2= 82 =2 OSPF external route JF =l CF,
« Refresh

<10-1800> = H | LHOI Al LSA 2l refresh F=J|E & & &tLl.

« router-id
ol & OSPF 2 router ID & & &dl= FHOIL

10.6.2. OSPF Z OIlXl UER3 74
OIS Ef OSPF 2t2E D2 E22 0188 WERIE 24 oh=CH C+S <1 10-3>= OSPF £ 7
S Ol H WES2 PHSOICH 01212 018560 OSPF UIERIA2 1463 CHS D 2L,
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( 192V1|%g1$10/24 D 192.168.3.0/24
e— -
Router A

( vlan40:
192.168.4.0/24
R

Router B 1

o/ —2%
( vlan20:

192.168.2.0/24
. 192.168.2.0, J

!
vlan50: )
\492.168.5.0@
-

& 10-3.OSPF 2 &8t LIERAT ME O

f1o 82 Area 02| M= UERA(192.168.0.0/24)01Ct. ?| &2 HIERZDE OSPF ct$E X2
EE2 £H6t DA &L

29) 2N ctREO OSPF QIAEHAS MAEGIH S Al2ICH

Router A# config terminal
Router A(config)# router ospf

Router A (config-ospf)#

30) OIMl OSPF ctRE B ANAE S& AUCER cIRH =2 UWESRA
2olior BtCt. =, et 8 A= 192.168.1.0, 192.168.2.0, 192.168.3.0 = =
HWERI B, WERAZ OtAZT, Ol HERKIIt &8 area E £ F &ML

Router A(config-ospf)# network 192.168.1.0/24 area O
Router A(config-ospf)# network 192.168.2.0/24 area O
Router A(config-ospf)# network 192.168.3.0/24 area O

I
ro

31) OlNl &tRE B st Aoz &5eth

Router B# config terminal
Router B(config)# router ospf
Router B(config-ospf)#
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Router B(config-ospf)# network 192.168.3.0/24 area O
Router B(config-ospf)# network 192.168.4.0/24 area O
Router B(config-ospf)# network 192.168.5.0/24 area 0

32) OlNl & tHel 2tRE 25 OSPF ctRE T2 AHASE S& AlIJI1D UALCH 01=2 2t*E HIOI=ZS

Router B# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 192.168.
O>* 192.168.
O>* 192.168.
C>* 192.168.
C>* 192.168.
C>* 192.168.
Router B#

.0/24 is directly connected, vlan60
.0/24 [110/20] via 192.168.3.2, vlan30, 00:01:31
.0/24 [110/20] via 192.168.3.2, vlan30, 00:01:31
.0/24 is directly connected, vlan30
.0/24 is directly connected, vlan40

g w N PO

.0/24 is directly connected, vlan50

Router A# show ip route database
Codes: C - connected, S - static, R - RIP, O - OSPF,
B - BGP, > - selected route, * - FIB route

C>* 192.168.
C>* 192.168.
C>* 192.168.
C>* 192.168.
O>* 192.168.
O>* 192.168.
Router A#

.0/24 is directly connected, vlan60
.0/24 is directly connected, vlanlO
.0/24 is directly connected, vlan20
.0/24 is directly connected, vlan30
.0/24 [110/20] via 192.168.3.1, vlan30, 00:01:04
.0/24 [110/20] via 192.168.3.1, vlan30, 00:01:04

oo W N PO

P00 EAIE 2RE
B B2 2002 220t UL

El M= A
o L= =
ol

HEH, AREHAABU= 22 32 2E AZE 22 OSPFZF

:| —/ T/ =
S cARE HOIE 222 FE2E 240t U

v' [110/20]2 administrative distance J} 110 0|11, cost 20 @& 4 & Ci= 2/0/0ICt. 2l

directly connected = ol & ctH2 CIEHHIOIA0 Ol HHERIAIL HE & /ASS 2 0|8t

via 192.168.3.1 2 OSPF € EH=F= S22t UIERKIOICH

v 00:01:04 = oY Z2It MEE = XN Al2HS 20I8HCH OSPF = RIP HE I X oz 2tRE
HIOI=2 update A2 Xl &=CH.

v vlan30 2 SHEX WERIZ 2 W210] XILIDt= CIHBEIOIA S D2l 21T

A

P8600 A XN AlS I 22X 22 OSPF I E 3 cost 20l 1,000,000,000 (1Gbps)Z S 239/ Of
HEo=Z LiE 0ICh o2 D10t @32 2R=costIJh 10| &0, 100Mbps &= DAEJ 1022
SZEN. 8 2 et CIHHIOIANE 0 HHAZ0 CHE E2It UL 015 BEE “show

interface” @# 2 0|E5tH & L.
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Router A# show interface v1an30

fa2/1 is up

type 100Base-TX

speed auto, current 100M

duplex auto, current full

ifindex 4 (k11) UP RUNNING BROADCAST MULTICAST

Last clearing of counters 00:52:14
1 minutes input rate 0 bytes/sec, 0 packets/sec
1 minutes output rate 0 bytes/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 broadcasts, 0 multicasts
0 CRC, 0 oversize, 0 dropped
49 packets output, 3496 bytes
Sent 0 broadcasts, 49 multicasts
Router A#

rr

=X5D Q)

&5l /U= OSPF € 25 disable Al2|J] 2IHAM = no router HE = +=sHolH =L

Router B(config)# no router ospf

QUM HAISHHA WERKZ D8 XHE @& olLES area Jt US HR
Qe QICH T2 area HHSE A2l 22t6lCH il area JF 1 M
JF Z=THaoH OF &HCF.

o
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10.6.3. Route re-distribution

RIP 2t OSPF = otLt2I AIAE0A SAI0 Jls AlZ == QUL Route re-distribution 2 ol & A
SN 2IRE Z2E2S 2H) BX & 2(static route) = L EH5H0, 2IRE 22 WEE & QUH ol
Z=C}.

>
o
o

OSPF UM RIPZ, 2| RIPOIA OSPFZ 2= 22U )| (export) FdiA =, & =SS &S
St AbE StO4 OF StCEH RIP 2F OSPF £ SAI0 =& otJ| ?loll, &2 &E Z2EZSS F#d0ot, 2
XS BOI6H0 OF &tk 1 =0l OSPF 0lA RIP 2, 2l 1) RIP 0l Al OSPF

Ol HE = et EE AHHOIAN HEAIIIEH oY QIHBIOIA = outgoing &= BE2E & 116t
AN el e S8 023 20 HH UWERFINA 2t2E A 2| vian30 0l passive-interface € & &
OtH ctRH A= B Z2E 2XC 2t2H B= ctRH AJt vian30 M BlUiz= B 42
update 2t X| S28tHCH

Router A(config)# router ospf

Router A(config-ospf)# passive-interface vlan30

Router A(config-ospf)# end

Router A# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,

B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.1.0/24 is directly connected, vlanlO

C>* 192.168.2.0/24 is directly connected, vlan20

0> 192.168.4.0/24 [130/1] via 10.1.30.2, vlan30, 00:14:28

O>* 192.168.5.0/24 [120/1] via 10.1.30.2, vlan30, 00:37:06

Router A#

Router B# show ip route database

Codes: C - connected, S - static, R - RIP, O - OSPF,

B - BGP, > - selected route, * - FIB route

C>* 10.1.30.0/24 is directly connected, vlan30

C>* 192.168.4.0/24 is directly connected, vlan40

C>* 192.168.5.0/24 is directly connected, vlan50

Router B#

X

10.7. BGP &3
BGP 2| 242 AN JI2F 4 (basic configuration)t 11274 (advanced configuration)2 2 LIS

= = ALHL BGP E2E== AMSot)| flolke =4 E}% 22 S JI=2H 22 ot0{0F Lt

v BGPIEZ=z&EZ° 43
v" BGP neighbor 2t 2E & &
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solution
— S

10.7.1. BGP E2EZ22| &43}
IGHM = RIP S OSPF Ol Al X2} BGP Z2E 20| 45t S0} o 3

-

BGP 2 E == AtE5H|
O10F &tCH 1 SHHl=E TS 20

1) BGP2I2H &% 2529 &g

| router bgp <1-65535>

E

2) BGPUIE3Z XIX5t1 BGP 2t

&
=}
it
=2
on
J
o
[w]

| network A.B.C.D/M

BGP £ Soll &€ 2 UIERIE N Z &t

r
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10.7.2. Neighbor &3

BGP ct< 8 H2E watol)| ?lof TCP H&E= 288 F Ji2 2t2E = peer =2 neighbor(0l 6t Ul
OltH)ct S&lCt. el A UFC/\I uiolgt 2& 0l =l QALOI0F SHCH Ol2f8t W0l e S €8 AS Ol &

St UIOIH (iIBGP Peer)2t CtE AS 0fl =8t HIOIH (eBGP PeenZ 2Lt S22 AS Ol =& HIOIHE
SN A YS LR 9D UE 228 I2EZ(IGP, M2 RIP £E2 OSPF £)2 22 & F
Ol &l AU2H =L deflt CHE AS Ol £8F UIOIH 2t Seldexz AZ0| 88 T/ S8t AEY
Ol 0ol U OF SHCH.

Ct.

i

0l218 bgp neighbor £ & &olJ| A= CIS2 HEHS AME

neighbor ip-address remote-as number

OIZH bgp E 43t

a3t A MOl BGP Z2E 20| s&6HH & L.
HIl0l & 2E=k=s U3 )

1) EHY s

2) BGP Attribute & &
3) Routing policy #H&
4) JIEt JIs

10.7.3. BGP EHE Jl=s

BGP update £ &4 otz 202 02 e ZEHE A0 2o ZEE = ACH 0128 ZHE A
0l = route filtering, path filtering, community filtering 0l QUCt. 0| L E LEH2 SLs SWUE =0t
Ctot EZst WERT L0 et Es &S HdEioH & 0.
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10.1.4.5. Route Filtering
ctEJ ESotLE 8 MGt= 2t RE ZEE MEGH| flol, E&E UOIHZ JIAU 2= eteE I
OlE0 D185t BGP & ZHEE =+ ULt 0I5 <IoH. Access-list I E2TH EE UHIOIHZ2 &

S YOOIEN HEEHLLO0IE 2

El

| =
=2

neighbor {ip-address|peer-group-name} distribute-list access-list-number {in|out}

150.10.0.0 RTA 160.10.0.0
2.2.2 3.3.3.
AS100 \ /
N

2221 3.3.3.1

AS200

170.10.0.0
N

-

? J80A RTB= UWERZ 160.10.0.0 = 8&ot D RTCZ 1 E2E SHICH S RTCIH Ol EE
E AS 10022 MYGHA $II2 ol= 2=, HY
E0ol0 RTAZS AZ0 0l E HE&HU

0] ®Eo| A 0IE 213l access-list & &

o L —

S )
— =
oINS R4S A4HEY Uis 20

RTC#

router bgp 300
network 170.10.0.0

neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2

neighbor 2.2.2.2

remote-as 100
distribute-list 1 out

access-1list 1 deny 160.10.0.0 0.0.255.255
access-list 1 permit 0.0.0.0 255.255.255.255
!-- filter out all routing updates about 160.10.x.x

Path Filtering

& SHOIXIS ZEEE A2 2, BGP AS path information 0| J|Et5H0] &1 10 &2 % 2 5 0fl access-list
E £¥E £ UL OS82 UERA FE T WA, AS 200 A ME= HHOIEIJAS 10022 I}
= 212 2| fdll, RTC 0l access-list S /&2 2 M, 160.10.0.0 0l Uit BEJF AS100 22 Jte=
A2 U2 4 UCL OIS Rl TS HH S AIESHT.
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ip as—path access-list access—/ist—-number {permitldeny} as—regular—expression
neighbor {/jp—address| peer-group—name} filter—list access—flist—number {in|out}

1501000 . [ AS400 ]

2.2.2.2 160.10.0.0

AS100

AS200

2221 3.3.3.1

170.10.0.0
-

G2 42 ?f J8 2 RTC It RTA 2 160.10.0.0 2| HHI0IEE ol= XS path filtering S AFE

RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200

neighbor 2.2.2.2 remote-as 100

neighbor 2.2.2.2 filter-list 1 out

!-— the 1 is the access list number below
ip as-path access-list 1 deny 7200$

ip as-path access-list 1 permit .*

1. Community Filtering

Community = 0 d 2| destination S S& 1&2= community 3t St04, Ol community 0l routing
decision 2 HZ35tJ| 2ol AtE = LY.
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150.10.0.0 RTA 160.10.0.0 B
2.2.2 3.3.3.

AS100 \ / AS200
4

p

2221 3.3.3.1

~

AS300

170.10.0.0
N

)

2 D80, RTC IOt Xt&l2] eBGP peer 2 RTB It B = et ESE UI0IE ot &&=, RTB Ol
community attribute £ 2 &ct= 0l JF CH20ll Li2F ALt 0IZ Ao ‘no-
AEECE,

export’ community attribute Dt

RTB#

router bgp 200

network 160.10.0.0

neighbor 3.3.3.1 remote-as 300
neighbor 3.3.3.1 send-community

neighbor 3.3.3.1 route-map setcommunity out
route-map setcommunity

match ip address 1

set community no-export

access-list 1 permit 0.0.0.0 255.255.255.255

=

AP 2IRES ERE= 0l2{& attribute & RTC 2 2UJ| 26l neighbor send-community E& 2
AMNEollOF otLt, 22l AIAE M= 0l HO0| default enable &0 QJUCH A 2 RHUAM & HE
‘neighbor 3.3.3.1 send-community’ @& 0= AHHl T O & =Ch CHEH Ol X = disable AIZ1J] 21oH Al
‘no neighbor 3.3.3.1 send-community’S & Al OF StCF.

FIF FIF =

OlZ Al 3t RTC Jt no-export attribute £ Jt&l update £ €= 82, RTC = 0| 22 [HalQ 2
2 O RTA 2 ML5HAl 2=CH.

Us2 24 toM=, RTB Jt community attribute £ 100 200 = additive dt= 3’5$% SH &L Ol
at 100 200 2 RTC £ 2EUWXI2| E0 &&dt= community value 0ff X200 g

L

ma
5
=
ne
QD
o
Qo
=t
<
@
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FEUHI Sl= 2= IIE2 community value £ 100 200 2 = HXISHAH & Ct.

RTB#
router bgp 200
network 160.10.0.0
neighbor 3.3.3.1 remote-as 300

neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity

match ip address 2

set community 100 200 additive

access-list 2 permit 0.0.0.0 255.255.255.255

community list =, A 2 Ct& community number 2| 2/ AE S0 JIBH5HN attribute 2 A & 5H0{LE E
EHE ot otJ| 2o route map 2| match 20l ALE0HH &= &2 community 22 1§ A& &
Ct.

ip community-list community-list-number {permit|deny} community-number

Oz ts2 e ds 2

o

= ULCH

route-map match-on-community

match community 10

I-- 10 is the community-1ist number
set weight 20

ip community-list 10 permit 200 300

I-- 200 300 is the community number

0l CIRE WS AtE8ot0d S& HUI0IE AlG Ol community value 0l J18t5H0 metric 2t 0l LI weight
22 S IctlIHSS 2HE ot HU 2E3E == JACH &2 M0lA, RTB = RTC £ community 100
200 2 JH& SHIOIEE 2U 1 JUJALCH 2HY RTC It 0] 2ol D186t weight gt S £ Fol DXk ot
ZR OS2 L2 & = AT

RTC#

router bgp 300

neighbor 3.3.3.3 remote-as 200
neighbor 3.3.3.3 route-map check-community in
route-map check-community permit 10
match community 1

set weight 20

route-map check-community permit 20
match community 2 exact

set weight 10

route-map check-community permit 30
match community 3

ip community-list 1 permit 100

ip community-list 2 permit 200
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ip community-list 3 permit internet ‘

Ol 240l A, community attribute £ 100 2 Jt& 2tRE = 2IAE 10 0HXIE 240110 Wt weight

a0l 20 2= SFECH Community 2422 200 22 It 2tREE= 2lAE 20 XTI O weight gt

10 2 2 ECh IR E exact = community Jt 200 22 XD QO{0F &3 1 2ol CHE g2 8l
drop &I Xl 2 &= 61D <ol M% = Ch.

Or &2 2|0|SHCh. OFXI 2 community list = 11 212 HHI0IEJt
RLECHH, OHXIDJt &K = A= LIZEZ drop & J1 [ | E internet 2 £ 2t

Ct. 3 0l
internet community 2| WHS0|J| 20 L= 2 RES2 2I0I8tC.

ﬂJlﬂ

10.7.4. BGP Attribute &&

BGP 0l AFE &= attribute S0ll= IS 22 A

uin

Ol ALt

As-path attribute

Origin attribute

Nexthop attribute

Local Preference attribute
Metric attribute
Community attribute
Weight attribute

COORRY

10.1.4.6.  As_path Attribute

7170.10.0.0 190.10.0.0

RTA AS200 RTB

AS100

k 100 200

/

/ASSOO \ / \

RTC

300

180.10.10.10

N J

otLES| et EDt otttel AS E XLt [, 0 AS 2 B1SDt oile 24RES FJUOIEN FIt&Ch.
AS_path attribute = GtLIS| tREIJL SE SAHEX0 “Eot)| ?loh XILk2 AS BISS2| e|AEE Dt
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2l 2ICt. AS-SET 2 otuel 2tREJ A 2= AS =2 &&= JtelzIth 9 JEHAM HWESRA
190.10.0.0 2 AS200 0fl Q= RTB 0l 23l L2AXICE 0] 2F2EJF AS 300 2 XILIZ T RTC & XAl
AS HS 300 2 0| 2tREZQ as-path 0ff Z=CICH el A 190.10.0.0 2L EJ RTA Nl S Al RTA =
D240 =IHEl 2002 AS BiES 01 200 2t 300 2 2 H 2 240ICH DA RTA Ol RLOIA 190.10.0.0 0f
T 251D| 918 22 = (300,200)0] S Lt

170.10.0.0 2} 180.10.0.0 0f CHEH M & OHEIDIX] Z It A&stTt RTB = 170.10.0.0 0l EZ5tJ| <
ol AS300 It AS100 S XILIJIOF 8L RTC = 190.10.0.0 0 SZ5tJ] $I6H AS 200 S XILOF 6t 2,
170.10.0.0 0l = &3tJ| fIoH M= AS 100 2 K| L+Of StCt.

10.1.4.7. Origin Attribute
OldE A H22 D& S H2lote attribute OICH Ol 24 0ll= 3 JtXl gt01 UL

v"IGP: NLRI(Network Layer Reachability Information)Jt 24 ASC| L0 ULt O|H2
& bgp network ZEE ALE0HHLE IGP 8 20t BGPZ redistribute 2 [HO0l o &ot1], Ol IH
A BE Q| origin2 IGPIt &l 11, BGP HIOIZ 0l “i” 2 LIEFLHCE

v' EGP: NLRI= BGPE Edll 5= 0|22 BGP HIOIZ Wl “e”2 H A= LY.

v" INCOMPLETE: NLRI 2} unknownO|JHL} J|EIS| YR OZ SSECH ES static routesS
BGPZ redistribute & MHOICt. 0124 & BGP HIOIS0ll “?”2 ZE Al=ICH

/ASlOO \

RTA

RTB
190.10.50]1

150.10.30.1 175.10.40.2

170.10.20.1

/

/ \170.10.20.2 \

RTE

AS300

170.10.0.0
- /

,,/

RTA#

router bgp 100

neighbor 190.10.50.1 remote-as 100
neighbor 170.10.20.2 remote-as 300
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network 150.10.0.0

redistribute static

ip route 190.10.0.0 255.255.0.0 nullO

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
network 190.10.50.0

RTE#

router bgp 300

neighbor 170.10.20.1 remote-as 100
network 170.10.0.0

? gl 240 A,
e RTA= 170.10.0.001 300i € Soll = EICt.
(OIH 2 CH3S2 AS A Dt 30001 22 0] 2tREQ originOl IGPY £ 20| 8tCt.)
e RTA= 190.10.50.00 i € Soll =& & L.
(01212 CH=22 AS THAJF 1000] 12 0] 22 E 2| origin0l IGP Y
e RTE= 150.10.0.001 100i E Soll =& =L
(OIH2 THS2 AS A Dt 10001 22 0] 2R EQ originOl IGPY £ 2| 0] 8tCt)
e RTE= 190.10.0.001 100? E Soll =& &I Ct.
(012 Ch=32 AS IH A0 1000]1 12 Ol 2t E 2] origin0l incomplete = 2| 0] &tLt.)

o

o|0JBHCE.)

10.1.4.8. BGP Nexthop Attribute

nexthop attribute 2 S& =& X0l S=otJ| fIoH AH=ZE nexthop IP address € Jtel2ICt. EBGP 2
&2, 0l nexthop 2 AMLE HIOIH ZHUM XIEE WO IP =A0ICH T8 WA, RTC=
RTA £ 170.10.0.02 882E dYA YAE S2 170.10.20.2 % 212, RTA= RTC 2 150.10.0.0
= dEA YAE 2 170.10.20.1 2 SHLE IBGP &<, EBGP Il dZ0ol= YWAE &2 IBGP 0l A
= =z MY H0F &ttt ﬁEEfE—Oﬂ AEH0 QUCH 0 #E2SZ2 21510, RTA = 170.10.0.0 S
XHAIS] IBGP peer 21 RTB 2 MYAl YAE 2 170.10.20.2 2 EHCE MetM RTB 2 &2,
170.10.0.0 0l = &otJ| |Igt YUAE S22 150.10.30.1 0| Otl 170.10.20.2 O Ct.

Ol€ ?loil RTB= IGP & S0 170.1
RTB = 170.10.0.0 22 &5

0201 =€ = JAXSF XXt Foi MO &tCH QX @2

rlr
==
>\.U
un S
o '\’
T
o
=
Rl ﬂJ
o
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_ __soluﬁon
RTB ‘\\
150.10.30.1 @ 150.10.5041
IBGP
AS100
N /

AN
/ \170.10.20.2 \

RTC

AS300

170.10.0.0
- /

RTA#

router bgp 100

neighbor 170.10.20.2 remote-as 300
neighbor 150.10.50.1 remote-as 100
network 150.10.0.0

RTB#

router bgp 100

neighbor 150.10.30.1 remote-as 100
RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100
network 170.10.0.0

® RTCE= RTAZ 170.10.0.02 & E Al YA E 0| 170.10.20.20t =l Ch.
® RTAJI RTBZ 170.10.0.02 M EAl YA E E0] 170.10.20.20t &l Ct.

-

ZEINAA UERAD} NBMA Z0IAE SE8 =20t & =0 S0l €&t
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10.1.4.9. BGP Nexthop (Multiaccess Networks)

/7~ 150.10.0.0 AS100
RTA

150.10.30.1

170.10.20.1

N\ \

@ 150.10.50]1

~

RTB

)

\

170.10.20.2 \ 170.10.20.3
RTC

RTD

AS300 180.20.0.0

o

)

¢ D0 A AS 300 0l A= RTC 2t RTD = OSPF £ =2l UCH1 J
HE=2 4880 RTC = 170.10.20.3 = 06t 180.20.0.0 20l =€
ZEE RTA £ BGP UI0IEE Soll 8&Al, HHAE E22 Xt

170.10.20.3 £ AtE8tC}. Ol= RTA, RTC, RTD 28] 20| HEI Ml A
&6t ®Iol RTC € HXlz= Bt&EE HXIJ| E0U= RTDE b2 WA E
0[] 20l L.

2

ne
0z
o
Q

2 RTA, RTC, RTD 0if 2&¢! DICIN Ot ZEIMAIADL OtLI 2t. NBMA

02

= QUL+ RTC Jt 180.20.0.0
IP 21 170.10.20.2 Jt OtHl

0l1) RTA Jt 180.20.0.0 0l &=
S22 AtEst= A0l O gel
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10.1.4.10. BGP Nexthop (NBMA)

/~150.10.0.0

AS100
RTA

150.10.30.1

RTB \
@ 150.10.50)1

170.10.20.1

)

T AS400 )

O
- 1701020
170.10.20. RTC RTD
kASSOO / k180.20.0.0 /
2 OE0A 250l 2 0ICI0DJF Frame Relay 22 NBMA 20|t 49 329 22 dEg o6f
H S0 & RTC = RTAZ 180.20.0.0 2l B E &Y A YAE S22 170.10.20.3 2 AIS&HC.
SHE RTAJIRTD 2 ZEEOI PYC E 2D UK LOLA, HAE S0 £ 4 e HAR0IC.
0l 32 282 & IatA SCH 0] A== 2ol nexthopself HHF 0| DOF I ACH,
10.1.4.11. Nexthopself
next-hop-self 382 ZI2E20| YYAE E2 XA oK &1, NS IPE LHEZ WAE
EOZ AMZE £ UN H=CF 0| HHO 222 S 2 L.

RTC#

router bgp 300

neighbor 170.10.20.1 remote-as 100
neighbor 170.10.20.1 next-hop-self

RTC = 180.20.0.0 £ nextHop = 170.10.20.2 £ & & &L},

10.1.4.12. Local Preference Attribute

Local preference = %’é HEKZ0 SEotI] ol oY ASE WAELIII=0 0™ INASE 85 X
E ASOIH =L o =2 3t2 XY local preference € Jt& IHAJN O ASEC CIEZE 32

100 OICt. 2& 2I2EH 02 HZ 5= weight attribute @t £ 2l, local preference = S2 AS LN U=

S HE 2Hol wetEl = attribute OI Ct

local preference = bgp default local-preference < value> F&E0|LI 24RE WS Soll £ & =0,

224
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L0l 21 0l E 20 =L

bgp default local-preference Y2 S AS W I 2tE=Z Lote SHOIE A2 local

pIE=)

preference gt 25 HtECH Otell OlAl & 0IAM, AS256 2 M&E CHE 242l AS 22 E 170.10.0.0

_,//

Ol CHE YHOIEE 2=Lt. local preference = 2 WER AN =EZ6t)| o AS256 = tHh A Lot
= Y2 Z230t=l S22 £0. Q80 M RTD 2t &S &= &2 & (exit point) 012t 2 JtASGHA. T
2 2H2 AS 300 A 2= LUIOIEN CHE local preference 8f2 200 2 & & &6t AS100 0l M
2= JU0IE= 150 22 4 FetCh
170.10.0.0
RTA
RTB
.3.34
1111 AS100 AS300
)
/ set local pref 1 set local pref 200 AS34
1.1.1.2
3.3.3
28.213.11.1 128.213.11.2 &/
RTC ‘
— _
Qcal pref =150 @ local pref = ZOOJ
RTC#

router bgp 256

neighbor 1.1.1.1 remote-as 100
neighbor 128.213.11.2 remote-as 256
bgp default local-preference 150
RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300
neighbor 128.213.11.1 remote-as 256
bgp default local-preference 200

? FHUM RTC= 2E LUO0IEZ local preference & 150 22 Z&5I0, RTD= 2 YUI0IE
9| local preference £ 200 22 & & &tCh. local preference = AS256 LHOIA w&E D] [
2t RTD = UWIE® 3 170.10.0.0 F2Jt AS100 Z2Ct= AS300 WA 2= E2J
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preference € =010 CIAIGHH ECH 1OeifA 170.10.0.0 22 XNEE AS256 L2 BE Ecid
RTD £ 2 LH&IC}

flo

Ol2t= €2l 2tRE HE MEDINH H =2 SSLHS NS = ULH < O
£ Y O0IEE local preference 200 22 &A™ &L 01X S BIEAGHK &2 = ‘RAEP. Oteh 28Ul A
BHXse AME EH HUOE= E& local preference 8 &8 ZQII UAS M 2IRE Y

Ch.

2
x
py)
_|
O
o
+>
gj
rr
o

,/”/

RTD#

router bgp 256

neighbor 3.3.3.4 remote-as 300

neighbor 3.3.3.4 route-map setlocalin in
neighbor 128.213.11.1 remote-as 256

ip as-path access-list 7 permit ~300$

route-map setlocalin permit 10
match as-path 7

set local-preference 200
route-map setlocalin permit 20
set local-preference 150

0l &2 Soll, AS300 Bl M 2= SO0l E= local preference 200 22 88 & 10, AS34 22 H 2=
CtE L HO0IEZ2 local preference 150 2 = & & =L},
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10.1.4.13. Metric Attribute

metric attribute = Multi_exit_discriminator(MED)Z2 & =i Xl=0l, &8 AS 2 &ol= AN C
SHEBEE 22 Uloltiol M=ttt S8 AS 22 AUEO| ETHAI, D ASUHS 2tRE=Z T L6t
Jl 2o 0™ XIS AeHg X0l CHoll EtAS Ol St = == U= ST H-HOICHL O K2 s Kk

d20t 8=

_=
o
Z

[
+
m -

local preference 2 &2l, metric 2 AS = 2t0l WEtECH Ol HES g2 otLI2l ASE MY & X8 1O
ASE UKz &=t S8 HES 22 XY JUO0IEJNASH SH X2 M, 2 HES at2 1 AS
LHOIAM S B2 SJEio AFESICH S28 LH0IE H20t Sz Mg

o2 4L MEEL USE g2
HEZRH & 20 oA S HIES gt2 HIWSHCH A
22 Hlustk)| fol A= “bgp always-compare-med” ct=

metric = O/
/

AS100

2, %%‘ AS &0l /= Uulol
UIOIHESZ2RE 2 NE

C | A=
get 248 38 222 st

4 N

et metric 50

AS400
%

7 set metric 120 set metric 200
@ 1.1.1.1 1.1.1.2 @

180.10.0.0

3.3.34

N

AS300
/

\_

E0lAM, AS100 2 32l M2 C+HE &t H RTC, RTD, RTB € Saoli A 180.10.0.0 2| HIER A &
20 ACH RTC 2 RTD = AS300 0l L1, RTB = AS400 Ofl Lt

RTCZ2H 2= HEZ gt=2 12022 £4&5t1) RTD 22H 2= HES g2 200 22 RTB 22 H
Q= HEY 225022 83 T A= A2 )HEGHAL OZEEZR, 2tRHHe= 2 AS Ol A= Ul
HEZ2FH 2= HEHES Hlwetlt. Jdeld RTA= RTC 2t RTD 22H 2= HESHMHE HlWE
= AN AN RTCE HIAE WAE g2 AEGHH HLFoHEH 120 0] 200 2C & J| IH=20ICH RTA Jt
RTBZ2H HES 502 XN EE2E =4 Al, RTA= 0| XS 120 0 I & == QUL A LIGHH RTC
2 RTB= M2 THE AS Ol J}J| HZO0ICHRTA = CHE attribute S 01l J|BtotH 22 A& S B
227
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solution

A
e

RTAJL Ol HIE=ES HlWE
OfcHOl 22 20l LELLRULCEH.

UI| fIH M= RTA Ul bgp always-compare-med ZE S

RTA#
router bgp 100
neighbor 2.2.2.1 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400
RTC#
router bgp 300
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 route-map setmetricout out
neighbor 1.1.1.2 remote-as 300
route-map setmetricout permit 10
set metric 120
RTD#
router bgp 300
neighbor 3.3.3.2 remote-as 100
neighbor 3.3.3.2 route-map setmetricout out
neighbor 1.1.1.1 remote-as 300
route-map setmetricout permit 10
set metric 200
RTB#
router bgp 400
neighbor 4.4.4.4 remote-as 100
neighbor 4.4.4.4 route-map setmetricout out
route-map setmetricout permit 10
set metric 50
? 2E0M, RTAE RTCE YAE 828 MEEHH (UOE 2= attribute S0l S2otCHD JHEA).
RTB Ot M E2 B0 X&& | SIchAS RTAS CHS 1 201 RABHCH

228
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RTA#

router bgp 100

neighbor 2.2.21 remote-as 300
neighbor 3.3.3.3 remote-as 300
neighbor 4.4.4.3 remote-as 400

bgp always-compare-med

0] 22 RTA = 180.10.0.0 0l =&otJ| fIst 2 H2 WAE SOZ RTB E & EHSHTL.
default-metric number 232 AI235l0 BGP 2 2t EZ redistribute otH A HIES giS & FE £
T UL & ololA RTB I AEHE! M E E redistribute 8tCHD JIAE B9 A2 LIS 2L

RTB#

router bgp 400
redistribute static
default-metric 50

ip route 180.10.0.0 255.255.0.0 null O
!I'-— Causes RTB to send out 180.10.0.0 with a metric of 50

10.1.4.14. Community Attribute
community attribute = 0 0l M 4,294,967,200 Nt X2 gt= 2= optional, transitive attribute Ol Ct.
community attribute = ({24 il SEXEZ2 S& community 2 1 S3ct= 2 oldl, 0l#H &E&t

2
= HFLIEIN 2t E Z E(accept, prefer, redistribute )2 & & JtsdtA & Ch
community attribute & £ &5t)| ol StRE WS AMEE £ UL 2AFE WOl 88 HH2 OS2
TE2 Z=0h
set community community-number [additive]
Z OH2l Dlel HoE & e & HKRLIEIS(community-number)2= CHE0| QUL
e no-export (Do not advertise to EBGP peers)
e no-advertise (Do not advertise this route to any peer)
e internet (Advertise this route to the internet community, any router belongs to it)
HRLIEIDL &85 = 2tRE W o2 CH20[ ALY,
route-map communitymap
match ip address 1
set community no-advertise
or
229
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route-map setcommunity

match as-path 1

set community 200 additive

ore! additive 2/RIEIH 8 TR 22 B, 200 0 JIENH EMdt= HARLIEI 22 WXISHCE
Additive 7| R EE AME0te 2%, 2000] JIE HRLIEION FIOtECH 2 AIAEWA=E  community
attribute £ & & 5tH, 0| attribute = CIZEZ HI0IHZ ML ECH AMAD A= US2 HHS M

EolfoF 80l = Ch.

0

neighbor {ip-address|peer-group-name} send-community

RTA#

router bgp 100

neighbor 3.3.3.3 remote-as 300
neighbor 3.3.3.3 send-community

neighbor 3.3.3.3 route-map setcommunity out

]
0x
ton

2 AA 80 M= neighbor send-community Jt CIZEE=Z

community 2d 2 2R Xl &Lt

I AN ‘neighbor 3.3.3.3 send-

10.1.4.15. Weight Attribute

weight attribute = AE 0= e AOIIIDF 2 ANAEUHAM O SIA2H, AlA2 AIABIS weight
attribute & S8t JIs2 AL QUCH O] g2 oY 2kHW S HSECH &5 SE 2kSEHW 2 20|

A= gt01 2 CHE ckRH=Z MY IXI 2 =Ch 0] 8t2 00l A 65535 H<Pl gt= JtAIOH, AHA O A4 St

d=Z0l CHolA= CIZE=Z 32768 2 &Y etll. CtE 322 0tS X =L

S SHXNZ L2 tREIJ E=MHAI O =2 weight 2t 2 XY 2R EJL SEHEICH.
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/1701000 175.10.0.0
RTA 190.10.00  AS200
/ RTB
AS4
| AS100 e
(175.10.0.0)
(175.10.0. 0)
wgoo\‘\ / WE100

AS300
-

2 1S 0lA, RTA= UESR 2 175.10.00 0l CHEt B2 E A

Ct.RTB £&F HIE®I 2 175.10.0.0 0l CHEt E2E AS4A0IM 2D, 0l HEEE

RTC = UIE®3 175.10.0.0 0l SZot= 20t P22 %*913 ot =o2 Jjor
=e

HIE%El?SlOOOOﬂ %al Pt UAE EOZ RTA

X 2= 0130t =g == RULCH

e Using the neighbor command: neighbor {ip-address|peer-group} weight weight.
e Using AS path access-lists: ip as-path access-list access-list-number {permit|deny} as-

regular-expression neighbor ip-address filter-list access-list-number weight weight.
e Using route-maps.

r

= 2t EMALL O =2 weight gt S & B2 A EHECH 212 GIHOIA RTA
Sx )

Flet FES 3JHA Y= 0186t 2 -otRUL

neighbor weight 280 AIE
RTC#
router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 weight 200

!-- route to 175.10.0.0 from RTA has 200 weight
neighbor 2.2.2.2 remote-as 200
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neighbor 2.2.2.2 weight 100
!-- route to 175.10.0.0 from RTB will have 100 weight

IP as-path 2} filter-list AFZ
RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 filter-list 5 weight 200
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 filter-list 6 weight 100

ip as-path access-list 5 permit ~100$
!-— this only permits path 100
ip as-path access-list 6 permit "~200$

FLE 9 ALE

RTC#

router bgp 300

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 route-map setweightin in
neighbor 2.2.2.2 remote-as 200

neighbor 2.2.2.2 route-map setweightin in

ip as-path access-list 5 permit ~100$

route-map setweightin permit 10
match as-path 5
set weight 200
!-- anything that applies to access-list 5, such as packets from AS100, have
weight 200
route-map setweightin permit 20
set weight 100
!-- anything else would have weight 100

10.7.5. Routing Policy 81&
Routing policy 2t &2 UI0IH 2t E

et

Ol8ot 20l=2 ZE2 Mg &
= &

_I

o
10
o

b
HL
U

x

3

i
o
=
3
c
5
3
QD
°
E
a
o
o,
X
@

fr o

S
=2
—
—

0l 248t routing policy 7t H&

S70tH MZ22 30 X=ctRE &8

BGP 2tRHIIMZ2 33 U= EEE 20IS0/== 5t21H, inbound reset 2 & &Gt =11,
2 8% HE2 H2R20l= outbound reset = E&HSICH ME2 M L0 M2 322 H36HH
(o]

UIOIH ctRHSEE M22 E2E 20tS 20

>
==
2 H

Or AL XS] 20l RIXIE BGP etR2EH 2 WIOIH et2E 25 It route refresh capability Jls2 X &
ot= Z<ctH inbound reset S 0| &0t ctRE FEE HAlg = ULH 0l YEHS 0I1S& 4REH M
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232 Usu 22 &80 At
voo2tel ke FIHEE SA0 2R 8l
v ot 32 230 UE FIt2 W22l ArE0l 8L

HH S AESHH, U0l 2t E Ol route refresh capability 71s2 22310 UIOIH 2tRE = 0 J|
= A2 <, “ Received route refresh capability from peer” OIAI XD} && =ICh.

ot 2= BGP 2t & It route refresh capability Jls2 X &8HCHH, AHZE XH= soft reset 2 0| 50
OlMN B 22 §2E 20t 2 = AL MZ2 M0 Reol=s 228 F2E 8856t U3
22 ZE = ArsSsth

8- 0l outbound reset J|s2 82| AN 8832 222 6tAl 1, soft2te HEHE AISSH0 2t
I C

A
S8 2 E UAl MEEHL. et E ZE2E UAl MSotdH, 32 BE S ALEStL.

0D
ol

M2 x| HEHZ =FAl0I= route refresh capability I S2 At Ct. O
==t

=
ot 22t HAE LHES oL ATHIGHAI 2£0tE EICH.

o

|
AESHH JIE0 =10 2 4RE FE2E AMooF &0 OddU 012 UWERAIN SXIoH &

route refresh capability 71 s2 X2 0tXl &&= &HI2 & 20 = neighbor soft-reconfiguration & &
A S (=]
= AeE AKX U282 ItsE AFZ6HA 2= 2401 £L0

BGP 22 E MEZGHA €1 MZ22 E2E M4oted URE FE2E d8HCZ XMelotkl &1
BGP UIERDZ S0H= 2= 2 M&OOF tCt. 0 &2 U2l F6tE 0FJ A1 L0
Jtset MEGHAl &= 20l 0t Lt HEE 22 M3ote A2 HZ2elE Q-otAl E=Ch
BGP ctREIt ME22 B EE2E Md20otH HMHEC I U0IH HRE S0l HE=E FEE &0tS

Ol Al =l Ct.

& H & routing policy £ 0/1856t0 BGP & & 2 Bt RJ| |8t EXt= G 20

1) BGP C2tRHE M&d & =, UI0IH 2t2HIt EUHE 2= E2E8 NEotEE £ FEHC 0] Al
H2HBGP RHN S0H= 2= BE= MNEET
‘ neighbor ip-address soft-reconfiguration inbound
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2) M=l 22 01E6tH MSH HE = §2E HIOIS0 SS&tth
| clear ip bgp [* | AS | address] soft in
ctE HIOIS bgp UIOIH HRHE Soll ctSE 2 MUE HE A=K 2elotdd G52
HAZS AtES St
show ip bgp neighbors ip-address [advertised-routes|received-routes|routes]
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BGP Peer Groups
&t 20l E policy 7t &&= BGP UIOIH=2 &2 2l0|8tCh. %HIOIE EelNe =
, distribute-list, filter-list 0ff /o A& SIC. 222 H& HIOIHN S ot
Peer group name £ &2|ot0d 1 I QS0 Ol & ZCIAIESS HEZ St

82 dH=2 1O W0 J&2 configuration option 255 HSSICH HHE2 &6t &2 A
Ef g2 0IXX 2= SHE02H ME2 SESS F26H0 c
UCH Lt inbound Z02t SHSS 2HE0IE & = USE

=
lmom.o
o M2 N

()]

=

= 40
[

o B2
52

)

!
»

oo 252 H2E ol kS0l Ar=2= T

neighbor peer-group-name peer-group

BGP backdoor

450.10.0.0 \
RTA

A 160.10.0.0 AS200
IGP

2.2.2

o TN
/\\ N

170.10.0.0

AS300/

?2 OZ 0 A RTAZL RTC = EBGP 2 AZ &0 10, RTB 2F RTC 2H0l = EBGP A Z 0] & O [UCH.
RTA 2t RTB = IGP X2 & Z(0SPF, RIP S)= =cl1 UL EBGP 200l E= IGP distance gt =2 Ct
&2 20 2 distance gtS Z=LCt FUZ RIP ER= U2E OAEA g0l 120 0112, OSPF = 110 2
JF El.

=<

52
mo 1
rr

=22 S0 160.10.0.0 0l Chst HHIOIE HEE +=4I8tCH Ol = dtLi=
EBGP, Lt E otlt= DIAEA g0 20 20 2 g2 %= IGP 200

jml
s
ol
N
g
N
o
o
Y
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,/”/

I

2+ X 8F CHS 9| distance command Ol 2ol B1E E 2= QUL

io

L=SEZ,BGP= US2 LIAEHA &

distance bgp external-distance internal-distance local-distance
external-distance:20

internal-distance:200

local-distance:200

RTA= O 22 UAEA = X RTC E Soll &2 EBGP
160.10.0.0 0l CHE HE2E RTB E Soll(=, IGP £ Soll) &0
Ct.

v EBGPZ| external distance g8t 0lLI IGP2| external distance gt Ut 2CH(HIE A GHA £ 2)
v" BGP backdoor AtZ

OlXd & BGP backdoor = IGP 2R EE &5 ctREZ 2SN ZL 0|2 floll LIS2 S S ALEE
Ct.

network address backdoor

NEEH= =4 g2 IGP E Sdll =4lot 1At o= WESR D =40ICH BGP 2| 82, 0| WER D=
BGP HOOIENA MEHX 2=l 82 H2otH 222 &€9&E WERIANXNE S0
RTA#

router ospf

router bgp 100
neighbor 2.2.2.1 remote-as 300
network 160.10.0.0 backdoor

=
RTA= CIAEA gt 110 2 JH&l OSPF £
O SA0 CAEA gt20= KNI EBGPE S
MEdE

9t backdoor ¥ 1 E 0 OSPF & £Jt 884

10.7.7. BGP Multipath

BGP Multipath = S8 =& X0l CHoHM Ol BGP 22 E 2= X2 31t 0| Z2=2 Load
Sharing 2 %Il Al best path 2t & 2t 8 HIOIS0l €& & Ct. BGP Multipath = best path £ & & 6t
=0 982 =X 2L=C0h 0E SUHA, 2t = Multi-Path S0l A StLEE best path 2 M X & &HCF.
Jel1 Z best path £ neighbors 0l Hl advertise 8tCt.

Multipathll =&t &lJ| RIoi A, SsLst SHXIE = path=2 best path?t Ct22| T4 S0|
= 2ol OF StCF.
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Weight

Local preference

AS-PATH length

Origin

MED

One of these:

Neighboring AS or sub—AS (before the addition of the eiBGP Multipath feature)
AS-PATH (after the addition of the eiBGP Multipath feature)

2 2 BGP Multipath S& &2 multipath 20l FIt& Q1 @ AAEH0| QUL
Ct=2 & eBGP multipath0fl CHer F=I4E Q1 @ 1 AHEHOI LY.

11 Z 2= external or confederation-external neighbor2 £ & HHi % OF StCt.
BGP nexthop 0l CH St IGP metric2 best path2| IGP metriclt = & o OF StLt.

CtE2 iBGP multipathOfl CHst F=Jt& el @ T2 ALE 0| Ct.
1 ZZ & internal neighborZ £ & Ui <l 0F StCF.
BGP nexthop 0l CHSt IGP metric2 best path2| IGP metrict = & ol OF &tLCH.

/ AS100 %1 i ASZOO\
e

RTC

RTE
] 100.1.1.0/24

N AN /

RTA

22 DA RTA= UESR 3 100.1.1.0/24 E RTB, RTC, RTD 2 2H & & Ct 2tRBH=C
Z multipath 71 S 0| disable &0 QI Ct. et A multipath DS 2 AFE5H)] oA CrS2 SEHE A
Z5tCt

maximum-path [ibgp|ebgp|eibgp] number

Multipath J|SsS AtE0tJ| 2ol RTAUIA CtS2t 201 €&

RTA#
router bgp 100

o
o
Q

maximum-paths ibgp 3

neighbor 10.1.1.1 remote-as 200 /* RTB */
neighbor 20.1.1.1 remote-as 200 /* RTC */
neighbor 30.1.1.1 remote-as 200 /* RTD */

10.7.8. BGP graceful-restart
BE, 0™ 2tR2E2 BGP J} restart 1S [, 21 BGP 2 2= 2= BGP Peer 2 session 0| down
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SIACH ChAl up &l = R 2 2 XISHCE 012 & “down/up”2 “routing flap”2 Z=2H St 2, BGP route 2| i H|

&= OFJIAIZICH S8 “routing flaps™2 & A& 2 2 forwarding black hole 1t forwarding loop = 244
AMZ = QUCH 01248t HEZ 2dl, Ml HERK AL ds0l AR &2 )X H &Lt
BGP graceful restart = BGP restart 0ff 2|of M Ot &El= SE & FEs

ol

= 23X &l zIAStADDIE R AE S
= HAHLISOIC Ol HiHLIE&E BGP Jt restart ot = =02+, BGP speaker Jt forwarding state & £&
NI = St

Restart

RTA RTB
¢l 182 RTB JI BGP restart £ ot11 RTA Jt BGP graceful-restart £ Xclot=5 stCt. BGP
graceful-restart = default 2 disable &0 QUCt. MetAd 01 JISsS ALE0H)| RIGHA G882 HHUHE
& Mol 0F &tCt. stalepath-time 2 Local BGP Jt restarting Peer 0l CH3ll, stale-path £ hole ot 12 U=
ZICH AIZ2tOICt. stalepath-time Ol ZAIE Al2F SOt restarting Peer Jt route £ update GtXl 22

stale path = X< &I Ct.

| bgp graceful-restart [stalepath-time seconds]

DIO

20l 88=

o
o

BGP graceful-restart )| s2 AFE35t0| 2o RTA Ol A Ct

RTA#
router bgp 100

bgp graceful-restart stalepath-time 200
neighbor 10.1.1.1 remote-as 200 /* RTB */

10.7.9. BGP default-metric

default metric2 incompatible metrict & MEHH Tl= ARES2 SHE HZ 5| |Ioh A& T
0l gt2 MED(Multi Exit Discriminator) 2 2 M best path selection 2 Hl&tot=0 S & =Ch MED=
Local ASHI M Bt X 2| &l = non-transitive gt 0| Ct. [tet Al External ASHI= Ol gt0] 8E &I X &=Lt

A

S22 01 JIs0l €8 DX (UAS M, I =X 2 metric € Z S LHEFHT

e M2 IGP 2t E 2| metric 2 interior BGP metric 2t S 2oltH & & = ).
e JHEHH= connected 2t static 2t E2| metric 2 0 2 2 & A =},
e 2lD 0| Js0l &HCAUS [ HE2HHE connected 2HRLE 2 metric2 022 & A =I[}.

l-ﬂo

0l Jls= AtEol)| Rl TS 2l 28U E £&0o0F &L,
| default-metric number |
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10.7.10. BGP redistribute-internal

OSPF, RIP2 22 IGPUI M redistribute bgp It E8Z U= AR IBGPEZ L2 route It &2
IGP2! OSPFL} RIPOl redistributeOl & loop Ol E“o”éa* 2= UA SCH. 0l & A& S 2HA
ol default2 redistribute bgp It @& & AUHSE iBGP route= redistribute= ot X
2 A& 22 iBGP routedt redistribute J,IJI £ %af 42 0l YEHE ME @Cf

bgp redistribute-internal |

10.7.11. Use of set as-path prepend Command

g}oll = BGP decision process & Z43sl7] 93 A= ARE A4 s)|okyt w7} o

o 292 W3t A ALgE e e e g,

o]

ol &

e 2

“© og

l set as-path prepend <As-path#><As-path#> e ‘

10.7.12. J|Et D=
neighbor ZZ S 2= 52 S &= YO0/ ol ZEHZS 501U M2t0IE £FS 485

J| 2/all route map 2 EH A

IO 20t A2te 2tRE Y2 IP address 0l JIEtot0 OHXIE =& [, YA L= SHOIEN CHol
M= gets 0IXIX E=0h

neighbor ip-address route-map route-map-name

neighbor 0l password £ X| & &t04, TCP connection il Cif &
Password Jt & X 3tH, neighbor J)| 2l = TCP connection 0| & 12

neighbor ip-address password KEY
neighbor ip-address password 0 KEY
neighbor ip-address password 7 KEY

neighbor 2| password = encryption )t sdtH, 253 MUl &&= password 2| level 2 0012
25 50 72 HE =L

CF, AFE T 2S5 M0l password £ level 7 2 8 & & &&= Qi
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10.8. Route Flap Dampening

route dampening 2 4R E SN I HER D &2 QA 0l&0 2dl OFIEle 2tE8 82 2 A5
St X oti= HIHLISOICE Ol E Slolf RHEEGIH =Xol= ctSESS Holot= 20| =L 2
e ot 2HRE= 2 S-]0ICH IHEEl H(CI2E 1000)2 L =L Ol H =S WEEl 2ol 0lel
&2 E “suppress-limit” gtS €2 H, 0| 2R E2 M2 SKE L 0l IEEl gt2 Olel E2 & “half-
time”0ll SEOIH ZHutA 24 =0, 5 =0CH 2t 2 A0 248 IHEEl g0l Olel 2=
“reuse-limit” 2t 0|50l S &ot™, O] 2tRLE= THAl MEEICH

IBGP £ Eoll 55 28 2AUREES2 dampening & Xl ZS2 S2loll0F &tCt. 12l dampening &
IHZEl 2L0I “reuse-limit” gt2 Bt 0150t 2 K= AWM et<E O | X It EC.

FIF

ZJ|0ll route dampening 2 CIZ2EZ QEZ A EHOICH CtE 2l HE =0 route dampening 2 Z &2 6t=0
ArZE L

e bgp dampening (will turn on dampening)
e no bgp dampening (will turn off dampening)
e bgp dampening <half-life-time> (will change the half-life-time)

SA 2= IictOIHS S b= 282,

bgp dampening <half-life-time> <reuse> <suppress> <maximum-suppress-time>
<half-life-time> (range is 1-45 min, current default is 15 min)

<reuse-value> (range is 1-20000, default is 750)

<suppress-value> (range is 1-20000, default is 2000)

<max-suppress-time> (maximum duration a route can be suppressed, range is 1-255, default
is 4 times half-life-time)

CtZ & route dampening 0l AtE &= EH E & c2lg EO0IC
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H 10-4. route dampening 0l AFE5&= 801
R TE
_ il S route Ofl CHSt best path & 2t 10 U KX= LK 2 HESI HY 2t
History state -
E ZHLO st B2 = EMots A
Damp state INEE| g0l SHHIXIE =1 & AHZ WOIHNAH B2 L0l &L,
ctSE ScHE 0l ZHAl OICH O 4R EN R = 2 CI2E L0
Penalty 1000 OICt. Ol H=+= %EEID_ St XI (suppress limit)JF Z= 10t & 84 AHEY

Suppress limit route Ol 2= IHEEl g8l stAHXIZ CIZE 2000 O| Ct
o route Off 2tE WL El g2 half-life-time 0l & & AI2HCIZE 15 2)
Half-life-time
ol XILtH Bteg 20 E=0l, 0lds 4= 5 =0tCH &#Hol & CF
S 2UE WEE 0l =0 =0 A 0] et 2SI &N 2539t
o H 2= SRELC Y 2REJNTGA BGPHIOIZWH S H 8L
Reuse-limit _ _
SHECH CIZE 27500110, B2 253t= HHdte EXt= 10 =
OtCh ==& = Ct
) o AREI RastE = U= = AZH0I 12, JIE g2 half-lif-time 2| 4
Maximum suppress limit
B Ol CH
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11

Link Aggregation Control
Protocol

0l W M= port-group=2 F4ot)| ol A<AXI0 IEEE 802.3ad Link Aggregation Control
Protocol(LACP)E & ZXol= &S 8 S

b Note ol ZUHIA AI2E= 3300 st 2810 A SE-EH 28t 32=
command reference £

ol 2 2o 82 4=
® Understanding the Link Aggregation Control Protocol
® Configuring 802.3ad Link Aggregation Control Protocol
® Displaying 802.3ad Statistics and Status

11.1. Understanding Link Aggregation Control
Protocol
ol B2lilMeE TS et== 26t

® |LACP Modes
® |ACP Parameters

11.1.1. LACP Modes

U9000 Series switch = port group 2 =22 4

4= Q1 , |EEE 802.3ad LACP(Link
Aggregation Control Protocol)E AIEol Nsez RHE =& QU
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- I
LACP 2 port group 2 *HoldA™, active Lt passive REE AIE6tH =0, H0HE 239
SHEZE2 active PEZ HAFZN JUOOF SHCH. Passive R2EQ ZEE= [ACP IHAS WA
HESHA 210 LACP W22 4SS R0 LACP IH2'E2 ME3BH)| A& SHCE.
LACP Ol Jitsst 2E
Mode Description
of f LACP Ol Qo ZEDI ZE Q822 PHLXN L= st
passive HZEZE passive & 2E2 HXHEH. Passive 229
ZEE= HA LACP A= M&610 EAS A&GHA &1,
LACP IialE2 3= I SY0t StCt.
active LEEZE active €& RER AAEHCE. Active EEQ
TE= LACP IH3I2 ASECZ2M A2 AIESHT
11.1.2. LACP Parameters
LACP 2l &HUH AIEDH = QXSS LS &Ch:
® System Priority
LACP D} S&ole 2 AAX0Nes XAN=E22 &2 (Ll E ZolAM system priority S
sreoliOF StCH. System priority = A9IXI2 MAC =242 20|l AFE2E 0 system ID E
FHotD, T2 AlIAENe Eato A= 0.
® Port Priority
ARXQ 2 ZEN= As2g2 =2 (Ll E SoHM port priority & o0k SHCH.
Port priority = ZE H352 &M port identifier & *AStCH. Port priority =
StEAIe M M2 =HE§s 2= ZTED S8 4 g2 M, standby ZEZ 2HE
LEE ZHol)| ol AI=2=CH.
® Administrative key
AXS 2 ZEN=E AN=E E2 CLI SolM administrative key gfS & &oH0F &HCH.
ZTEJ 8 ZEY SgE &= U= =2 administrative key 0Ol 2o &2l ECt.
CIE ZEY SE2 &= Us ZEQ 82 Us2 240 2ol ZEEC:
B X=E(data rate), duplex 2Z, point-to—point E2 2% A2 22 ZE9
=cly §4
] N X.”Ot
LACP JF EH3ITI™H, LACP = &4 S& Jiss 2 N2 ZLEE S&oled AIZSHCH. oreF
S8 Jtss BE ZESZ2 Sgg = SlUH, SEIHA 22 BE ZEES2 hot standby
AEHOl =01H S0 SgeE g ZEN D0 M2 L2000 AIS L.
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11.2. Configuring 802.3ad Link Aggregation
Control Protocol

rr

o
1z
o
fix

2
o
o

0l 20lM= LACP 2 port group 2 &6t
® Specifying the System Priority

Specifying the Port Priority

Specifying an Administrative Key Value

Specifying the Timeout Value

Changing the LACP Mode

Clearing LACP Statistics

11.2.1. Specifying the System Priority

il
[
o
-
A
it
1
i
i
rno

System priority 2 2t2 1 1t 65535 AHOISl H£ 2HOIO{OF
SHE=RE LEHHTCEH. default priority & 32768 O|Ct.

LACP System priority & & &t ™ privileged EXEC 2E0MEE T2 &S HEICH
Command Purpose

Stepl configure terminal Global configuration S =2 &I 5tCt,

Step2 lacp system-priority priority system priority £ & & StCt.

Step3 end privileged EXEC 2= 2 HZStC}.

Step4 show lacp sys-id 8% HES &lstlt.

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt,
config

& &F &t system priority £ default &8 22 =76t2{™ global configuration E & no lacp system-
priority £ At E35tct

SBHECH

HH

CtS 2 system priority £ 20000 22 & &ot= 2™

i

Switch# configure terminal
Switch(config)# lacp system-priority 20000
Switch(config)# end

11.2.2. Specifying the Port Priority
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Port priority 2 g2 1 1t 65535 ALOISl &= Z0IN0F &t =X 28 R RE=/E
LIEFHCEH. default priority &= 32768 O|Ct.

Port priority & A&t ™ privileged EXEC 2S0MEH 82 &S HEILCH

Command Purpose
Stepl configure terminal Global configuration SEZ XSHCH
Stpe2 interface /interface-id LACP £ port priority £ &3&85tei= IHHOIAE HAIGHH
mterface configuration 2= 2 &I 5HCL
Step3 lacp port-priority priority port priority & & & &tCt.
Step4 end privileged EXEC 2= 2 HA St
Step5 show running-config 23 WE= ol
Step6 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

& A St port priority £ default &8 22 =15t ™ interface configuration @2 no lacp port-
priority £ At E35t2t
CtS2 28 H0l A gil 2| port-priority £ 10 22 & &ct= 00| Ct:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp port-priority 10
Switch(config)# end

11.2.3. Specifying an Administrative Key Value

ZEL} AIAE2 administrative key gtS & & == ULt admin-key a2 £ &HOHK 2= OH UHs2

k =
2 gt0l 23E0 & B3R 25 |R=8 admin-key gt2 &= 1~1024 0| Ct.

administrative key gt= & & 5t24™ privileged EXEC 2E0 M EE CHS2 A& S HEICH

Command Purpose
Step1l configure terminal Global configuration 2 =2 & 8tC},
Stpe2 interface /interface-id administrative key £ A&3&dotdi= CIHHIOIAE YHAIGHH
interface configuration 2= 2 Xl &tCt,
Step3 lacp admin-key key administrative key £ & & &tC}.
Step4 end privileged EXEC 2 =2 21 StC.
Step5 show running-config 23 UE= =olstih.
Step6 copy running-config startup- | (84) & & 2 configuration I+ 0l X & &tC}.
config

CIEHIOI AN KNHE=S22 administrative key gt=S 2 E06ted®, interface configuration 2& no lacp
admin-key E AtE3dtet.

CtS2 2IE M0l A gil 2 administrative key £ 10 22 & &3dt= 00| Ch:
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Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp admin-key 10
Switch(config)# end

11.2.4. Specifying the Timeout Value

LEYR [ACPDU 2 A& FII1E HFE £ ULH AEFD|= short (1 =)L long (30 X))o 2 £#FE
2 ULt
b Note lacp timeout Z &2 A F5t= A XIDF Ot A A9IXI2 LACPDU &

= D0 fate 0= CH

LACPDU 2| 8 & +=J|E & &6t H privileged EXEC 2EUAMSRH UGS HEE AL

Command Purpose
Stepl configure terminal Global configuration 2= & & I &tC},
Stpe2 interface /interface-id LACPDU #®EFIIE 4AFotei= AHHOIAE HAIGHH
interface configuration 2 =2 &l 5tCt,
Step3 lacp timeout {short|long} LACPDU M & D€ & & SHCL.
Step4 end privileged EXEC 2 &= 2 HH SHCL
Step5 show running-config &5 WHE= =IstC
Step6 copy running-config startup- | (&) &&= configuration Tt 0l X & &tCt.
config

&t LACPDU M & 30| E default 2 =76t ™, interface configuration 2 & no lacp timeout 2

CtS2 /B HO0lA gil I HZE = & Ef AIAES| LACPDU &8&3J|E short & £ 86t= 0Ol CH:

Switch# configure terminal
Switch(config)# interface gil
Switch(config-if-gil)# lacp timeout short
Switch(config)# end

11.2.5. Changing the LACP Mode

OIHHOIAS LACP & EEE 43 & == QUL
LACP 2=E & X5t H privileged EXEC LEUNHAEH TSl ™S HEILCH
Command Purpose
Step1 configure terminal Global configuration 2= 2 & 2l 5tCt.
Stpe2 interface /interface-id LACP REE 4£&EHotHA= 2AHMHOIAE HAIGHH interface
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configuration 2 =2 & 5tC},
Step3 lacp mode LACP 2 =& &HFsHCH.
{active| off | passive}

Step4 end privileged EXEC 2 =2 HZH S

Step5 show running-config 48 W=s =0elet.

Step6 copy running-config startup- | (S&) &&= configuration Ot 0l X & &tCt.

config

CtS2 Qe H0l A gil 2| LACP £ disable ot= 0101 Ct:
Switch# configure terminal
Switch(config)# interface gil

Switch(config-if-gil)# lacp mode off
Switch(config)# end

11.2.6. Clearing LACP Statistics

LACP 2 SH H2E A HolHAH privileged EXEC 2EUHAMRH OS2 &S HEILH

Command Purpose

Step1l clear lacp [aggregator-id] | S port group 2 LACP SH E 2 E AMHMISHCY.
counters

Stpe2 show lacp counters HE WES &olstit.

CIS& port group 1 2| LACP & SHAEEE A Mots HlO0ICH

Switch# clear lacp 1 counters

11.3. Displaying 802.3ad Statistics and Status

0
fn
Hel

E S0l t

o

LACP EHE Z3lotdH, privileged EXEC & & show lacp counters E AIE
P

o

o]

S8 ZE 50 st LACP SHE £ 3otH ™, privileged EXEC H 3 show lacp aggregator-id
counters E AIE0tct.

AAXC LACP Z2EZ 2% 4EHE L 3otH ™, privileged EXEC E & show lacp internal 2 At
Zotct & AIARICS LACP Z2&E = HE % AtHE X£3|otH ™, privileged EXEC E & show lacp
neighbor = AtE0dlct.

A Zu=9

o

=0l CH

re

AN E 2= command reference & & 116tct.

[1}]
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ON

12

Qo0S

al

=

SH 2LIHE

=2 &2 8 29502 U000 Series A X2 AEHE motD, 212 HEE StHH HEAISHLD,
RMON(Remote Monitoring)2 S8t 29 22| JIs0ll CHatd & FStLt.

CE S U9000 Series AR X MZ20l= SH HEE= AIAE 2AXDFETH HERKIAS 29 AEIE =
Al THtE 4= JUESF S0 0t FI|H o=z SH oI E 220, &5 SE2 tl=ol2, MOt
SAGH| MOl Olel £2XE FHE = UL

12.1. & 2LIHE

ALER 22| JIs2 A/AX0 e A2 E HZ8HCH U000 Series A9 X = show EEHO ME HHES
SOt Ctst AE A2 E 2F A gHS Sot M=stCh

H12-1. 4l 2ELIEHE 28N
== a9
show logging B AABIO EM Z22ot] Y= 1E EW &0
m X[} 2 500MNKC 218 MEE 5= UL

show memory usage m ST AIAES H22] A2 AEHE B0 =CF.

show cpu usage m S CPUEREZ B0 =L,
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show version B AQXOHWS2SWOe HE AEE B =C}.

12.2. LE SH

U9000 Series A% Xl= ZEQ SH 25 MEshh ZEQ SH 2= AAH 8 28 =9
29 A ZE M JI2H S EWECH

EZE SHE 2| A= Ths2 SE= ALE st

show interface [interface name]

U9000 Series A2 Xl= SE X0 TS ZE SH E2E HB&tHC

B Link Status — 2322 & AHEH
Received Packet Count (Rx Pkt Count) — The total number of good packets that have been
received by the port.

B Received Byte Count (Rx Byte Count) — The total number of bytes that were received by
the port, including bad or lost frames. This number includes bytes contained in the Frame
Check Sequence (FCS), but excludes bytes in the preamble.

®  Transmit Packet Count (Tx Pkt Count) — The number of packets that have been
successfully transmitted by the port.

B Transmit Byte Count (Tx Byte Count) — The total number of data bytes successfully
transmitted by the port.

m  Received Broadcast (Rx Bcast) — The total number of frames received by the port that are
addressed to a broadcast address.

m  Received Multicast (Rx Mcast) — The total number of frames received by the port that are
addressed to a multicast address.

B Transmit Collisions (Tx Coll) — The total number of collisions seen by the port, regardless of
whether a device connected to the port participated in any of the collisions.

®  Received Bad CRC Frames (RX CRC) — The total number of frames received by the port
that were of the correct length, but contained a bad FCS value.

B Receive Oversize Frames (RX Oversize) — The total number of good frames received by
the ports that were of greater than the supported maximum length of 1,522 bytes.

B Receive Dropped Frames (Rx Drop) — The total number of dropped frames due to lack of
system resources.

mE

Show interface &S AIE0IH US4 20| Chet SH OIOIEE &g == JULH

Switch # show interface
gil is up
type 1000Base-GBIC,LC, 10,000M, 1,310nm
gbic inserted
vendor LUMINENTOIC
part name SPGBLXCNA
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Rev A

SN 5426120096

Date 061212
gbic diagnostic not supported
no auto-negotiation
speed set 1G, current 1G
duplex set full, current full
vlan ingress check enabled

Last clearing of counters 06:12:47

1 minutes input rate 85,673,635 bytes/sec, 1,338,650 packets/sec
1 minutes output rate 42,836,918 bytes/sec, 669,325 packets/sec

14,836,928,874 packets input, 949,563,504,371 bytes
Received 3 broadcasts, 5,790,151,331 multicasts

0 CRC, 0 oversize, 0 dropped

6,526,551,009 packets output, 417,700,052,349 bytes
Sent 49 broadcasts, 14,033 multicasts

gi2 is up
type 1000Base-GBIC,LC, 500M, 850nm
gbic inserted
vendor CORETEK
part name CT-1250NSP-SB1L
Rev 0000
SN CFO008FC100017
Date 061219
gbic diagnostic not supported
no auto-negotiation
speed set 1G, current 1G
duplex set full, current full
vlan ingress check enabled

EfH 0l A 2] In/Out packet 2] =& X
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ANAEIS 2= 0
show port counter (detail)
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show port counter egress-queue | AIAEI2l 2= QIH MOl A 2| Egress Queue & pass/drop
(packet) byte/(packet) count & £ 0 &C}.

ANAEC RE OIEHO0I A2l InfOut packet 2 =& XIS .
show port counter pps Privileged
pps(packet per second) &¢I 2 £ 0 =L

. e QIEHHOIAS 5%, 12,52 ©HR2 RYTx S bit/s, .
show port statistics IFNAME Privileged
bytes/s, pkts/s & £ 0 &LC}.

L 2E AHHOIAS 5%,12,52 ©HR2 RYTx S bit/s, .
show port statistics all Privileged
bytes/s, pkts/s & £ 0 &LC}.

Privileged

show = port  statistics &V | o /gyt oIEH0IAS 5%, 12,52 912 R/TX 2
(alllrange|type)

i = 0=, FIHA ivi
(fastethernet|gigabitethernet) bits/s, pkts/s 0= type PAI| Privileged

Unicast/Multicast/Broadcast 2| pkts/s & 2 0 =Ct.

PORTRANGE
show port statistics interface | ol & 2/E H 0l A 2] In/Out Octets/UcastPkts/McastPkts .
- o Privileged
IFNAME BcastPkts/Discards/Errors/PauseFrame s £ 20| &LCt.
show  port statistics range | oiE HI2 QAHHOIAL 65X, 12, 58 SRIZ2 RX/Tx
(fastethernet|gigabitethernet) 9| bit/s, bytes/s, pkts/s € 20 =Ct. Privileged
PORTRANGE IFRANGE : ex) 1/1-2, 1/1-5/2, 1/1,2/1-5/2
. i QIEHOIAS RMON 2| Ether SH E2E 2WHE .
show port statistics rmon IFNAME o Privileged
. e QIEHHIOIAL mib 20 CHoll &M BEQ & X .
show port-mib IFNAME . Privileged

Ct
5

alo

2 show port counter £ 0| E56I0d MM ZEQ M2 XX E& 2 H Ol A(gi1)2 5=, 12,
SAHXE B0 EC.

ML

Switch # show port counter

i fname |-Kbps 0-Kbps InOctets InPkts OutOctets OutPkts
gil 685,355 342,678 903,299,486,156  14,114,053,597 394,567,989, 806 6,165,113,228
gi2 0 0 3,975,780, 187 62,120,332 3,941,783,961 61,589,202
gi3 342,678 685,354 395, 100,015,742 6,173,425,595 842,492,363,856  13,163,942,876
gi4 0 0 0 0 0 0
gi5 0 0 0 0 0 0
gi6 0 0 0 0 0 0
gi7 0 0 0 0 0 0
gi8 0 0 0 0 0 0
gi9 0 0 0 0 0 0
gil10 0 0 0 0 0 0
giil 0 0 0 0 0 0
gil2 0 0 0 0 0 0
gil13 0 0 0 0 0 0
gil4 0 0 0 0 0 0
gi15 0 0 0 0 0 0
gil6 0 0 0 0 0 0
gil7 0 0 0 0 0 0
gil8 0 0 0 0 0 0
gil19 0 0 0 0 0 0
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gi20
gi21
giz22
gi23
gi24
gi2b
giz26

O O O O O O o
O O O O O o o

O O O O O o o

O O O O O O O

O O O O O O O
O O O O O o o

R2# show port counter pps

i fname |-PPS 0-PPS InPkts

OutPkts

gil 1,338,628 669,314 14,167,600,498
gi2 0 0 62,120,341
gi3 669,314 1,338,628 6,200, 199,06
gi4 0

O O O O O O O O O O O O O O O O o o o o o o
O O O O O O O O O O O O O O O O O o o o o o o
O O O O O O O O O O O O O O O O O O O o O o o —

6,191,886,696
61,589,210
13,217,489,788

O O O O O O O O O O O O O O O O O o o o o o o

Switch # show port statistics gil

Last clearing of counters 06:05:16

X |
bits/s pkts/s |

bits/s

pkts/s

5sec - 342,168,984 668,298
imin : 342,723,768 669,380

684,337,984
685,446,000

1,336,597
1,338,761
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5min : 342,680,360 669,295 685,359,336 1,338,591
Ro#

Switch # show port statistics range gigabitethernet 1-3

X | RX
bits/s pkts/s | bits/s pkts/s
gil
5sec : 342,648,776 669, 236 685,297,400 1,338,471
imin : 342,615,352 669, 169 685,229, 104 1,338,337
5min : 342,669,056 669,273 685,336,528 1,338,547
gi2
bsec : 0 0 0
imin : 88 0 88
5min : 96 0 96
gi3d
bsec : 685,296,736 1,338,470 342,648,320 669,235
imin : 685,229, 184 1,338,338 342,615,384 669, 169
5min : 685,336,536 1,338,547 342,669,048 669,273
Switch #
Lot 3o EE= AE06tH show interface Al 20 == SHIO CHEt &&= BH2O{LE oS CIE HIOl
29 S 3 J12+2] High/Low threshold gt S 2 &3610 log 2 &2Z = UL

H12-3. ZE SHZ3 €3 83

= =10 49 2=

load interval <5-100> Show interface Al 20 F= B34l J|2t2 AME SHCL interface
) Show interface Al 20 == g2 D242 CIZEEQRE | |

no load interval interface

B A 5HCH (60 X)

input-load-monitor <5-100> <1- | HE EHHOIAL E& J|2t S22l low/high threash £ &

_ B} _ interface

1000> <1-1000> St 04 syslog, snmp trap 2 Sol £ 1 8tC}.

no input-load-monitor Input-load-monitor £ off Xl St Ct. interface
e QlEHMIOIAL 3 J12F S22 low/high threash & &

(no) traffic-control HVAL LVAL ot M2 et shEH syslog, snmp trap 2 Soll £ 10 | interface
SHCY.

Show port traffic-control PPS 2 &M &EiE £3|8HCH privileged

G2 3g2 SAHAX st SEXIE =J|stAI21= BE O 0ICt.
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H124. 2E SH =D|5t HE
2Eo 23 2c
clear counters ANAES 2= QIHHOIAS SH +=HXIE =J|=tetlt. privileged
clear counters IFNAME SF HHOIASY SH SHXE =JI&HEHC privileged
AAESl 2E QIEHHOIAS snmp § <8 EH SHIE .
clear counters snmp o privileged
=J| 2t &tC.
12.3. Logging
U9000 Series ARXl 2= B 22 48 2 A2 2 ZEE 20 &0 A28 HAIX 22
A2TEY = A/AXS HIZ2I0 20 HAIKIE MEGSHH, CHE ClHt0lAZ HAIXE 2 = UL
ANAE HAIX 22 Jls2 thsS A&EHh
B ALEXA =Y 22 B S dE8g = JAE S St
B AMEXNN e 2SS 2 LHI0IAS d8gY = JAES &t
U9000 Series A% Xl= JI2H22 WS HIHS AIAE 2200 CIH dge 208 HEstD B
Ch. MMEXt= CLI E MEGHH 2 &= AIAE BIAIKNIE HMHE 4= JACH =0 2F 1000 12 =10 DIl Al
NE AN HHOM HE él] AMAE 2= AAE HAIXIZE Telnet 0ILH 252 SoilM, &=
syslogserver 2| 2 1€ 822 M 2= SLIH & &= UL

U9000 Series A9 Xl= 0-7 It X2 Severity 22 S JHAI 2

¥ 12-5. U9000 Series AIXI1e 21 gl

Severity ol &t 49
Emergencies (0) A AENALEZ 20t
Alerts (1) F24XOl X0t 28 AEN
Critical (2) Critical &HEH.
Errors (3) Ol 24 DIl AIKI.
Warnings (4) 10 AKX,
Notifications (5) A MENXE SRE HE.
Informational (6) ANSXA H=Sote 82 HAIKL.
Debugging (7) CltH& OIALKX.
12.3.1. A28 27 HIAIXI L=
U9000 Series AR X2 AIAE 27 IAIKl= OIS 22 WES M3 0
B Timestamp
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B Timestamp = OIHIEJ}

Month Day

HH:MM:SS 2t & 0| JIS &Lt

®  Severity level
................................................ E <QIEX QY22 xS A
B 0-7 XS =Xt
B | og description

ASLICE5>0 A & 218 U9000 Series 2 271 HIAIXI2 gl &

B ZMSHOIHEN S AANS HBE2E LEdl=e 8AE 2R
ChS2 AMAE 29 Al 21 BIAI Xl O|C.
May 6 11:53:48 [5] %REMOTE-CONNECT: login from console as Ins
May 6 11:54:01 [5] IFM-NOTICE: Rate limit ra creation
May 7 02:10:24 [5] %YREMOTE-CONNECT: login from console as Ins
May 7 02:10:40 [5] IFM-NOTICE: Flow xx classified
May 7 02:10:48 [5] IFM-NOTICE: Flow xx match rate 10
May 7 05:17:56 [5] %REMOTE-CONNECT: login from console as Ins
May 7 05:23:10 [5] IFM-NOTICE: Service pa add interface fat
12.3.2. CIZE Logging &3 gt.

H1

2-6. AIAE 2002 43 &

&F metolg

=2 €38 &t

220 22 £

enabled

2]
[=]

Telnet A2 22| =

e

disable.

£ HIH A0l £

1MB

Time-Stamp &

enabled

Logging Server

disabled

Syslog server IP address

None configured

Server facility

LOCALY

Server severity

Warnings(4)

Z 22| Severity

Debuggings(7)

Telnet 2| Severity info (6)
Flash2°2 22 M & disable
Flash HHI{ AtOl = 25KB
H12-7. AlAE AKX 22 &8 43 99
A &9
logging console m 2E20 22U SHA R EE Y &F £F.
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{enable|disable|level}

logging facility

{auth|cron|daemon| kernel|local0]|
localll|local?local3|locald|locals|
local6|local7|lpr|mail |[news|syslog]
user |uucp}

® syslog HAIKIE

pS|
=N

S e Facility parameter € &

logging flash
{enable|disable|level|size}

® syslog HIAIKIE flash Ol HEEX R &F

23 &3

logging server A.B.C.D

® syslog HIAIXIE

8

Q& syslog MHO EHX &

logging session
{enable|disable|level }

S ANMESZO 2 £ R HEE

p_l_

logging size BYTE

" H&E syslog ©f size €&

logging source-ip A.B.C.D

® syslog packet 2| sourceip E & &

logging trap
{<0-7>|alert|crit|debug|emerg|err|

info|notice|warn}

® syslog server 2| logging level & &

show logging n 22 HHEH Y 2 £F 20l
{<0-7>|back| flash }
12.3.3. Logging &3 0.
Console 2 & =8t < Log level notice(5) 0l ot EI g message 2t2 console & &5+ A & [f Ct
St 20l &&&tl. console 2 log message E2£ StHtot DA & 22 “logging console disable”

command € AIZ&tHCH.

Switch# configure terminal

Switch(config)# logging console enable
Switch(config)# logging console level notice
Switch(config)#

Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# logging console disable
Switch(config)#

Telnet© 2 &=st 3L
M S 20|

session disable” command £ AF=&HC}.

Log level warn(4) 015t2] log message 2+ telnet session 0l
& H L Telnet session 22 log message

550N 8
=g e

SHot 0k & “logging

Switch#

Switch# configure terminal

Switch(config)# logging session enable
Switch(config)# logging session level warn
Switch(config)#

Switch(config)# end

256
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Switch# configure terminal
Switch(config)# logging session disable
Switch(config)#

Log level err(3) 0I5t2l log message £ flash Ol M&GtDA & H2 CiS10 20| &S, flash Off
log message 2| &S SHot QA & &2 “logging flash disable” command € AHEgtCt.

Switch#

Switch# configure terminal
Switch(config)# logging flash enable
Switch(config)# logging flash level err
Switch(config)#

Switch (config)# end

Switch# configure terminal
Switch(config)# logging flash disable
Switch(config)#

Log server 100.10.1.1 0l Ol switch Bl M Z445t= log & Log level err(5) 015t2] log message E = Ui
DX & FR UsS 20] 838, log server £ log message 2= 212 SHOIAA & E2 “no

logging server” command £ ArE&tCH

Switch# configure terminal

Switch(config)# logging server 100.10.1.1
Switch(config)# logging trap err 100.10.1.1
Switch(config)# end

Switch#

Switch# configure terminal

Switch(config)# no logging server 100.10.1.1
Switch(config)#

12.4. RMON(Remote MONitoring)

ANAE 2 XH= U9000 Series A2 XIJF M Bdtes RMON(Remote Monitoring) 1SS AFE6HH, AlA
s Bl 8822 2Hotd HERIY 2EE &Y == UL

Ct2 Z0lM= RMON JHE 2 U9000 Series A2 XIJt XI& 5= RMON MHIA JIS0ll CHSHO XHAIGI

[
02
o
[

12.4.1. RMON iR

RMON 2 IETF(Internet Engineering Task Force)2| RFC 1271 2t RFC 1757 0l 20 A= =X
EAEOR AMAY 2RI UER/IAE FHC=Z 2e|dt= JIsS MBS0 LBE O RMON 2
th8e & Il e 242 F4 =0

H

r

®  RMON probe
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|HAN NISHCZ LAN MIIHE £= VLANS SH 32 +8ot= s
ZEF O agent
Ao 7 US M = 012 st &#F0 etd sz 2e

[ |
o

.
10
HU

|
> 4 oar
a
ro
i
Rl TN P~

Jull
b

o

B W og 2
Mo Tl
02

®  RMON Manager
B RMON probe 2t SAIGHHA SH
B 2= Al RMON probe o S8 U
==

e 30 U2 2R2= 420, RMON probe £ in-band
£ = out-of-band HZ 2

RMON-compliant
Console Manager

RMON-Probe

RMON-Probe

& 12-1. RMON Manager 2t RMON Probe

JIZ2| SNMP MIBs Jt SNMP agent Jt E el &8 IUHHE 2l Haez 210 =0 BHot0d RMON
MIBs = 2tc| CHAS ZUI0 H&E LAN IQHE=Z &0 = LAN AIQHES] M 24 EciE, Al

JHEN HZE A SAES EHE, SAES AI0I2 ECHE M HES deFL

RMON Agent = & | S H0IEf, 02 G0l
OI= 2 MHE AIGHA ST H2/S ZEYots DS YAXE &3, 010 SLot
= 5t

J
ZEIIs L A LM IIsS ER0tD A0k

LICH>0IA 228 RMON S 901 TI&

U9000 Series A/ XM= <@F! X glgs 32 & 9
2 A& A 0| disabled O| Ct.

= SAH, 0148, 28, 0IHE OF8ts X

0
o
Q
2y
<
o
Z

H 12-8. RMON &5

8= 49

= m SHAOHEUHA A4S THS/HI0IE &=, EZEINAEIHEIHAE =,
= = 2 2! 2018 = 1l A4S 2F(fragment, CRC Alignment,
jabber, 20| OIE, Z0] =1H)0ll CHst SHE M.
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= B 2[R S Z B AIZE 2HE LHO ZAE S EdiE & @F0 (e &
2E N3
B JIE2H2 HIHIIEZ 2tAE 48 Jtsotd 1-3.600 =5 2HH2
........... 2 qst
B O AI=E Sofl AIZIUHE 01 & & HE MAHEA HIW JIs
48 B FIHoZ EZe S MA o IIEX0 SEote 22l Aol 2ot
CHelRlol Atale] JIEE BR
B )|EX= 20 2 HUgeE 38 = U0 HSEH 8 2as o))
FIoHA &/oHEHXIE S oA HLIE= 202 220 &4,
SAE B NOHEN HZE 2 U LA EfE, LE 2E SAEEZ &
2l
a4fAnie 2 AE B SAEHOISNEHAE SAE SOHA LA S IOHE &2 E|
LS UMAZ2 SAE 2ZM
B 22| X= 2ote SF2 AZA A2 2HA L RSt SAEQ HW+E 4
dold EE2E =8
Ecid ESHA B HOIH €32 HE, SMACHEUAE JIELZE F SAEZ A5t
Edim L 220 et BEE =&
B | ZEE0|EdM EE SAEN JE X2 02Xt =7UXNE HE
A= HE JisE
B OEMIAYUEN U=z SAEIIJHE HO| 012U H 0lHE =2 kR
HE SUSZM AN 0IEX= & = 83
Z2H m 22| X0 SEe I3 s= 2AIoH| /oA 012
Wl =& B NOBEN 2ae IH2E =8oiA 22l At 24
A2 m SXEH A0l ZMGHH O JIES 220t 22l XA 210 HAIXKIE
dES. Eg M Y IISEE2ES dF.
12.4.2. RMON 2| Alarm 3} Event 1§ & 3.
MEX= CLI £= SNMP Manager 0l 2/5f Al RMON 2| Configuration € &&& = UCh 0l=
Privileged 2E 0 &8 &0, B8 0= Ch3 4t 20
H 12-9. RMON Alarm and Event &8 &
=EL 249 ==
rmon alarm index ifEntry B RMON 2| alarm table 0ll alarm & It Config
variable ifIndex interval B Tndex alarm table & S5+ 01GI A
tdeltajabsolute} rising- B IfEntry variable alarm variable 2 2 &
threshold Va%ue [event- 5 MIB object
number] falling-threshold
value [event-number] B TfIndex: =c|& QIHHOIAE K&
[owner string] B Interval: alarm variable & 2t&st Al2F 24
A0 x ¢,
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® Delta: MIB variable gt2| &4Z2+2| gt2| Xt0|
£ &g

®  Absolute: MIB variable 2| & C}f gt

B Rising-threshold, falling-threshold value:
alarm 2 YMAIZ & F gt

® Event-number: alarm variable 2| delta gt 0l
Lt absolute g4 0l rising-threshold L, falling
threshold gt0il S S [ 22 ol & Event
b A,

B Owner string:Alarm 2| owner E & Al

rmon event index [log] = RMON event table 0fl event & 3t Config
[trap community ] [owner = log: event Ot LM S [, RMON log S A4
string] [description g 2HOIX 2 HAl

string]

= Trap community: event Jt M} S O, &F
=2
=

T ¢

&t community string 2t &l tra
= Al

®  Owner string: Event 2| owner £ H Al.
® Description string: Event 0l CH &t & Y

no rmon alarm alarm-index = RMON alarm table 0l A alarm 2 A Config
no rmon event event-index = RMON event table 0l Al event & A Al. Config
show rmon alarms ® RMON alarm table € £&. Privileged
show rmon events = RMON event table 2 . Privileged
show rmon log ® RMON log table £ £ Privileged

Switch# configure terminal

Switch (config)# rmon alarm 10 ifEntry inErrors 1 20 delta rising-threshold 15 1
falling-threshold 0 owner hong

Switch (config)# rmon event 1 log trap community rmontrap owner hong description
"Noti : Too Much InErrors"

Switch (config) # exit

Switch# show rmon alarm

The index of alarm : 10

The interval 0 20

The type of Packets : inErrors

The interface : gil

The type of Sample : deltaValue
alarmValue : 0

The status of starting: RISING FALLING ALARM
alarmRisingThreshold : 15

alarmFallingThreshold : 0O
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alarmRisingEventIndex : 1
alarmFallingEventIndex : 1
alarmOwner : hong

Switch# show rmon event

The Index of event : 1

eventDescription : "Noti:TooMuchInErrors"
eventType : log and trap
Community : rmontrap

eventOwner : hong

I 12-10. RMON History & & ! statistics ¥ &

o124 g 2c
rmon history index ifEntry m Z22/& QIHHIOIAN CHEt 0|22 4&  Config
ifIndex [buckets bucket- ® Index: history table 2| § 8t QIE A

number] [interval seconds] B Buckets bucket-number:

Aol =5 XN&E
B IfEntry ifIndex: 2c|& QIHHOlA

AR

[owner string]

B Interval seconds: 0l
2t2tHOCZ X ¢t 9

B Owner string: History 2| owner & ¥

Al.

no rmon history index ® History ==& S Disable & Config
ifEntry ifindex
show rmon history = RMON history table 2 £ Privileged
show rmon statistics ® RMON statistics table 2 £ . Privileged
[IFNAME] m 7FNAME: S& CEHHOIAS XF
show port statistics rmon ® RMON statistics table & =2 . Privileged
[IENAME] m JFNAME: SF QEIHOIAS X
b Notice ‘show rmon statistics’ @& ‘show port statistics rmon’ @&t S

58S S5

Switch# configure terminal

Switch (config)# rmon history 1 ifEntry 9 buckets 100 interval 5 owner park
Swtich (config) # end

Switch# show rmon history
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P8624XG 86# show rmon statistics

The Index of stats 1
Interface : gil
Drop Events

Total Octets

Total Packets

Broadcast Packets
Multicast Packets

CRC errors

Under Size Packets

Over Size Packets

Jabbers

Collisions

Pkts 64 Octets

Pkts 65 to 127 Oct
Pkts 128 to 255 Oct
Pkts 256 to 511 Oct
Pkts 512 to 1023 Oct
Pkts 1024 to 1518 Oct:
Owner

0
0
0
0
0
0
0
0
Fragments : 0
0
0
0
0
0
0
0
0

ubiquoss
(M2t

Switch# show rmon statistics gi2

solution

SHOW HISTORY
====== gi2 ======
Control-index : 1
ifindex : 9
interval : 5
buckets : 50
owner : park
--- gi2 bucket 1 ---
DropEvents : 0
Octets : 0

(A2t

The Index of stats : 3 (gi2)

DropEvents 0 Jabbers 0
Octets 0 Collisions 0
Pkts 0 Pkts640ctets 5
BroadcastPkts 0 Pkts65tol270ctets 10562
MulticastPkts 0 Pktsl28to2550ctets 0
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CRCAlignErrors 0 Pkts256to5110ctets : 0
UndesizePkts 0 Pkts512to0l0230ctets : 0
OversizePkts 0 Pktsl1l024tol5180ctets : 0
Fragments 0

12.5. QoS X Packet Filtering

F7K series
MFC TC Scheduling
IN ouT
- classfication p| — metering » ~SPQ | >
> permit/drop - policing - WRR, WFQ |
- marking - remarking — Best effort
- redirect - W-RED
- trapcpu
- mirror
£ U9N00 Series A2 X0l Al = QoS 2t Packet filtering 2 €Il IS 22 JIsS 82 éHEP
® MFC(Multi-Field Classifier)
I Z&EZ2, src/dest IP, UDP/TCP Port, dscp, Tcp sync S2| XI&E gt 2ol CHFotAl
classification 3t 04 flow-rule 2 Z &8t = permit/drop, redirect, trapcpu, mirror 52| S& &
(action)2 =33t HLE, QoS E fdl S8 & EE Marking tCH &8t 0|2 012380 CHSHA
filtering )1 52 =&st=0 0l 2&IJ| & &L
m  TC(Traffic Conditioner)
£3 Flow-rule I} Binding ot SHXIE WHL, UEZS HstoloiLl, QoS ZEES
Remarking 3t=0l 0l & Ct. 04 21 flow-rule Ol 3tLI2I TC Ofl Binding & == UJ| 120l Ctaot
HEAHXE WAL HAEZEES HISHE &= UL
®  Scheduling
EciEO| W25t oGS B2 01 /I8t Hel A 22 Scheduling 212|&2 0183
Ecizo A0 et Mel=ME G2 ot 2A0IT
- SPQ(Strict Priority Queuing Method)
Ol gelEe SR HIOIHE Jt& el Meldtedl & M AH=EC 2E HIOIEHE R4&
AUZ Melotd =20t =2 HOIEE %¥el M2IZXe 2HAEI 2 HOlE= MHel=
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— I
MOt 22BN HEZE0 RE=% =2 UHOIHZ MHEXNH &HE LIJEAI 2ot CHIl AEHO
=0l ¢4&ES XL Jese galoict

2 HES VB2 UI0IEHE Xaldls &AL 2 SPQ A2 HE S E2te = e 21l
S22 M R0l 88 A2 HE == dote HAl0 &8 Xl HIE=S ALS XL Xt 2
2HF0 XA 23 = UALHL

12.5.1. MFC(Multi-Field Classifier)
12.5.1.1. Flow-Rule ’é"éﬁ/EH pS]|

M3S Melote 32 &5 floll HE2& Aol &
£ classification & & Jts3otLh.

=, src/dest IP, UDP/TCP Port, dscp, Tcp sync S2 XI&E 20l 2o CHFBHA
classification & ULH &8 S SHO| ZHE S 28t netbios-filter, nbt-filter, dhcp-filter S 2
classification 2 X &3dt=0l 0= Tt action 2 & Z0tA|l =25t 22 Filtering(drop)2t2 ol AFEE
CF.

rr

&S 8E5tH0F st=0l Ol= Flow-rule

Flow-rule 2 ZT2&2
AL
T

¥ 12-11. Flow-rule Classification 2 &

L &89 2c
flow-rule NAME classify { <0-255> | icmp | igmp | ip

| ospf | pim | tcp | udp } { SRCIP SRCMASK | | rule 0| H3& ZES| SH Z2EZ0 Het Coni
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | | 2= =2 X &= src/dest ip 0l THaH =& g
any }

roW-r]:,lle N-AME classify; <0-255\>S>R|Ci:3ngF|ag\TAF;Lip flow-rule 0| B8 XEQ EF TZEZ(
0s im | tc u _ _

| ospf | pim | tcp | udp } { ! tist RE & | &= src/dest ip 2t A& E | Config

SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M | any }
dscp VALUE

flow-rule NAME classify { tcp | udp } { SRCIP
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK |
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> |
DSTPORT}

flow-rule NAME classify { tcp | udp } { SRCIP | flow-rule O HE& EES| udp/tcp ZEEZ
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | O CH&t 2= 22 X EE src/dest ip 2 2

flow-rule 0| HE& L EO| udp/tcp ZZ2ES
Ol CHet LE &2 X FE src/dest ip 28 2 | Config
=2 K& E src/dest port Ofl CHoll & &

Confi
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | £2 XN src/dest port & XEE dscp Ol | 0
DSTPORT} dscp VALUE ol ==
flow-rule NAME classify { tcp | udp } { SRcCIP | flow-rule Ol HE& ZE°| udp/tcp Z=EEZ
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | 01| st RE &2 XIEE src/dest ip 2F &2 Confi
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | £ XI& & src/dest port 2 XIE E cos 0l EH g
DSTPORT} cos VALUE 6H e
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flow-rule NAME classify { tcp | udp } { SRcCIP | flow-rule 0| RE&E ZES| udp/tcp ZE2EZ
SRCMASK | SRCIP/M | any } { DSTIP DSTMASK | | Ol CHEt 2 =2 XX E src/dest ip 2 2

Confi
DSTIP/M | any } { <0-255> | SRCPORT } { <0-255> | | 2 X|I& = src/dest port 2 XI&E tos(ip- g
DSTPORT} tos VALUE precedence)(}” |:H oH S| R
flow-rule NAME classify tcp { SRCIP SRCMASK | | flow-rule Ol XE& ZE°| tcp Z=2EZ0 T
SRCIP/M | any } { DSTIP DSTMASK | DSTIP/M |any } | 8t 2 & &2 XI& & src/destip 2t 2E =2 | Config
{ <0-255> | SRCPORT }{ <0-255> | DSTPORT} sync | X| & = src/dest port 2 sync Ol CHaH =2
flow-rule NAME classify { HH.H | any } { HH.H | | flow-rule 0| 2% ZE°| 2= Ng= Config

any } src/dest Mac address 0fl CHotOd =&
flow-rule O] HE& ZEQ 2= 52 K&

src/dest Mac address 2t XI& &l cos 0l LSt | Config

(G RE=R=2

flow-rule 0| ®&& ZEQ| dhcp ZZ2ZEZ20

flow-rule NAME classify dhcp-filter i TE M2 Config

=

flow-rule NAME classify { HH.H | any } { HH.H |
any } cos VALUE

) ) flow-rule 0| 2% ZE nt ZTZEZ0/ T4 .
flow-rule NAME classify nbt-filter o Config
StEH EE

flow-rule 0| 22 &% ZEO9| nethios Z2E=S

flow-rule NAME classify netbios-filter o CiE mE R e Config
) flow-rule 0| =& ZEQ| tcp sync Off CHall i
flow-rule NAME classify sync e Config
flow-rule NAME classify tos <0-7> flow-rule O] =& ZE°| tos 0l CHoi H&E. | Config
flow-rule NAME classify cos <0-7> flow-rule O] & L E2| cos 0fl CHAH A E. | Config
flow-rule NAME classify dscp <0-63> flow-rule O] & L EQ| dscp 0l CHall HE | Config

2 22401l 2o Classification = Flow-Rule 0l S& & (action)2 & ZAIZ ==t UL
=
=

QoS £ <l dll Cos, DP(Drop precedence), Dscp, Tos(lp Precedence), Queue 2 =E marking & =%
U204, redirect, mirror, trapcpu, rate-limit S2| S HE& =T QUL

L 5t, TC(Traffic Conditioner) 2+ binding 504 QoS & = 2| remark, rate-limit, SHJ|1s S +&#& 4
AUCH.

match Al2! &= St L8t 0] flow-rule 2 £ & & 2 (action)0| match & X
2O H 0L 2 0IJ} 8iCth.

Notice src/dest Mac address £ Xl & 6t= flow-rule 0l CH 6 Al = 12-default 2

b Notice dhcp-filter, nbt-filter, netbios-filter S 2| S = flow-rule & CtE %S
B profile € Jt Xl = policy-map Ol 2+ L& = Ct. 8t I3 0ff 2t = flow-rule =

cos £ Xl & dt= flow-rule 2 13cos profile £ Jt Xl = policy-map 0l L& =

= UL
T 12-12. Flow-rule 33 M2 HH
ERTY 29 ==
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flow-rule NAME match { permit | drop } A LXl5t= W3S o Config
flow-rule NAME match { cos | dropprecedence | =& 1t 2 XIotE 22l of Conf
| dscp | queue-parameter } VALUE 2 mark StCh g
_ AL LXIots W22 Ab=E mirror ZE2 _
flow-rule NAME match mirror _ Config
d&Ee
flow-rule  NAME match redirect VNAME | &3t 2Xict=s HAS X vian 2| ZEZ Confi
IFNAME & &S B g
o AR LXlote WA ,
flow-rule NAME match rate-limit <1-100000> L Config
limit & Ct
A& 2X|Icts A S XEE te-table 2 B! | Config
flow-rule NAME match tc-table TBLNAME sy
flow-rule NAME match trapcpu FEN LX G S cCcPUZ & Config
. AEN L6t M2AS CPU 2 & Config
flow-rule NAME match trapcpu-high _
SH=2 A0 &S
. AED LR ots WS W S Config
flow-rule NAME match counting siet
flow-rule NAME match nexthop A.B.C.D & YxIct=E 22l nexthop S Config
flow-rule NAME match outer-tag-vlan <1-4096> | 7= 0f 2 XI6t= W32l vianid S Config
flow-rule NAME match queuing-parameter A& LXlokE M2 queuing Config
<0-7> StCt.

i

marking 2 Xl 2l & & H(action)2 Gt

FLE2] flow-rule Ol 0421 & 20| match

E XA Flow-rule 0l ¥

= oMot FoiM= OS2 SE 0O A

T 12-13. Flow-rule 32 Gl Xl & &

HH0

23

no flow-rule NAME match { permit | drop }

no flow-rule NAME match { cos | dropprecedence |
dscp | queue-parameter }

no flow-rule NAME match mirror

no flow-rule NAME match redirect

no flow-rule NAME match rate-limit

no flow-rule NAME match tc-table

no flow-rule NAME match trapcpu

no flow-rule NAME match trapcpu-high

no flow-rule NAME match counting

no flow-rule NAME match nexthop

no flow-rule NAME match outer-tag-vlan

Config

=2 S& flow-rule 2 & Mlot= EE O 0I L

266
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T 12-14. flow-rule &Kl €A

o134 of 49 2=
no flow-rule NAME NAME 2| flow-rule & Af X SHCH. Config

12.5.1.2.  policy-map MA/FI}

QIEHIOI A0 Flow-rule 2 & E3tJ| ?IoH Policy-map 2 2HE 0 HE3JI0, Policy-map 0= Ct==2
Flow-rule O] Z&t& &= JUN, & CIHHIOIAN Ci==2 0| HEE = U220 Policy-map 0l F=ItHE
= = A0l 2ol Flow-rule Ol 8 X S22 1 &AM It HEHS| SRSHC

MZ2& =M= show flow-rule 2 Sall &0lst = QUL

H 12-15. Policy-map M4 & =I1 HH

24240f £ ==
PNAME 0| Sl= d32= MZ0| M43t PNAM 2
policy-map PNAME flow-rule FNAME policy ot J|&0 A= A<= FNAME 2 flow Jt OHXl | Config

S Z FIHEC

policy-map PNAME flow-rule FNAME1
above flow-rule FNAME2
policy-map PNAME flow-rule FNAME1
below flow-rule FNAME2

FNAMEL 9| flow Jt FNAME2 o] #I2 FIt= Lt Config

FNAMEL 2| flow Jt FNAME2 2| Ote 2 =D&l Ct. Config

H 12-16. Policy-map &f Xl & S& flow-rule &/ X H&

EELY L= 2=

no policy-map PNAME PNAME 2| policy-map 2 4 X StCt. Config
) PNAME 2| policy-map 8lA FNAME 2| €& flow-rule i

no policy-map PNAME flow-rule FNAME | _ ARIECH Config

0lo

M A E policy-map 2 vlan QIHHIOIA N EZ/oHMole YEH= Gt 2L

H 12-17. policy-map HE/HH 2

L S ge] 2c
_ ) £33 vlan 2EHOIAN PNAME 2| policy-map 2 &
service-policy PNAME _ Interface
Y.
no service-policy HZ & policy-map = off Ml &tCt Interface

b Notice policy-map & vian 2/ Ef HIOl A0 LHed XI 0 ofLtel vian QIE HIOl A 0=
otLt2| policy-map 20| HE2E 22 =Ml =20t M Ct==2| flow-rule
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£ ® g Jl=st policy-map 2 44 6104 0F StHCF.
Ct22 9d = AHE0HN flow-rule 2t 883 = £3|g == UL
¥ 12-18. Flow-rule X3 H¥
g3 &9 2=
flow-rule 2| NI2EE < policy-map 2 E3EE B0HE .
show flow-rule o Privileged
h i ’ S HEE U= policy-map = vian 2E{HO| A2t & privileged
show service-polic rivilege
policy W 2O=CH g

OloHE =2 foll 22 =4S BH=EAID|D] /et & JtXl Ol € LIEHLH RACEH
ol 1)
221 rvlan3
srcip : 210.222.57.0/24 & 2410t & = LIH Xl drop

netbios filter & &

Switch# configure terminal

Switch(config)# flow-rule telnet23 classify ip 210.222.57.0/24 any
Switch(config)# flow-rule telnet23 match permit

Switch(config)# flow-rule droprule classify ip 210.222.57.0/24 any
Switch(config)# flow-rule droprule match drop

Switch(config)# flow-rule netbiosfilter classify netbios—filter
Switch(config)#

Switch(config)# policy-map examplel flow-rule telnet23
Switch(config)# policy-map examplel flow-rule droprule
Switch(config)# policy-map examplel flow-rule netbiosfilter
Switch(config)#

Switch(config)# int vian3

Switch(config—if-vlan3)#

Switch(config-if-vian3)# service-policy examplel
Switch(config-if-vian3)# end

Switch# show flow-rule

< flow table >
flow-rule telnet23 classify ip 210.222.57.0/24 any
telnet23 match permit
flow-rule droprule classify ip 210.222.57.0/24 any
droprule match drop
flow-rule netbiosfilter classify netbios-filter

< policy table >
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policy-map examplel flow-rule telnet23
examplel flow-rule droprule
examplel flow-rule netbiosfilter

Switch#
Switch# show service—policy
<vlan3>
service—policy examplel
Switch#
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0ol 2)

XA :vlan2
icmp TH2! 0l CHoHl dscp atS 3 2 2 marking
pop3 IH2! 0l CHOH Al = vlan3 Ol gi4 2 redirect

Switch# configure terminal

Switch(config)# flow-rule dscpmark classify icmp any any dscp 3
Switch(config)# flow-rule dscpmark match dscp 5
Switch(config)# flow-rule dscpmark mode map—to-entry-dscp
Switch(config)# flow-rule pop3 classify tcp any any any 110
Switch(config)# flow-rule pop3 match redirect vian3 gi4
Switch(config)#

Switch(config)# policy-map pol1 flow-rule dscpmark
Switch(config)# policy-map pol1 flow-rule pop3
Switch(config)#

Switch(config)# int vlan2
Switch(config-if-vlian2)# service—policy pol1
Switch(config-if-vian2)#
Switch(config—if-vian2)# end

Switch# show flow-rule

< flow table >
flow-rule dscpmark classify icmp any any dscp 3
dscpmark match dscp 5
flow-rule pop3 classify tcp any any any 110
pop3 match redirect vlian3 fa4/1

< policy table >
policy-map pol1 flow-rule dscpmark
pol1 flow-rule pop3

Switch#
Switch# show service—policy
<vlan2>

service-policy pol
Switch#

12.5.2. TC(Traffic Conditioner)
A A Z 8t B, U9000 Series A 2| X 0l Al = TC(Traffic Conditioner)E 01 &6t Binding € Flow-rule

Ol A =2 HMstote JIsS H3E 2 UL
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b Notice CH2=9| Flow-rule O| atLtS TC Ol =
rule O] Ct==2] TC 0Ol binding & Xl =

=
=)
==
>~

2 = A2U B2 otLE2| flow-

StCt.

12.5.21. TC M d/AHN|

H 12-19. Traffic Conditioner M4 H&H
o134 of &89 2=
o Ratelimit £ GtXl &&= Traffic-conditioner £ 4 i
tc-table TNAME noratelimit M) Config
£ & ratelimit 2| &t Traffic-conditioner £ 44 4 &t _
tc-table TNAME <1-999999> { drop | nodrop } o Config

b Notice drop/nodrop 2| =& 2| Z< DP(Drop Precedence)lt Green, Yellow, Red
O] IH2! = Red 22| drop HEE Z&SHAH =L

He= TCE MM fiAsE TS2 EE0l AHE T, Flow-rule 0l binding &l 0 J= TC = AHK

X 2=0
T 12-20. Traffic Conditioner &Kl &
= =10 &9 2=
£ & Traffic-conditioner £ A+ M| 8tC}.
no tc-table TNAME €, binding & flow Jt ZM& Al0l= A M S Xl 2= | Config
Ct.

12522. TCX§g

tts2 ¢

njo

Sofl 44 E tc-table 1t binding = flow-rule & £

H 12-21. Traffic Conditioner Table 3| &

2 0f El= ==
Traffic-conditioner 2| &2 & binding & H A= flow-rule 2 =2 o
show tc-table HED Privileged

Switch(config)# tc-table tc1 1000 drop

Switch(config)# flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
Switch(config)# flow-rule fa match tc-table tcl

Switch(config)#

Switch(config)# policy-map ra flow-rule fa
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Switch(config)#

Switch(config)# int vlan2
Switch(config-if-vlan2)# service—policy ra
Switch(config=if-vian2)#
Switch(config-if-vian2)# end

Switch# sh flow-rule

< flow table >
flow-rule fa classify ip 10.1.1.0/24 20.1.1.0/24
fa match tc-table tct

< policy table >
policy—-map ra flow-rule fa

Switch# sh service—policy
<vlan2>

service-policy ra
Switch# sh tc-table

< tc table >
tc-table tc1 1000 nodrop
flow-rule fa applied

12.5.3. QoS =& Ietile
Ct22l &2 U9000 Series 2 XIH M QoS € ®Ioll MA0l= E E=E2| Ethernet Packet i M2 E&
£ LIEFLE 2 RUCH

Etherent/IPv4 Packet

Destination Source TPID(2B) Priority CFI  VLANID | Type(2B) TOS Protocol Source IP Destination IP
MAC(6B) MAC(6B) 0x8100 (3b) (1b) (12b) 0x0800 (8b) (8b) (32b) (32b)
Ethernet Header(14B) VLAN Tag(4B) IP Header(20B ~ 60B)

Drop Precedence 8 7 6

DSCP 8 7 6 5 4 3 2

% 12-2. QoS & Iictiie 2

QoS £ fdil CtS2 2 ==2 marking/remarking 2 otHl &l =0l =2 marking & MFC Lt L2 &l &0l
NZHZ2 S8 252 2210 2o HBot= 202 LotH, remarking 2 TCE AXIH oile 2EE T

272 U9000 Series User Guide




Al HZ

= &l

rr
ot
nio

[e]]]
[=
o
[
[w)
0/0
rlo
I
i
=
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=
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125.3.1. QoS & Itet0lEe =3

H 12-22. QoS HIOI = x=3|HE

g3 &9 2
sh A0 HZE A2 cos 2t0ll 251 mapping/remaking H Privileged
w Qos
ow Qos cos ol2s Bo=C) rivilege
12.53.2. QoS =& Iict0IH HE
Ol HioI=2 Ch&2 HE N E Sall marking/remarking 2 g2 HEE == QUL
H 12-23. QoS & & Marking/Remarking HIO|= A 9™
24240f ek ==
A0 HEE IH2 2 cos gt0ll 2|51 mapping 2 MZ=2
Qos cos-queue-map <0-7> <0-7> queue gt = & & &HCE 0l= show QoS cos £ Q! Jts | Config
5tCt.

12.5.4. Scheduling

U9000 Series ARXIN A= Scheduling = <®lol SPQ(Strict Priority Queue) Method 2
WRR(Weighted Round Robin) Method € XNI=3tH CIZE = SPQ 0ICh.

ChE 1022 SPQ 2t WRR 2| X0 &S LIEFLH D QUCH.

flowl
> 1 priorit
60M P Y
flow2
60M —% 2 priority Scheduler >
flow3 1
— 3 priority owl : 60M
60M :‘l: flow2 : 40M
flow3 : OM
18 12-3. SPQ(Strict Priority Queue) Method
SPQ(Strict Priority Queue) Method ¢! 32 24=20t =2 3als SHEE2Z HMelot)|l =0
flowl 1t 22 2= 2 W20| LR IE L2 =22 flow3 2 2! 2 otLtE MEE X 2=
d Rt St
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flowl
flow2

100M —z‘[ 16 weight Scheduler >
flow3
—_ . flowl : 20M
- | 16 weight

100M { flow2 : 40M

flow3 : 40M

8 12-4. WRR(Weighted Round Robin) Method

£ 2l &S WRR(Weighted Round Robin) Method 2| G210l SPQ & Z 2l ZE0 &3 E weight Off
HIZ2t2 HE WA & Ch.
U9000 Series A% X2 2, 0-7 2| 8 12| profile & M0k, 2 profile 0l 0-7 2| 8 Ji 2] scheduling

8
2 28t Queue E A&l 22 S& 2AHHIOl AL Queue HAIS Z2Fdt= Y K OICH

¥ 12-24. Queue-method H& ¥4

24240f £ ==

_ ) - profile-id(1~7) Profile 2| queue-id(0~7) Queue
tx-schfadullng-proflle proflle-ld Queue-method £ Strict 24! £2 WRR1(Weight- ,
gueueing-method queue-id . _ _ Config

. Round-Robin)Z4! &8 WRR2 22 HZEHC.
(strictjwrrl|wrr2)

Default 2 &= Strict 2t4! 0| CF.

b Notice SPQ A2l &&= 8IH(0-7) Queue & =t 25 U&=
Ct.

CrE2 oY profile 0l WRR1(Weighted Round Robin) &£= WRR2 Method & A& &I/US 220 ol
& Queue 0l Weight £ B Z ol == ZH K OILCH.

¥ 12-25. WRR-method Queue weight 8 &

2 0f El= ==

i

profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight

weight £ HZ S B3 £ 0l= show port Qos HE 2= & | Config
ol Dt sotCt. default WRR Weight g2t 2 8 0| Ct.

tx-scheduling-profile  profile-id
wrr-profile queue-id weitht

no tx-scheduling-profile profile- | profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £

. . . . _ Config
id wrr-profile queue-id default weight 21 8 2 21 &3 &L},

274 U9000 Series User Guide

e



_PON_

——
22 olg ZE0 H=Z< profile £ XI&Z 6t ol Mot= EE 0| LY.
H 12-26. tx-scheduling 818 ¥ &
g3 &9 2
) o e ZEN HZEE profile S profile-id 2 &stCH CIEE
tx-scheduling profile-id Interface

profile-id = 0 O| Ct.

) L profile-id(1~7) Profile 2| queue-id(0~7) Queue WRR Weight £
no tx-scheduling profile-id . _ Interface
default weight 21 8 £ B &tC}..

Of & == U ot =Lt

U
]
A

OG22 2 LE2| scheduling 2t ed AHEH

H 12-27. 8 Al interface 2] queue-method & weight 3| &

2t

HEO =
| o R |E11H|OI*_J gueue-method 2 WRR Z4!0l
9| weight gt 2 =L

-IO |> 0R

show port qos Privileged

CIS2 WRR 2 &0 input ZEE gil, gi2, gi3 22 JIEGI1D output ZEE gid 2 JIEE Z 00
O 22 Z20E 2| /s &S W2 &HOHACH 0-7 2] 812 queue = 1, 2, 3 Queue E AtE
st A 20IC 0 J1 A port-priority @& 2 ol & Queue  marking ot= 2 & 01 0| C}.

queueing-method 1 wrr1
queueing-method 2 wrr1
queueing-method 3 wrr1
wrr—profile 18
wrr—profile 2 16
wrr—profile 3 16

Switch(config)# tx—scheduling—profile

( )

Switch(config)# tx-schedul ing-profile
Switch(config)# tx—schedul ing-profile
Switch(config)# tx-schedul ing-profile
Switch(config)# tx-schedul ing-profile
Switch(config)# tx-schedul ing-profile
Switch(config)# int gi4
Switch(config-if-gi4)# tx—scheduling 1
Switch(config-if-gi4)# int gil
Switch(config-if-gil)# port-priority 1
Switch(config-if-gi1)# int gi2
Switch(config-if-gi2)# port-priority 2
Switch(config-if-gi2)# int gi3
Switch(config-if-gi3)# port-priority 3
Switch(config-if-gi3)# end
Switch# show port qos

IFNAME  Pri QO Q1 Q2 Q3 Q4 Q5 Q6 Q7

gil P-1 st- st- st- st- st- st- st- st-
gi2 P-2 st- st- st- st- st- st- st- st-
gi3 P-3 st- st- st- st- st- st- st- st-
gi4 . st- wi—- 8 wi- 16 wi- 16 st- st- st- st-
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gi5 . st- st- st- st- st- st- st- st-
gib . st= st- st- st- st- st- st- st-
gi7 . st- st- st- st- st- st- st- st-
gi8 . st= st- st- st- st- st- st- st-
gi9 . st= st- st- st- st- st- st- st-
gi10 . st= st- st- st- st- st- st- st-
gill . st- st- st- st- st- st- st- st-
gil2 . st= st- st- st- st- st- st- st-
gil13 . st= st- st- st- st- st- st- st-
gil4 . st- st- st- st— st- st- st— st-
gil5 . st- st- Sst- st— st- st- st— st-
gil6 . st- st- Sst- st— st- st- st— st-
gil7 . st- st- st- st- st- st- st- st-
gil8 . st- st- st- st- st- st- st- st-
gil19 . st- st- st- st- st- st- st- st-
gi20 . st- st- st- st- st- st- st— st-
gi2i . st- st- st- st- st- st- st- st-
gi22 . st- st- st- st- st- st- st- st-
gi23 . st- st- st- st- st- st- st— st-
gi24 . st- st- st- st- st- st- st- st-
gi25 . st- st- st- st- st- st- st— st-
gic6 . st- st- st- st- st- st- st- st-

Swi tch#

12.5.5. CPU Rate-limit
U9000 Series A XU A= AAE A0l CHEE cpu rate limit £ E&E & 4= ULt No cpu rate limit £

K Default gt= HEAIZ &= UCH

¥ 12-28. CPU Rate-limit 2tgd &3

O &9 2c
rate-limit cpu <1-999999> CPU Rate limit 8t S & & &tCt<Kbps>. Config
no rate-limit cpu CPU Rate limit ¢t 2 Default 2 & & &L} <2048Kbps>. Config
show rate-limit cpu S A= Rate limit 2/2 20 =C}. Privileged

12.5.6. JI|El filtering

Source-ip, Ipx-netbios ZEH A2 2ol Y CIEHHIOIAN CISU 22 B HE AIE6I0 28 2 Q
Ct.
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H 12-29. J|E} Filtering & €&

,/

EETY g9 ==

source-ip-filter S& CIEH H 0l A0l source-ip Filtering 2 & & StCt. Interface
no source-ip-filter E3& OIE H 0l A0l source-ip Filtering S ot I St Ct. Interface
ipx_netbios S I H 0l A0l Ipx_netbios Filtering & & & StCt. Interface
no ipx_netbios S& CIEHH Ol A0l Ipx_netbios Filtering £ o I &tCt. Interface

12.6. sFlow

= U9000 Series A2 XUl A= 2 interface 2 Traffic flow & 2 LIE & 1t statistics 0l CHEE 82 E =
&otJ| fol sFlow £ X2 &HCH U9000 Series 0l M sFlow £ X & 6t= interface 2| & 2/= physical
port 0l 8t&tCH sFlow &= switch £ = router 0l A= &Ef L SH EE2E =&l == sFlow agent 2t
0l B2 E sorting 6t 2G XU H 20§ 3= sFlow collector 7+ ULt OF2

st Q= 0lLh.

= sFlow JHE 0l THoll &Y

sFlow Collector

Analysis

sFlow Agents

18 12-5. sFlow i & =(sFlow agent 2} collector)

12.6.1. sFlow agent
0JIM= sFlowagent 2 2t &l Jls & HHEHO CHol M AJ0SHCH Ol 2F 23Sl H&E = A agent

2 collector IP & &, flow sampling rate, counter(statistics) polling interval, sflow forward, service
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sflow 2 LI &I CH

sFlow collector = MZZ 20 & & Agent IP E X 0

sampling Bt Al2t J|BH2l counter(statistics) sampling 22 L& Ct. flow sampling rate = Interface 0l
Slot= 2! =, & UM IH20ICH IS ME2 Xl ZE6tH, counter polling interval 2 Interface
statistics £ 2 =0t} sa ot

EIHIOIA(ex, gil)E Z&otH ZICH 442 CIEHHIOIAS H#FE
M sflow service & Al & 6tH EICF

Agent IP = sFlow collector 2 ME2 HEEE 2 I 852 H2 0 &4 EIH,
f StCH sFlow = W2! J18tS| Flow

0
o
=

mpling & X Z &Lt sflow foward 2= HE 0 ZM sampling & 22| & 0!
b

%= QUC}. service sflow 2t HE W=

I

H 12-30. sFlow &t&d HEO

EELY L= 2=
show sflow sflow & &0 2 HEHE 2HEL Privileged
sampling Ol enable & interface 2| flow sampling %
service sflow statistics sampling 2 Al & ot A €l Ct. Disable 2 no §EiE | Config
&Lt
) Y interface & SWtct= W30l CHOH A sampling & &
sflow forwarding Interface

A 0oIXl & & GtCt. Disable 2 no EEHE F &L
Interface & SW5t= W3 & 2 WA0ICH 2 sampling € | Interfac,
F & XS A6 no € EH 2 Default 22 F &HCH. Config

sflow sample <10-65530>

sflow polling-interval <20-120> 2 =0LC} statistics sample 2 sampling & Xl Z & &Lt Config

sflow agent 2| ip address £ & & &tCt. No S EHZ Default ]
sflow agent A.B.C.D Config

U2 B}

o sflow collector 2| ip address & &&SHCH. No HEI2 ]
sflow destination A.B.C.D _ Config
Default gt 2 F StCt

12.6.2. sFlow collector

0 JI M= sFlow collector @f 2t&AE J|ls & SF0| CHoll A 200 SHCH SFlow collector = switch &£
router 2t EOH2 Linux & Window Al AN & XTI SFlow Agent Jt S4l8 sampling TH2! S =
£, S X8 2F X0lH 20 =Ch. sFlow collector 0l = sampling {212 SHgtS HIAE HE
20 == sflowtool 3t JeflE HEHE 20 F= sFlowTrend, Inmon Traffic Server S01 ALt 0 S

M HAEQ! sflowtool Bt sFlowTrend & Inmon corporation = H| O X| http://WWW.inmon.com/index.htm
UM REZ U2 &2 £ UL G232 sflowtool Bt sFlowTrend & & 0l TS & H 0| Lt.

==

_I HU Jx fr

12.6.2.1. sflowtool & &

1) port 63432 = ==4IE sFlow sampling packetS & & &t L.
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[Ins:/home/Ins] sflowtool -p 6343
startDatagram
datagramSourcelP 192.168.0.212
datagramSize 144
unixSecondsUTC 1136381882
datagramVersion 5

agentSubld 0

agent 192.168.0.212
packetSequenceNo 9512
sysUpTime 190157000
samplesinPacket 1

startSample
sampleType_tag 0:2

sampleType COUNTERSSAMPLE

endSample
endDatagram

2) sFlow sampling packet2 line &< £ =& &L},

[Ins:/lhome/Ins] sflowtool -I
CNTR,10.0.0.254,17,6,100000000,0,2147483648,175283006,136405187,2578019,297011,0,3,0,0,0,
0,0

,0,0,1
FLOW,10.0.0.254,0,0,00902773db08,001083265e00,0x0800,0,0,10.0.0.1,10.0.0.254,17,0x00,64,356
9

0,161,0x00,143,125,80

12.6.2.2. sFlowTrend &3
1) sFlowTrend ZZ2 )32 AISHAIZ]

o
u
!
Qﬂ

[m

, &5 & H2| “Click to select” HE

o
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<> sFlowTrend

File Tools Help
Switch | Click to select | Interface I:'EI Chart |Tupsnurces ‘v‘ Units H

Select switch/router to monitor

2) Select switch/router to monitor & = 0l sFlow Agent2| IP AddressE &) & &tCt.
< Select switch/router to monitor
Select switchirouter to monitor |192.168.0.147 -

Community |put:u|ic |

OK Cancel

3) sFlowTrendJt sampling 82 2 2™ Interface, Chart(Utilization, Counters, Top flows . . .),
Units &= 0A S X0t 816t 0K} ot= =2 d ST
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& sFlowTrend g@

File Tools Help

Switch | 192.168.0.147 Interface |faZzi Chart |Tupﬂuws ‘v‘ Units ‘Frames.fs ‘v|

M 1000040 udp1024 —% 200.0.0.10 udp1025

O o006 top 1024 —% 200006 top 025
J1o000g ud 1024 —% 200009 udp:1025
B 100007 udp 1024 —% 200007 udpe1025
B 100005 top 1024 —% 200005 top1 025

Ingress 6O

Frames/s 40

. =
e
|

0
M13zH 1116 28 1Mazd 12228 11:25 2 11:28 =8

192 168.0.147: listening for sFlow on udp port 6343 Updating | 20% |

12.6.3. sFlow Network &4

192.168.0.X/24
el Y SFlow Collector
Sampling Packet

D0.0.0.X/24

SFlow Agent

N

100.0.0.X424

["'.'.'.itttt%%"]

SMB

1% 12-6.sFlow £ €¥8t HERAI OIM €8 & 74

12.6.3.1.  sFlow sampling Al &
sFlow sampling 0l = E & flow sampling 1t Interface statistics sampling 0] JUCt. 22 DA &

& &t sFlow UIERI3 4 0l M sFlow collector £ S560{ sampling 2 2tE =221 &HCE
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Edizi2 MH5I0, Sflow

1. SMB & AtEct0 CHst flow(TCP, UDP, IP, G424JH2 IP Address)¥

Agent 0| H SA&ISHCE

LEQO Epizig MEdot, 0l E2HE S SFlow Collector Ol

2. Sflow Agent IM SMB 2 HZE
SFlow Service €

M S5 5t SFlow Collector 2F SFlow Agent

O |P Address £ & &St

Edst AIZICH

Switch(config)# interface git
Switch(config—if-gi1)# sflow forwarding

Switch(config—if—gi1)# exit
Switch(config)# sflow agent 192.168.0.147
Switch(config)# sflow destination 192.168.0.200

Switch(config)# service sflow

BH0IBHC},

= o

SFlow Collector 2 A& 3dH0 Traffic flow sampling & Interface statistics sampling 2

3. S AS
=X

o

< sFlowTrend

File Tools Help

Switch | 192.168.0.147 | Interface |3 |v| Chart |Topﬂows |v| Units |FramesIs |v|

W 100001 114 —* 200001 114
100008 udp: 1024 —* 200005 udp1025
O1ooo0s udp: 1024 —* 200.0.0.9 udp1025
B 100003 114 — 200003 114
M 100002 114 — 200002 114

Ingress A0
45
40
35
30

Framesis
. 10111

20

il

4012 4052

T EE M EE 148 2= 49 EE I83EE T EE

192 168.0.147: listening for sFlow on udp port 6343

¥ Traffic flow sampling
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& sFlowTrend E]@
File Tools Help
Switch | 192.168.0.147 Interface I:B Chart ‘Counters ‘v| Units |
. Unicasts D Mutticasts D Eroadcasts
. Discards . Errors
Ingress 1.2k
1k
7a0
Framesls
500
250
T T T T T T T T
I3 IE J402E ERE A R ER 386 2 E 400 2= 404 2=
192 168.0.147: listening for sFlow on udp port 6343 Updating 40%
¥ Interface statistics sampling
AKX
12.7. SZAX
U9000 Series A2 XI0l= & H Xl(threshold)E & &aol1 01 =U56IH 0l log Ol M&EotD 22Xt

Ol 01 € &el= J1s0l UL

12.71. 2= £€43
22 2%0 st dHXNE 838, £2lote S8 UHO0IMH, FAN S Z2 2%2 low-threshold & Al X
Olot2 @ XI™ FAN 2 off ot= JIs2 JHRICH
T12-31. 247 2 9380
o130 A9 2c
temperature threshold SCo UAAHXE dFGt=HIENWZ LHX config
HIGHVAL LOWVAL £ Zt5HY syslog 2 snmp trap S 2 A5
Ct.
temperature fan-check-time FI|I XM O Z fan 2 M A SN fan fail & Al 0l config
<0-9999> 0l 2|1 fan “ON"S 2 3| A= &tHCY.
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Default 60 20|H 0 O Z A EAl Ro S&E2

AMESHA &=L &2l= Z0ICt.
show temperature Se 2= 2 YH XIS =3|ot0 FAN S X|  Privileged
Aote 2E9 R FAN 9 AHIE X30ts
StCh.
12.7.2. Mac count &3
ZHI0 SSE& 0 A= Mac count Off CHet AHXIE S &EGHD, AAHXI =Al syslog 2 0| E L lCt.
H 12-32. mac threshold 2t&d HE 0]
gu 49 2=
mac-threshold <I-32768> Mac count 2 L H X E &Gt HEHH=Z config
AHXE =U6tH syslog S LA SHCE.
show mac-threshold & X2 mac-count 2| & & 1t threshold £ %=  Privileged
3| 8tCt.
12.7.3. Cpu usage &3
& HI0l cpuusage AEES0 CHSt YAHXE EFotLD, QAKX =IAl syslog 2t snmp trap 22 0|E &
gl Ct.
T 12-33. cpu usage threshold & HE 0]
a0 49 ec

cpu usage low-threshold <30- Cpuusage 2 YHXE E&&dt=e 8=z config
100> high-threshold <40-100> AHXIE Z=5HH syslog 2 snmp trap S

tél‘/\H o}'[:l-

o

show cpu usage H T2l cpu usage E L3 SHCH. Privileged

12.7.4. User Priority & 3
ZHINA MAE I3 2 User Priority(802.1P) gt 2 2|2 & & (Marking)dt= J1s0ICt.

H 12-34. user priority 2& 30

o130 A9 2c
user-priority <0-7> MM MAEE TH2! 2| user-priority 8t2 &  Interface

& (Marking)etCt. CIZE3gt2 7 0L
no user-priority user-priority gt S CI2E2 & & F&HCh Interface
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STP (Spanning Tree Protocol)
& SLD (Self-loop Detection)

solution

gt

rr

0l &0l M= Spanning Tree Protocol(STP) 1t Rapid Spanning Tree Protocol(RSTP)E & & o}

0l CHoll & H 8Lt

r
o

command

>
o
>
00
13
ro

ot
J
bl

b Note 0 Z0A MBHsE FHo &
reference € & 11atet.

o &= tts2 252 #d=&th:

Understanding Spanning—Tree Features
Understanding RSTP

Configuring Spanning—Tree Features
Displaying the Spanning—Tree Status

13.1. Understanding Spanning-Tree Features

0l 2Uid= Ch32l STP JI=s0il CHoll & X St

STP Overview

Supported Spanning-Tree Instances

Bridge Protocol Data Units

Election of the Root Switch

Bridge ID, Switch Priority, and Extended System ID
Spanning-Tree Timers

Creating the Spanning—Tree Topology
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® Spanning-Tree Interface States
® STP and IEEE 802.1Q Trunks

13.1.1. STP Overview

STP= UERIAWNAN BEE 2Xlot] =2 0] HlZ20t= Layer 2 &3 22| T2 &E=0|LC}.
Layer 2 O| Y (Ethernet) HIEK AL & S&GHAH, A2l & S AO|0l= 22 GHLtCl

e Z20F =THoHOF 8L, Spanmng—tree o SHE2 St (end station)S 0l CHol SHolo| M

20, S =2 o AN HEEJA=K e He X2o=z2 2HE switched LAN 0ff HZ &
Q=X 2XE £ it
DEN A0S HERA &84S 2406k HERIAS 2= EE AMOIU=E 2=t SL0{0F 8L,
Spanmng tree 22| 5 switched Layer 2 HIERIE Eoll FEZII = =& HZ2E HASHT
X= F=IIHOZ bridge protocol data unit(BPDU) 2t E2l= spanning-tree T2 S £44I8
Ch. ARIXIE 0] ZYH LSS forward ot €10, 2L} Qe HZ2E MAHGH)| 2ol AL SHLY.
S SO S AOI0 el JHel EdstE HZIF =Moot UWEKAW 2ZIF EMSHCH WESKI A
2O ENMECH S 2 S=E T AS =0 210I0H A/AXHAME 8 S S22 MAC
F=AJFOAH OHS Layer 2 QIEHHIOI AN SS=CH 08 482 WEKIAE E0t™olH 2HEL
Spanning tree = Layer 2 HIEKAZI0A root ARAXI 2 root A/XNZEH 2E A/AXNK FED}
A= B2E JHE tree & HOISHLE. Spanning tree = E==! UI0I8 22 Z standby(blocked) &HEH
c UEC. BB=E ZE2IJF EMols UESRKIAW DHO0| 2MEIH, spanning-tree 212I&2
spanning—-tree A2 M& HA&GHLD standby 22 E A 3HAI2ICE.

AXIO F QEHHOIADI RFZO U221,
HOlA 2l forwarding &HEH 2 blocking A EHE
O X% EcHEES 2ol L0ILE & fXIEH2

EHHCEH

spanning—tree port priority 2 path cost &&0| 2/
Z2 A SHCH port priority 8t WERKAI0NA CIEHHOIA
UA=IHE LEFHCE. path cost 2t2 A Lt

=CcCc =2
==

13.1.2. Supported Spanning-Tree Instances

U9000 Series A% Xl= VLAN 2 spanning tree 2 ZICH 128 JH2l spanning-tree instance & Xl &
StCH 128 D02l VLAN 0l CHoll S & & 22 spanning-tree & 43t & 4= UL},

13.1.3. Bridge Protocol Data Units

CtE2 A=0l 2160 spanning-tree 2 otE E active &0 Z2HE L}
o 2 VLAND 2=l S5 BridgelD(AR X priority2t MAC F=4)
® root A% X292l spanning-tree path cost

286
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® 2 lLayer2 CIHHIOIAN SEE TE AHXHEZE priority2t ZE H135)

KX M2 SUHBS M, AKX = root 2/AXNHE S&EHCH 2 A
configuration BPDU € N &&HCH A9IXIS2 BPDU E MZE W&a6tD BPDU & spanning-tree
HAS HASHCEH 2 configuration BPDU = LIS 882 E E& &L
root 29I X2l BridgelD
root Mt XI2l spanning—tree path cost
BPDUE & &6t A2IXI2Q BridgelD
Message age
BPDUE & &6t ARXIQ CIE{HOIA AE X}
hello, forward—delay, max—age Z2& = EIOIH S gt

Eas PNPIIDN;

FZ

-

B0 s FE(X2 BridgelD, %2 path cost, S€)E Jt&l BPDU £ =413 S
= DU E =4It ZEN MESCH BPODU £ =418t ZEDJ} root EECHH

B =
Aol A KHALS| designated LAN @2 &Y SHL,

o

0z
=

E

IlJIﬂJ
0‘5’:

AQAXDON B ZEC HEHE[L} 258 HHEYE HLEE B
A2 XDt designated LAN 2 FH ZS& HAIXNE $+=AMCHH
BPDU E LAN 22 &SSHLE Olgd gaoz 58 2= W

iljf root A9IXZ LS}

Root ARXE HMsS 34 AXUM root ZEIJL HEECH 0 EE= A?IXIIl root
AXNZ A2 MSE M 2 ZF2(OIE 2 HIE)E M3t

° 7—.‘ AKX = path costE JIB2OZ root AR/XIDXIS =S HEIE HASHCE.
2t2t2] LANZS <8t designated A®IXIJF Z28E L designated A®IXl= ANOﬂ/d root
ARXZ HAES MEE M IHE 2 path costE MSstCh. LANDE HZE designated
AR X EE designated ZE2t 2L,

® Spanning-tree 0l &&= AEHHIOIASO0l ZHECLE root ZEQ designated ZE=
forwarding & EH 0l =QICt.

® Spanning-treelll Z& %X %= 2= 2IHHOIA =2 blocked & L.

13.1.4. Election of Root Switch

Layer 2 WIERK 32| spanning tree 0l 0ot 22 A/X=
C

ol 28t A2 E 220 0ledst HAIXIS WES

® 2! spanning-tree instancelll it RSt root AKX H&

® 2= switched LAN =22 2|8t designated = E Z &

o ==E 232 HZE Layer 2 QIHHIOI AL XFEHO 28t switched HIERI A2 222 XA
28 VLAN OlAl DA =2 AKX priority(B2 =X 2t2 JHRN)E D& ALAXIIF root A/IXIZ 2H
S0 28 ARAXIDF default priority(32768)2 A ™ AUCHH, VLAN HIA JHE 2 MAC =AE J}
& ALK I root ARIXIJF S CH ARl priority = BridgelD 2 = &% HIEW Z& & Ch.
ALQXIC ALAX priority o] 2SS HASO2M 1 AXAXIDlroot ARXINE JisdS HAS £
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Ct. AKXl priority 8 2 222 £&3F6H Jis4&0| €0HX 12, &

ro

#oZ £HolH IJtse

Ol =0t

0x
0x

Root A% Xl = switched UIERII WA spanning-tree &4t =¢2|& ol =& 0ICt. Switched WE <
AWM root AR/IXZ &2 2RI 2= A2 =2 spanning-tree blocking & EHDJF =ICH.

BPDU = BPDU £ & &l A/AXIL ZE, A/AXIC MAC =4, AKX priority, port priority, path
cost S2 AEE &S}, Spanning tree = 0l 82E AME0IH root AKX} root EE,
designated LEE Z2 & stL}.

13.1.5. Bridge ID, Switch Priority, and Extended System ID

IEEE 802.10 E&0 2™ 2 AKX = root ARXE HEBID] Ao AIBEl= RS BelXl Ald

AH(BridgelD)E JHEICH 2 VIAN 2 =282 2 A2 U2 Bellz 2FH22 AX&= VLAN g
2 A2 CHE BridgelD € Jt& = UL ARAXI= 8 BIOIES] BridgeIDE JHEICEH =l &t9l 2 BHOIE
= AR priority 2 AFEE D, LIHAI 6 HI0IE= ARAXIS MAC ==40[Lt.

U9000 Series A9l Xl= 802.1T spanning—tree extensions & A& SHCH HE2F 20| A?IX priority
Z AMECHE 2 BIOIEDF 4 HIE priority gt2F VLAN ID 2F S 28 12 HIE extended system ID g2
2 MHEY T ACH

X 13-1. Switch Priority Value and Extended System ID

Switch Priority Value Extended System ID(Set Equal to the VLAN ID)

Bit16 | Bit15 | Bit14 | Bit13 | Bit12 | Bit11 | Bit10 | Bit9 | Bit8 | Bit7 | Bit6 | Bit5 | Bit | Bit3 | Bit2 | Bit1

32768 | 16384 | 8192 | 4096 | 2048 | 1024 | 512 | 256 | 128 | 64 | 32 | 16 | 8 4

no

Spanning tree = extended system |ID 2t A2 Xl priority, 22l MAC =42 BridgelD € GtELCH.

13.1.6. Spanning-Tree Timers

X = spanning-tree 2] As0l &2 0|Xl= EIOIHEE LEIHCE.

H 13-2. Spanning-Tree Timers

Variable Description

Hello timer AL THE ARIXZ L0tLE XH3= hello HIAIXKIE ®&EE HQIIIE 23

]
a

=
2
>| -
N
N

Forward—delay timer | QIEJHIOIA DL forwarding AtEHDF ZID1 &0l listening 2t learning &E
HOtLt HHE 2A4CIDIE 28 &L

Maximum—-age timer | QIE{HOIAZ At T2 E2 FEE L0t SO MAEE 210IIE Z2HSHL.
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13.1.7. Creating the Spanning-Tree Topology

m =
x
H
rn
>
40
pal
un
10

AXl priority It default(32768)010 AKX A JF JI& 2 MAC
H ALX AJbroot AAXIJF €L GHAIEH, forwarding 2B HIOl A2 JH==
link-type M0 AKX A = O0lA4XQ root AIXIIE OILICH. Root ARIXIZ OtEd=
X8| priority 9:!92}»&1(‘;48 Xt S ALE), spanning-tree 2 &S THH &HSHO
A
2

[> Jo 44
0z 0 1o b 0ou

U

0l

o

>_

=

18 13-1 Spanning-Tree Topology

iy |1

DP
RP = Root Port
DP = Designated Port

default 21AHE J|BF2 2 spanning-tree &2 H&GHH, Al S0 SHAI &2 A2l E=2
OI/\”‘*OIII FCH OIZ, root ZEBO =2 A |

?IXIS root LE HAS 0L += ULH. SHE=E

e S0 A9IXI B2 & ZEDJH JIJHHIE 0IHY! &30/, ALKl B S CHE EZE(10/100 &3)t
ST root ZEeCD JIAEGH L HIE/ D EcH®Ol JIJHBIE OIS 2 3E Soff 8= 2401 O
i .

s
Hull QI HI0l A2l port priority £ root LEZCH
Z2M, JIJIHIE old 4! B HIOIAS MZ22 root ZEZ S 4= UL

13.1.8. Spanning-Tree Interface States

I2ES 20t switched LAN £ Soll MEE I MIXHO| LAHSICH 1 20 OHE A, TE &
2 0IA switched LAN @ & AH S DL L MEHCEH Spanning-tree Ol & 4 %= Layer 2 2IE{ H Ol
AD Ut 2 forwarding A ENJF SICHH LAIEQI HIOIE = YMs £ QICH M2 Z AXe=s &
dl Y2 forwarding otJ1 0l switched LAN 2 Sdll dltE= M2 & 2 E JICHH 0 8t

ol
Pl
(_

Spanning tree Jt 24 3t=l A[XI2 2 Layer 2 2IEHHIOl A= TS AEH & oHUHOICH:

® Blocking - 2lE{HO0lAE=E Z &2 forwardingot Xl & =CF.

® Listening — QI HIOIA DL I &= forwardingol OF &tC
CtS2l 0| &HEH.

® Llearning - 2EHHIOIAIL ZY A= forwardingst?| ®loil =HISCt. MAC learningOl
=& Ct.

ol
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® Forwarding - I HIOIAJF Z¢ & = forward &HCF.
® Disabled - ZEJI shutdown AEHOIHU ZEW AIJF AL

ZEQ A#HSOl
spanning-tree instancelt 12| HE0 2 E{H Ol A= spanning treeOfl 0 HXl 2 =CF.

OIHHOIASS LIS &AEHZ 0S8t

ZI|AEHOI Al blocking A Bl 2

blocking & EH Ul A listening &2 disabled A El 2
listening & EH Ol Al learning &2 disabled &EH &2
learning &tEH Ol A forwarding &2 disabled &EH 2
forwarding & EH0I A disabled AElZ

[wl
alo
10

A2 AIHHOI AL HEHEO0IE 20 =L

218 13-2 Spanning-Tree Interface States

Power-on
initialization

\ 4
Blocking
state «—

|
:
|
Y A 4
Listening Disabled
state state

Y

Learning
state

Y

Forwarding
state

STP Ol 43t TS M, A/AXIC 2 2HHOIAE blocking & EHJF 1D listening 3t learning
O] LAIEQ AMEHE XSO ©&EFE spanning tree M 2F 91 HIOIA = forwarding E2
blocking &tEfiE 8 & & C}.

Spanning—tree € 102I&0| Layer 2 2IEHOIAE forwarding MEHZ BtEJ|2 Z2HIMCH O
WO LS

1. QIEHOIAD}F forwarding AENDF T 0{0F SHCH
listening &FE{ Dt & Ct.

2. forward—delay EIOIHO} Ct=2EIA S M, spanning tree= CIE{HOIAE learning &EHZ
OF= 1) forward—delay EFOIHE & & SHCE.

3. learning AMHWHAM, CIHHOI A= SE L2l MAC learning2 =GIHAN =2
forwarding= Xt&HStCh,

4. forward-delay EIOIHIt St=2&E™H, spanning tree= 2UEHHIOIAE forwarding &EHZ
Ot= 1, learning It =&Y 2| forwarding0l 25 JtsGtL.

9]

0lo

DS
o

i

rr
1<

=2&E

]

=
I

i

=4AIoHH QIEH MOl A=
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Blocking State

Listening State

Learning State

Forwarding State

Blocking state 2| Layer 2 QIE{HOIAE ZAS forwarding otk &L
AXl=E ZI1& 20 2/X2 2 2IHHOIAZ BPOU & M&SHLH ARIX=
CtE AXI2 BPOU € W &8 WNLKl XHAI0| root ASIX| @1 XA HE S&SEHCEH
Olcdst BPOU o w2 UESRKIAS & ARAXIE root ARIXIZ ZFEHCL
HEKIN 2 otLtel AIXI2 UCHH ALIX 2t2] BPDU W& LAMGHAl

|3 OIEHHIOlA= listening AEHOH

220, forward-delay EIOIHE S2¢
=00 OIHHOI A= AKX =I5 =0 &4 blocking &tEl 2 & & & L.

o

OIE{H 0l A= blocking AEH0I M CHS
o ILEZ fAIE TYAS H I
® forwarding2 <ol Ci2

[P R=ignly
® =AE |earning otXl Z=Ct
® BPDUE ==&I8tCt

b0l s&etth
HCH
HHOIAZRH APEE

o &

[F
@
0
fuin
o

listening state = blocking &EH CtS2l &0 AEHOICH CUHEHHIOIAI ZH LS
forwarding ol OF 8'CH) Z2AE ™, OIE{H Ol A = listening &HEHJF &I CF.

OIEHHIOl A= listening & EHOIA CHS 1t 201 S&8HCH
o ILEZ AlE T US H ST
® forwardingE <ol CIE QHHOIAZRH AREE
H J18tCh
® =AZE |learning otAl &
® BPDUE ==&I8HCt

[H
&
0o
min
o

Ct

rr

learning A EHS] Layer 2 QEHMHIOIA= =Y forwarding & =HI&HCH
Ol HIOl A= listening & EHUI A learning & EHZE = O 2HCF.

OIHHIOl A= learning AEHOIA CtE21F 201 S& et
o ILEZ AlE TYAS H IS
® forwarding2 <ol CE QHHOAZRH ARIAE DY ASS
I D18tCh
® =AE learning 8tCt
® BPDUE =4St

forwarding &HEH Sl Layer 2 QIEHHIOlA = E S forward &HCH QIEHHIOIA =
learning & EHOII A forwarding &HEH 2 = O 2HC.

QI HIOl A= forwarding &EHOIAM CtSt 201 S& st
@ LIEZ NE ZYASZ forward 8t
o [I2 CIHHOAZRH AREE ZTYHASE forward
® =AE learning StCt
® BPDUE ==4lStCt

rol
Q
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Disable State

disabled AMEH2| Layer 2 CIEHHOIA= ZHE forwarding OlILF spanning
tree Ol O SHAl 2 =L},

disable € IHHIOlA= TS
o ILEZ NS TYAS HI
® forwardingE <ol CIE QHHOIAZRH AREE
I J18tCh
® =AZE learning otXl 2 =Ct
® BPDUE ==&IGHAl &=Lt

K
&
0o
min
nio

13.1.9. STP and 802.1Q Trunks

VLAN trunk Off 28t EZF=0Q! |EEE 802.1Q = trunk O 51&& 2= VLAN Ol CHoll & &tLtSl
spanning-tree instance 2t R 25t ULt SHAIZH U9000 Series A9 Xl= 802.1Q trunk & & &
UEKRIUAM trunk ol 5IEE 2252 VLAN & GtLESl spanning—tree instance & 2&§tCt. IEEE
802.1D spanning—tree T2l S 802.1Q tagged Z e A2z AMEBEEH2EM trunk 2 2F VLAN
& 2 spanning-tree A= S41 & = UL}

fUIO

T =2

Cisco 29 Xl= VLAN trunk 0l Al spanning-tree 2] &5 HASS per-VLAN spanning tree(PVST)
£ AZ &L PVST/PVST+= IEEE 802.1D 2= CHE Z e oS ALEot=0l, O0I2 2l Cisco &
2| X 2t non-Cisco A Xl= &S HASGHAl 2otd 22| L.

U9000 Series A | Xl = Cisco 2| PVST spanning-tree T 22 S48 £ T
Series A% Xl = VLAN trunk 0il CH3all VLAN tag Jt 2 IEEE 802.1D BPDU ¢

242 AF=0HX 8 Bt
Ot trunk LEJI PVST TS £461H 1) TEZ= PVYST T BPDU € M&ESHLE 0] JIs2
PVST Z Y2 =418 802.1Qtrunk A NS 2 2HSEMH, AFSAS 8832 222 oAl 2=C1.
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13.2. Understanding RSTP

RSTP= point-to—point H2Z 0l CHoll spanning treel HIE =S31E MZ2ots &S JHEILCH
Spanning treel MTAEE 1x(802.1D spanning treell default & 0IA = 501 A& = A
= HEHSZ) OILHN 22 ECH 01HS S8 A4 22 XA 2ds EfEE d&6t= Ul
Ef AN R Z3ICH.
0] 22 RSTPII HEH S&Gt= AIE &HSHC:

® RSTP Overview

® Port Roles and the Active Topology

® Rapid Convergence

® Bridge Protocol Data Unit Format and Processing
13.2.1. RSTP Overview
RSTP = AKX, AKX ZE 2 LAN Ol Z0HD} LM S B, 2 HZS 232(2F 1 = 0|LH)
£ N2, M22 root ZEZ MEIE TEE= HI2 forwarding AEH2 OIS 4= U0, A/AX A
012 HAIAQI acknowledgement & Sl designated ZE & forwarding &EiE HIZ &HOI&E %= U
Ct.

13.2.2. Port Roles and the Active Topology

RSTP = active &&= Z2&3H)| 4
StCH RSTP = STP HE JIE =2
22

|8t port role 2 Y& 22 M spanning tree 2| #HiIE S E M3
X2 HESHCH 02l RSTP =

ALK priority(OHE %2 priority 84H) S JH& ALK
20l ZEY S &2 portrole 8 &Y

o
[wl

® Root port = ARIXII} root A2XIZ2 TH2!S forward & W = EHQ HZ(OIE £ cost)E
M= &tCt.

® Designated port — designated A1 X2t A2 &, LANOIA root ARIXIZ I3 2 forward
g M JIE ¥2 HlE= M3 LAND AZE O U= designated ARAXIS ZEE
designated portet £ EC}.

® Alternate port — &l root ZEJI NIBdt=r X2 Xl Z2=2E M 38tCt.

® Backup port — spanning treell X éé deS|gnated ZEW 2ol Mases 322
backupl 2 S ZH5HCY, Backup ZEE= & ZEJ} point-to-point @32 loopbacklz A
2E AL AKX 357 LAN Z2H0| UIoH £ 01A2] 20| JAS 2012 =&t

® Disabled port — spanning tree2| s 0W A OtRe S & JHXIKl Z=CF.

designated 2 E A& S It&l ZE= active 40l ZS =L alternate 2 backup %

JI&l L E = active &

Im
1]

oot E2
=Rl
& OFM = HAONA, RSTP = 2E root ZE 2 designated

&ttt BtH 2 E alternate £E2F backup ZE=

UWEXZA &AM 2= port role S J
HEEJ} 1t 2 forwarding &EiZ & 0|t

r|r =y
»y
mo
HI
N
Qﬂ
(W}
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&t&k discarding AHE
= X

[=}

learning &2

EH(802.1D 2 blocking 1t
&2 MOStC ts

o e

St )0l =lICt.

02.1D

=
8

H 3. Port State Comparison

Operational Status STP Port State RSTP Port State Is Pot Included in the
Active Topology?

Enabled Blocking Discarding No

Enabled Listening Discarding No

Enabled Learning Learning Yes

Enabled Forwarding Forwarding Yes

Disabled Disabled Discarding No

STP Relto AN S foll, 0l 2MUME ZE AN A discarding &l blocking £ AE8tHCE.
Designated port = listening & EHOI M Al & SHCE

13.2.3. Rapid Convergence

RSTP = LIS 22 ALK, LE =2 LAN 2| Z0H0ll CHoll 2 HZE o 2235 HZ28HC}. edge E
E2t MEZ2 root ZE, 12|31 point-to—point @3& HZE ZEW CHoH E =2 E HS&HT
® [Cdge ports — RSTP ARXINM ZEES edge ZEZ A F offﬂ edge X E = forwarding &
ElZ Ht=Z & O|&tCH edge L E = STPUIAl PortFast)t &8 & ZEQ s26tD, otLIS &
Ct Chot)} 2= TEN O A& 10k 8},
® Root ports — RSTPII MZ2 root ZEE AMEGIH, 0|M2 root ZE = block AEHJF & 1D
MZ 2 root ZE = HIZ forwarding &HEfJF S CF.
® Point-to-point Iinks -xE tE ZE2 point-to-point @32 HZSH, 22 ZE
= designated ZEJt &) FEEE HAHGHI| ol CHE L E 2 proposal-agreement &t
= S&t e jEOI% S A StCt.
CtS J80M, 29X A= AKX B2 point-to-point @32 HIEEHH JUD BE LE=
blocking &EHOICH. AKXl A 2l priority JF AKXl B 9 priority 20 £ & £=9] gtS JIH&ICH
D JHEGHA. AUl A = proposal BlAI Xl (proposal flag Jt &&= BPDU)E AKX B2
M &6t XS designated ARIXI 2 HICHSHLE.
ALX B = proposal HIAIXIE =418t =0, proposal HIAIXIE #=4lst LEE MEZ2
root LEZ MEHGIY, 2= non—edge L E E blocking &EH2 E A6t agreement HIAl
Kl (agreement flag £ £ & s BPDU)E MZ22 root TEE Soll 8&8tHL
ALX B 2 agreement HIAIXIE =&t =0, AKX A K&l designated ZEE
forwarding &2 A OISHCH. ARl B JF AHAIQl 2 & non- edge port £ block AlZ112, A
X A AKX B AFOl= point-to-point @32 HZZJAI| MHEAH UWERAINW 2=}
S MGHA 2 =CF.
AX CIF ARIX B2 HZ2E M, SASH & HAIXIIF REECH ARIX C= 29X B
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Qo HEE LEE root LEZ MEGHD, & ARXC & LE= forwarding &EiZ & 0|8t

Ct. &4 DFEO0IAl otLE Ol &S] ARIXIDI active AN EOEHCH WERZAS S8R0 A Ol

& proposal-agreement & &2 spanning tree 2l root HIA & &&o 2 XS ECH.

AL X=E ZEQ duplex 252 link-type 2 Z&8tLH full-duplex =E = point-to—point
2

AZ2Z DT 10, half-duplex ZTE= S5 HZ 2 1UHEL interface configuration @&
spanning-tree link—type & 92 duplex 20 2ol Z2HE = default E8S HAE £

=2=o=2 o2 T
ULk

& 3 Proposal and Agreement Handshaking for Rapid Convergence

Switch A Proposal Switch B
Designated
Root Agreement switch
%
—ﬁ o T
Designated
switch Prop osal Switch C
i Rp_i i
Designated
Root switch Agreement

<—
= - =

DP = Designated Port
RP = Root Port
F = Forwarding

13.2.4. Bridge Protocol Data Unit Format and Processing

protocol version 2&2| g0l 22 8% = A2 HMRAStD RSTP BPDU 2 EAI2 |EEE 802.1D

BPOU EAIDF 2CH MZ2 1 HIOIE version 1 Length =092 &FEl; 0l= version 1 &
SEE M8 E ZE6HA =0 20I0ICH 32 = RSTP flag 228 20 =L

=2—=2

H 4. RSTP BPDU Flags

Bit Function
0 Topology change (TC)
1 Proposal
2-3: Port role:
00 Unknown
01 Alternate port
10 Root port
U9000 Series User Guide 295




PON P

11 Designated port

Learning

Forwarding

Agreement

~N| O O

Topology change acknowledgement (TCA)

XH&IS LAN 2 designated ARIXIZ HItoted=s A29IXl= RSTP BPDU 2 proposal flag & & & ol

AN SESHCH proposal BIAIXICl port role 2 &4 designated ZTEZ &A=},

CIE ALAXI0l 28 HotS &0l=0l= A®IXI= RSTP BPDU 2| agreement flag £ A&dolAM &S

StCt. agreement BIAIXI 2l port role 2 &4t root port £ 8™ &L,

RSTP = S& X0l topology change notification (TCN) BPDU & AIE6HAl &
= O

2r2|J| <lol RSTP BPDU flag 2| topology change (TC) flag & ATE¢&tCH. 6HXI Gt
802.10 ARIXI2t2 A== ol TCN BPDU € MA 3] Xel&tCt.

H&otes ZEQ| AEHO et learning 2t forwarding flag 2 & & &I L.
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13.3. Configuring Spanning-Tree Features

0l Z2O0lA= spanning-tree € &&ol= L& CHol &Y stCh:

13.3.1. Default STP Configuration

CI229 HE= STP Q| default 882 BUHECH.
H 5. Default STP Configuration
Feature Default Setting
Enable state 2 VLAN Ol CHoll HIZAH =0 US.
ZICH 128 JH2l spanning-tree instance & 43 & =+
AS.
Spanning-tree mode |EEE 802.1D STP.
System priority 32768.

Spanning-tree VLAN port priority | 128.
(configurable on a per—-VLAN basis)
Spanning-tree VLAN port cost (configurable | 10000 Mbps: 2.

on a per-VLAN basis) 1000 Mbps: 4.
100 Mbps: 19.
10 Mbps: 100.
Hello time 2 =.
Forward-delay time 15 =.
Maximum—aging time 20 =.

13.3.2. STP Configuration Guidelines

Ol 2 VIAN Ol MAT N JANE 22 128 )i VALN 0|2 STP E & 43l & %= UL

010l 128 Ji2l spanning tree instance Jt =& = 0|2tH, 1 VLAN = otLI2l STP E HI& 45t

AEStD A2 VLAN 2 STP E &4dsiold S0 €3 VLAN 2 STP £ HIZ4 6led™ global
otl= VLAN o STP 2

gt gtotHd ™ global configuration @ & spanning-tree vlan vian-id € A &stL.

configuration @& no spanning-tree vlan vian-id € AE5tet. &

Caution VLAN O0IA spanning-tree & AI#ZFQ0l A9
spanning tree & AIE46lX 2= ARIXE =418 BPOU E forward

82, UERINANM 2 FZE 2XobIlt =28 &332 A/AX0NA
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spanning tree JF &8 & 0 OF
21 X8 spanning tree

spanning tree

=

tree E

=
g a

=
AMEsHCHH, VLAN
broadcast storm 2 07|

StCH Ol=Z, VLAN OlA 2 S Z0AM & oLt A
£ AE3dIH ECh VLAN 21 2= ARXE0| BtEA]
g ZER= Qlh ddU =astel ALIXI0 AL spanning
Ol RZE LMAIII= UIERKIY 225 HEHT

g = AL

13.3.3. Enabling STP

default 2 STP =

2= VLAN Ofl CHoll Hl2td &EHOICEH

UHERI0N FZIJt EME Itsd0l JACHH

STP E & 43t AIFI== 8tLt.
Caution STPIIHIEA TIHULD S&H 2ZIF EMEHCHH, WSS EciE Dt 25| TH2!
SOl M5l U EHT 858 2AA2ICH
VLAN J|8te g STP E & 43tAIF1HAH privileged EXEC 2E2H G382 WA S HEICH
Command Purpose
Stepl configure terminal Global configuration 2= & & I &tC},
Step2 spanning-tree vlan vian-id VLAN £ 2 STP E &4 3} StCl.
VLAN 2| &H<2/= 1~4094 O|Ct.
Step3 end privileged EXEC 2= 2 HZStC}.
Step4 show spanning-tree vlan | &% LI&2 & 0QI6tCH
vian-id
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config
STP £ HI& 4 &t ™, global configuration ¥ & no spanning-tree vlan vian-id € AN E&tCH.

CtS2 VLAN 1 0l STP € &4 3tot )

HI2A S

stote WIE 200

Switch#

Switch# configure terminal
Switch(config)# spanning—tree vlan 1
Switch(config)#

Switch(config)# end

Switch#

Switch# show spanning-tree

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root

298
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vian 1
Switch(config)# end

Switch# show spanning—tree vlan 1

Spanning tree instance(s) for vlan 1 does not exist

Switch#

13.3.4. Disable per VLAN STP

U9000 Series ARXI= VLAN E€ 2 spanning—tree & 29 & = ULt =, VLAN trunk £E2 2t
VLAN 22 STP state & &&ot= 210| JtsolCh 2teF ALIX0l 128 I Ol&t2l VLAN O] UCHH
per VLAN STP JIsES HIE4& A2, &A™ VLAN 2 HOotI| {8t dtLt2l spanning-tree
instance € At&E0t== StCt.

o
F

b Note Per VLAN STP J|S0| HIZ2A3SE AEHOIA 0421 VLAN Ol CHall STP 2
SHSIAIZICHAH, VLAN trunk port 2 STP &lEl= A EOIX =S =
QUCE.

?IXI2 per VLAN STP JlsS HIgd AlJIHAY, privileged EXEC ZEUWHAMRH OS2 WHES
HEILH
Command Purpose
Step1l configure terminal Global configuration 2 =& & &HCH,
Step2 spanning-tree  one-for-all- | Per VLAN STP J|SE HIZ24& Al2ICH
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vlans

Step3 End privileged EXEC 2= B1HSHCY,

Step4 copy running-config startup- | (84) & & = configuration It 2 Off X & &tCt
config

AL X2 per VLAN STP Jis=
one—for-all-vlans 2 &2 At=3dtct.

o o=

BHSAIIHAY,

global configuration ¥ & no spanning-tree

Switch#
Switch# show spanning—tree

Spanning tree instance(s) does not exist

Switch# configure terminal

Switch(config)# spanning—tree one—for—all-vlans
%Warning: you may enable only one spanning—tree instance per port.

Switch(config)# spanning—tree vlan 1
Switch(config)# end

Switch# show running—config

!

spanning—tree one—for—all-vlans
spanning—tree vian 1

!

Switch#

Switch#

Switch# configure terminal
Switch(config)# no spanning—tree vian 1

Switch(config)# no spanning—-tree one—for-all-vlans

Switch(config)# end

Switch# show running—config
!

!

Switch#

13.3.5. Configuring the Port Priority

SO} &MBIH spanning tree = EEQ2| priority 2 AFS0HH forwarding AEHS] CIEHHOIAE

ZASECH. O MHdEE AHMIOIAMNME =2 priority 2 2H(E2 £)2, US0H o=ig

OIHHIOI AN E Y2 priority & 2HE2 )8 SHE 4= UL 2 AHHIOIAIF 22 priority S

JFEICHAH, spanning tree = &2 QIEHHIOIA HSE JHE CIEHHOIAE forwarding &EHZ CHE D
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CHE QB HOIAS 2 block AIZICH

OIE{HI Ol A 2| priority £ & &6l ™, privileged EXEC 2ERH 82 A2 HECH

Command Purpose
Step1l configure terminal Global configuration 2= 2 & &tC}.
Stpe2 interface /interface-id d&8g 2HHOIAE FAISHA interface configuration 2E=2
& StCt
88 AHHOIA= 22X HHOIAY ZE OF0|Ch
Step3 spanning-tree vlan Vvian-id | QIHHI Ol A2 VLAN EE priority & & & &t
port-priority priority ® vian—id 2| = 1~4094 OICH.
® priority 2| Eel= 0~240 ALOIS] 162] Bii==0|Ct. default=
128 OICt 2 ==Jt =& priorityE 2I0|&LH. REE a2
0, 16, 32, 48, 64, 80, 96, 112, 128, 144 160, 176, 192,
208, 2242 2400ICt. O] 22 CTHE gt=E2 HEE=LCH
Step4 end privileged EXEC 2E2 HAHSHCI.
Step5 show spanning-tree | £& W E2 & 0I5t
interface /nterface-id or
show spanning-tree vlan
vian-id
Step6 copy running-config startup- | (&) & & £ configuration I+ 0| X & &tCt.
config

OIE{HIO| A2l default &S 2 =364 H, interface configuration @2 no spanning—tree vlan
vian—id port—priorityS Ar&&tC},

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5

Switch(config=if-gi5)# spanning—tree vlan 1 port—priority 240
Switch(config—if—gi5)# end

Switch# show spanning—tree

VLANOOO1
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Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 240.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config—if-gi5)# no spanning—tree vlan 1 port—priority
Switch(config—if—gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p
Switch#

13.3.6. Configuring the Path Cost

spanning-tree 2| path cost 2 default gt2 CIHHOIAL &2 2H Z2H =Y. A
spanning tree = ZE2| cost & AE5IH forwarding &EH2 CIHHOIAE Z2&EHCH HAY S E
CIHHIOIAN=E B2 cost &S, L0 HEHE QIHHOIANM= =& cost gt 22E = ULH
2E QHHOIAI 22 cost a2 JIACH, spanning tree & 22 CIHHIOIA BMSE
IHH Ol AE forwarding &EHEZ Bt=10 UHE CIHHIOIA =2 block AlZILCH.
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Note port group & &< path cost O gt2 QIHHIOIAL £E22H 23S = SiCh:
2+2t0| U EEJ N2 O EE JtE %= UL TekM port group O
oAM= =S22 path cost 8 && oAl AFZdlet

OlE{HI 0l A 2] path cost & E&A&GlA™, privileged EXEC 2EEH CUS2 UHAES HEILH:

Command Purpose
Step1l configure terminal Global configuration 2= 2 & 2l 5tCt.
Stpe2 interface /interface-id H&3g 2AHHOIAE FAIGHH interface configuration 2E2
& stit,
&% CIHHOIA= Sel& AHHOIAQ ZE DEOIL.
Step3 spanning-tree vlan vian-id | VLAN 2| cost & & & 8tC}.
cost cost SO} LdMHZS [ forwarding MEHS ZEE ZH5H)| <l

spanning tree = path cost & AF2&tCH path cost 20| ®S
=5 X9 M&0| Jts& s 2 0|8t

Tﬁ_l_—\ S&= -

® Vvian—id 2 :‘?”IE 1~4094 Ol Ct.

® cost 2 ?l=  1~200000000 OICt default 2
OIEHHIOIA_J HEEE22PH Z2HECH
Step4 end privileged EXEC 258 HZSIC}.
Step5 show spanning-tree | &% WE S &0QI&tCY.
interface /interface-id or
show spanning-tree vilan
vian-id
Step6 copy running-config startup- | (&) & & 2 configuration I} 2 0l X & &Lt
config

OIE{HIOI A2 default @822 236t M, interface configuration @& no spanning—tree vlan
vian—id cost & AS &L
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 5 (gib)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Root FWD 19 128.5 P2p

gi6 Altn BLK 19 128.6 P2p
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Switch# configure terminal

Switch(config)# interface gi5

Switch(config—if-gi5)# spanning—tree vlan 1 cost 100
Switch(config—if—gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address 0007.70bc.cdde
Cost 19
Port 6 (gi6)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Altn BLK 100 128.5 P2p
gi6 Root FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# interface gi5
Switch(config—if-gi5)# no spanning—tree vlan 1 cost
Switch(config-if-gi5)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gi5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Root FWD 19 128.5 P2p

agi6 Altn BLK 19 128.6 P2p

Switch#
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13.3.7. Configuring the Switch Priority of a VLAN

A2 X0t root 22X 2 Jtsd = =01J| flo 22Xl priority £ &

o
ol
>
0

[w

VLAN Ol CHgt A< Xl priority 8 8 &6t ™, privileged EXEC 2EFH U382 MEE2 HECH

Command Purpose
Stepl configure terminal Global configuration S =2 &I I StCt,
Step2 spanning-tree vlan Vvian-id | VLAN 2| A2|X| priority £ & & &tC.
priority priority ® Vvian—id 2 €<= 1~4094 OILCt.

® priority 2 Y= 0~61440 AHOI2] 40962| Bii=+=0ILCt.
default= 32768 OICH 22 =2 +5 root ARAXZ HdEE
ItsHd0l =0t R&¢8t priority gt2 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 573441 61440 O|Ct. CIE gE2

HEEIC
Step3 end privileged EXEC 2E2 HAHSHC}.
Step4 show spanning-tree vlan | &% L{E2 & QI6tC
vian-id
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

AL X9 default &S =2 23R06tcdA S, global configuration & no spanning—tree vlan vian—id
priority @& 2 AIE5tet.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gi5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Root FWD 19 128.5 P2p
gib Altn BLK 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 priority 0
Switch(config)# end

Switch#

Switch# show spanning—tree
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VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 0 (priority 0 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 priority
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 0
Address  0007.70bc.cdde
Cost 19
Port 5 (gib5)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Root FWD 19 128.5 P2p
gi6 Altn BLK 19 128.6 P2p
Switch#

13.3.8. Configuring the Hello Time

hello time 2 HAE2EZ M root 22 XIJF 8&6H= configuration BPDU 2 D182 & &E 4= QUCH.

o

VLAN 2| hello time 2 & &85t ™, privileged EXEC 2E2H U329 WA S HEICH:
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Command Purpose
Stepl configure terminal Global configuration 2 =& & tC},
Step2 spanning-tree vlan vian-id | VLAN 2 hello time & &&S&tCt. hello time 2 root A%IXIJt
hello-time seconds configuration HIAIXIE &®&dHsE FII0ICH O HIAIXIE A<

It &0tAS S 20I8tLh

e vian—id 2| B<®l= 1~4094 O|Ct.

» seconds 2| B9l= 1~10 0ICt. default = 2 OIC}.
Step3 end privileged EXEC 2=2 B8t}
Step4 show spanning-tree vian | &% LIES &0I6tC}.
vian-id
Step5 copy running-config startup- | (&) & & £ configuration I+ 0l X & &tCt.
config

AL X9 default &S =2 23R06tcA S, global configuration & no spanning—tree vlan vian—id
hello-time ¥ & 2 AtZ3dtel.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 hello—-time 5
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 5 sec Max Age 20 sec Forward Delay 15 sec
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Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 hello—time
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p
Switch#

13.3.9. Configuring the Forwarding-Delay Time for a VLAN

VLAN 2| forwarding—delay time 2 & &3t ™, privileged EXEC EE2FH 32 U&= HECH:

Command Purpose
Step1l configure terminal Global configuration 2 =& & & &HC},
Step2 spanning-tree vlan Vvian-id | VLAN 2| forward time 2 &&&tCt forward delay & EZEJt
forward-time seconds spanning-tree 2| listening =& learning AEH O A
forwarding &AEi2 &O0lotJ| fIoi JICtel= Al2+0ICH.

® yan-id 2 B<l= 1~4094 O|Ct.
® seconds 2| 8= 4~30 O|Ct. default= 15 OICt.

Step3 end privileged EXEC 2 &2 HAHSHC}.

Step4 show spanning-tree vlan | &€& LiE2 &It
vian-id

Step5 copy running-config startup- | (84&) £ & = configuration It 0| X & &tCt.
config

A2IXI2 default #8222 =736t ™, global configuration @& no spanning-tree vlan vian—id
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forward-time @& = AtE5tel.
Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 forward—time 20
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 20 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 forward—time
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
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This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

13.3.10. Configuring the Maximum-Aging Time for a VLAN

VLAN 2 maximum-aging time 2 & &35t ™, privileged EXEC 2E2H U232 HE S HELCH
Command Purpose

Stepl configure terminal Global configuration @ =2 &I 5tCt,

Step2 spanning-tree vlan vian-id | VLAN 2 maximum-—aging time £ & & &tCt. maximum-—aging

max-age seconds time 2 ALIXIJt A S StJl &0l spanning-tree EEE =
AlSHR &0 JICHel= =IO AI2FOICH

® y/an-id 2 E<l= 1~4094 O|C}.
® seconds 2 8= 6~40 O|Ct. default= 20 OIC.

Step3 end privileged EXEC 2E2 HAHSHC}.

Step4 show spanning-tree vlan | &% LHE2 & QI6tC
vian-id

Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & StCt.
config

AL X9 default &S =2 23R06tAS, global configuration @& no spanning—tree vlan vian—id
max—age &= AtE3dtct.

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

310 U9000 Series User Guide

S ——




_PON

_ solution -
gi5 Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 max—age 10
Switch(config)# end

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 10 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 max—-age
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p

gi6 Desg FWD 19 128.6 P2p

Switch#
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13.3.11. Changing the Spanning-Tree mode for switch

A2IXI8 spanning-tree 2EE HAGIAH, privileged EXEC 2E2H OS2 Mt&E HEICH
Command Purpose
Stepl configure terminal Global configuration 2 =& & & &tC},
Step2 spanning-tree mode | A2 X2 spanning-tree 25 HASHCL
{rstp|stp} ® rstp = |[EEE 802.1w &5 =& &H(Y.
® stp = |[EEE 802.10 2E 2 =SSt
Step3 end privileged EXEC 2E 2 HZ 5L},
Step4 show running-config % == &0elstC.
Step5 copy running-config startup- | (S&) £ & = configuration I+ 2 0ff X & &tCt.
config

AL2IXI2 default &322 =E3120ted ™, global configuration @& no spanning—-tree mode &2
INE=Xe I

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gi6 Desg FWD 19 128.6  P2p

Switch# configure terminal
Switch(config)# spanning—tree mode rstp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address 0007.7012.2932
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# configure terminal
Switch(config)# spanning—tree mode stp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
Switch#

13.3.12. Configuring the Port as Edge Port

Eet HAZE ZEN HHAM edge port & S & &L}, Otk LEE edge
E &= forwarding &tEilE & 0l3t=0l 2 x Forward Time 0| &~ & Ct.

Note Sty HZE EZEN UolAesE Bt=Al edge port 2 AAaGHoF SHCH X
, WESRIAS STP AW BgIDF 2ME [f SHe0] HAEE LEQ| STP

&
C ges LA

L EE edge port & &&3telH, privileged EXEC 2E2H U322 182 AHRICH
Command Purpose
Step1 configure terminal Global configuration 2= 2 &I & &tC}.
Step2 Interface /nterface-id d&3g QHHOIAE FAISHAH interface configuration 2E2
& StHCt.
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756 eIHHOIA= 22l& AHHOIAA ZE TIEO0IC.
Step2 spanning-tree admin-edge- | ZEE edge portZ2 & & SHCL.
port
Step3 end privileged EXEC 2E 2 HZ 5L},
Step4 show running-config 4% =E= =0elstC.
Step5 copy running-config startup- | (S&) £ & = configuration I+ 0l X & &tCt.
config

ARXQ default E82=2 50t H,
edge—port &= AI&0tet.
Switch# show spanning—tree

interface configuration @& no spanning—tree admin—

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p
fa7 down DIS O 128.7 P2p

Switch# configure terminal

Switch(config)# interface fa7

Switch(config-if-fa7)# spanning-tree admin—edge—-port
Switch(config-if-fa7)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932

This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
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gi5 Desg FWD 19 128.5 P2p

gib Desg FWD 19 128.6 P2p

fa7 down DIS 0 128.7 P2p Edge
Switch#

13.3.13. Configuring the 802.1D STP Compatible Mode

F VLAN 2| spanning—tree instance 82 X2 &EZ & 25
M= RSTP BPDU 2t= AEdi A spanning-tree & *&36t4], 80
2= <ol 802.1D BPDU £ AtEstCt. GHXICH STP S8 2E0lAd= RSTP BPDU E AHE0oHAl &
2% 802.1D0 BPDU 2t Ct. £&F RSTP It HI3dt= WE 57 JIs t

ﬂJIlll

HFE 4 QUCH LBHEQI RSTP 0
2.

1D BPDU £ 4I1S B20)0t

|ZJ |'0|| x _|U
=
0
e

O

b

RSTP instance 2| Z2&E2 22 HAGIE M, privileged EXEC 2EUHAREH O3 LHEE2 HA

Ct.
Command Purpose
Stepl configure terminal Global configuration S =2 &I 5tCt,
Stpe2 spanning-tree vlan vian-id | €3 VLAN 2| RSTP instance & ZE2&EZ2 sXZEE STP &
force-version stp B 2=z 8 FEHC
vian—id 2 E<l= 1~4094 OICt.
default = RSTP 2= 0IC}.
Step3 end privileged EXEC 2&& HASHC.
Step4 show running-config A3 E= el
Step5 copy running-config startup- | (&) & & 2 configuration I+ 0ff X & &tCt.
config

default 8822 =35t ™, global configuration @& no spanning-tree vlan v/an—-id force-
Ct.

version ¥ 2 AtZst

Switch# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
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gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6 P2p

Switch# configure terminal

Switch(config)# spanning—tree vlan 1 force-version rstp
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol rstp
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
Qi6 Desg FWD 19 128.6  P2p

Switch# configure terminal

Switch(config)# no spanning—tree vlan 1 force—version
Switch(config)# end

Switch# show spanning—tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type

gib Desg FWD 19 128.5 P2p

gi6 Desg FWD 19 128.6 P2p

Switch#
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13.3.14. Specifying the Link Type to Ensure Rapid Transitions

Hl
Im
i

CIE ZEQ point-to—-point @3 HZSHOIH, 22 L E = designated EE D} =L},

JI2X82Z link-type 2 IEHOIAS duplex 2Z01 2ol Z2AECH: full-duplex ZE & point-to-
point AAZ 2t=510; half-duplex 25 &% A& 2 2FEC0H 22lH 22 point-to—point &
S ARAXIS ZES HEE half-duplex @38 JHXI LD JUCHA, link-type 2| default &8 & HE
SO Z M forwarding &El 29| 2 M 0|E JtsoltH & 4= UL

Note port group 2| Z2 duplex REZRH 32 SFE EHEY = ICH 229
b B ZEJI M2 CE2 duplex 2EE Jt& %= UCH O2tAM port group Ol

olde =522 23 SIS SFMA AtEotet.

default link—type & HZ&36t24 ™, privileged EXEC 2EUANEER OS2 A= HEICH

Command Purpose

Stepl configure terminal Global configuration 2= & & &HC},

Stpe2 interface /interface-id d&8g 2HHOIAE FAIGHAH interface configuration 2E=2

&St

Stpe3 spanning-tree link-type | ZE°| 23 &FE point-to-point 2 & & &tC}.
point-to-point

Step4 end privileged EXEC 2& & HASHC.

Step5 show running-config 4% WHES &2lstlt.

Step6 copy running-config startup- | (&) & & 2 configuration T+ 0ff X & StCH.
config

default #3822 S36tHA ™, interface configuration @& no spanning-tree link—-type Z &= At
=3y

13.3.15. Restarting the Protocol Migration Process

RSTP £ XI&ol= Xl= 802.1D STP € FSotes ARXLA2 HS0| JisotE== protocol
migration HIHLIS . AKX Conﬂguration BPDU(protocol version 0] 0 €2 &XF&
BPDU)E £AI8HLIE, AQXe 1) ZEZ 22 802.10 BPDU 2+t A &8

AR O Ola 802.10 BPOU E w=4lotXkl @0t A=S2Z RSTP 22 M Xl E=0 H
LiotE WEAZDUAM STP ARAXIIF MAHEJA=X =22 802.10 AAXIIJH O 04 designated A
Xt OtHXIE BrEe == QU0 MIE0ICH OHEZ A2Xl= 6dE3| 802.1D0 BPDU 2t= AtESHA &
Ct.

S&d A9IX EZEO0A protocol migration EXH0IZ ARIXSH H&4S ANEZE)E AMHGHAY,

interface configuration & & spanning—tree mcheck € AtEstLt.
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Switch# configure terminal

Switch(config)# interface gi5
Switch(config—if-gi5)# spanning—tree vlan 1 mcheck
Switch(config—if—-gi5)#

13.4. Displaying the Spanning-Tree Status

spanning—tree A EIE E3loled™H, OIS Z0 HAI= privileged EXEC @& & 6ILIE AFE0t2k:

Command Purpose

show spanning—tree active M OIE HI 0l A2l spanning-tree &
& O HIO0l A2 spanning-tree &

E MEHE RN 20 EC.

20ts S
(=] ==
- =

=2 =
= =

show spanning—tree interface /nterface—id

HEL Jm)

show spanning—tree summary

privileged EXEC ¥ show spanning—tree Z &2 CE IIKFE=0 &8 2= command
referenceS & 113tct.
Switch# show spanning-tree

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gib Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# show spanning—tree active

VLANOOQO1
Spanning tree enabled protocol ieee
Root ID  Priority 32768
Address  0007.7012.2932
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This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys—id—ext 0)
Address  0007.7012.2932
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Type
gi5 Desg FWD 19 128.5 P2p
gib Desg FWD 19 128.6  P2p

Switch# show spanning—tree interface gi5

Port 5 (gi5) of VLANOOO1 is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.5.
Designated root has priority 32768, address 0007.7012.2932
Designated bridge has priority 32768, address 0007.7012.2932
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transmition to forwarding state: 1
BPDU: sent 627, received 7

Switch#

13.5. Self-loop Detection

>
[Pl
o

OOl M&E8 IH210I ZIS0t e SasS ZA

Ct.

Qﬂ
[

w
@
o
(@]
©
P
S
or
o
ﬂJ?L
=
rr
0
g
o

i
02
o

13.5.1. Understanding Self-loop Detection

AMEZXL] ALXI0 Ol 22t EMotAl L0t WERA F4E0ILE A/XAXIN HAZE HOIZS2 &AEY
S0l 2t loop JF A4S &~ UL,

/’—’/
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E2 d&8 M0l ChAl O ZEZ ZHSO0tgsS M, 0lgl 842 self-loop
Olct &tCh. Ch=2l 8 2 self-loop 0 &85t SZ 0l CHEH Ol MOl Ch.

=2 o ™

& 4 self-loop &M &&

<
=

&5

JE0M S hub AFOIOI Ol ZZ201 28t loop O =L STP
MZ20 hub AOI2l loop 2 HIHEI Xl 22 network 2f 22 =
IE PAE Soll 848 W32 THAl PA 2 £=AEICH AR

SE 01D

2
= Ch 0 3 ARAXt

UCHH, ZE PA 0l self-loop 0l JUll= A= 2ot EZE PA E AHHlA =SIts &EK
(Administrative disable)2 2tS0MH AXAXQ ZE PAQ HZE X &2 U2 HEKIAE BS6HA
SICH ZTE PAN HZE U WEKIN HES| loop 2 SMEHCHUIERINA 2 & loop 2
MHE eI STP E Al=Zotat).
13.5.2. Configuring Self-loop Detection
Ol Z20lAM= AKAXION self-loop 2K JIsS EXols gtEHsS & HEHH}

® FEnabling Self-loop Detection

® Changing The Service Status of Port
Enabling Self-loop Detection
Self-loop ZAl JIs& AQXS 2 ZTE HZ J|s9 43510t JIso6It. £= Port Q range «l EA
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AEHHIAM & &4 30 Dt s6lCE. default = self-loop 2 X1 JIs0| HIZ4 3 T 0 UL,

Self-loop 2tXl JIs0| &zt & = 0 JIs0l 2/6tH port It shutdown &HEiJF &/ H B & [imit
time Ol XLt & XAS2Z no shutdown &EHZ BFRCH Limit time 2| default gt2 5 20112
S22 0 268 1440 DX XHE £ USOH 022 AFoIH £522 no shutdown 6tJ1 EDHK
port It shutdown & &2 U=CH.

b Notice P8600 Ol A= J1ZE2| SLD 2t= CH2 Al Self-loop 2 Xl ot 1A+ 6= EEJt
=5t vlan 0fl self-loop-detection S & & 3t &t 0| =0l & Xl Self-loop 2 Xl Gt
X ot EE0 self-loop-detection 2 & &3toliOF SLD Ot SAEHCOZ =

&b SHCY.

Self-loop 24Xl JlsS 43 ot ™ privileged EXEC 2EUHARH CtS2 &2 AHEICH
Command Purpose

Stepl Configure terminal Global configuration E =2 &I 5tCt,

Step2 interface vian-name Slef-loop 2 Z DAt 6t= EEDJt &8t vlan

Step3 self-loop-detection ol S vlan 0il Self-loop 2 Xl J|s2 &4 3t St

Step4 interface /interface-name Interface configuration 2= 2 X &HCH.

Step5a self-loop-detection Self-loop 2 Xl Jls2 43} StCh. Self loop 0l 251 shutdown

T ™ 5 minutes 0l Xt&2 2 no shutdown &tCt.

Step5b self-loop-detection SeIf—Ioop FXI Jls2 &4 3t 8Lt Self loop 0l 26l shutdown
limit_time <0-1440> & H 83 E minutes 20l XtES2 & no shutdown &FCH

Step6 end perlleged EXEC 2=2 HHSHCE

Step7a show running-config 2F E=S gelstch

Step7b show self-loop-detection Self-loop && LHE 2 & QI&HCH

Step7c show loop-detect Self-loop && LHE 2 & QI&HCE

Step8 copy running-config startup- | (S4&) & & 2 configuration I+ 2 0l X & &Ct
config

CIS2 ZE gil 0fl self-loop 2 Xl I S2 default limit time @& & 43} ot= 282 B0 =

Switch# configure terminal
Switch(config)# interface vianl
Switch(config-if-vlanl)# self-loop-detection
Switch(config-if-vlan1)# interface gil
Switch(config-if-gil)# self-loop-detection
Switch(config-if-gil)# end

Switch# show self-loop-detection

ifname Id link shutdown set_time remain_time count last-occur

gil set up . 5 min . 0

gi2 . down . . . 0

gi3 . down . . . 0

gi4 . down . . . 0

g5 . up . . . 0
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gi25 . down 0
gi26 . down 0
Switch#

Changing The Service Status of Port

Self-loop ZAI JIs0l 2o MHIA =Jts &EHIF & ZEJL limit time 0 0 22 &&=
o

=
SE2H =220 MHlA Jils 482 S = UL

[al

LEE MUIA Jis 4HZ 2= ™ privileged EXEC 2E0A2H CiS2l &S HEICH

Command Purpose
Stepl Configure terminal Global configuration 2 =2 &I StCt.
Step2 interface /interface-name Interface configuration 2= & &I & &tC}.
Step3 no shutdown IEE MUIA Jts &2 OtELHL
Step4 end privileged EXEC 2 & 2 HZ S
Step5 show port status LEQ MHEEE &It

Disabling Self-loop Detection

Hel

OI oF
=

Self-loop 2 X JIs2 ARX
Jt=o6tLt.

E ¥€28 £ = Port 2 range 8 MEHUHM JIs2l BHIEZHE It

otor HIEAHstE Port Jb Self-loop ZXJIs0H 2ol XAs22 shutdown & AEHZEH no
shutdown @& 838 = Self-loop 2 Xl JIs2 HIZH 3 L.

Self-loop 2 Xl JIs2 HIEZA3} 6ted™ privileged EXEC LZENMEH CsS2 &2 HEILC

Command Purpose
Stepl Configure terminal Global configuration @ =2 &I 5tCt,
Step2 interface /interface-name Interface configuration 2= 2 &I &tCH.
Step3a no self-loop-detection Self-loop 2 X JIs2 HIZ24&3 StCh. Self loop O 2IdH
shutdown &/ & 5 minutes 20l Xt&2 2 no shutdown StLCt.
Step4 interface vina-name vlan configuration S & & & &t
Step5a no self-loop-detection Self-loop 2 Xl JIs2 HI& &3t StCt.
Step6 end privileged EXEC 2= 2 HZStC}.
Step7a show running-config HF E= golsttt
Step7b show self-loop-detection Self-loop & & W22 &QI&HT.
Step8 copy running-config startup- | (&) & & £ configuration I} 2 0l X & &HCt
config
OS2 ZE gil il self-loop 2Kl JIsS Hl €43 ol 2HE 20 EC
Switch# configure terminal
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Switch(config)# interface vlanl
Switch(config-if-vlanl)# self-loop-detection
Switch(config-if-vlanl)# interface gil
Switch(config-if-gil)# no self-loop-detection
Switch(config-if-gil)# end

Switch# show self-loop-detection

ifname Id link shutdown set_time remain_time count last-occur

gl . up . . . 0
gi2 . down . . . 0
gi3 . down . . . 0
gi4 . down . . . 0
gi5 . up . . . 0
gi25 . down 0
gi26 . down 0
Switch#

13.5.3. Displaying Self-loop Status

EZEQ9| self-loop 24Xl Jls && &EHE £3lotd ™, privileged EXEC Z & show running-config Lt
show self-loop-detection 2 AIE3dtct.

show self-loop-detection 0i A
® ifname : Interface name (Port name)
® [d : self-loop-detection & & (set)
® link : link & &EH (up, down)
® shutdown : SLD 0fl 2|8t shutdown (block)

® set time : SLD 0Ol 2 &t limit time (minutes). 2t2F 0 min O 2t3 SLD 0l 2/ 6H shutdown & =,
=2 Z ilY Port £ no shutdown GtJ] &)HX| H = shutdown A B2 JUAH S Ch.

® remain_time : SLD 0l 2|8t shutdown Al E& 2= S %D DX E2 Al2H(minute:second)
® count: SLD 0l & & shutdown ! ==

® last-occur : DIXI 22 2 SLD 0l 2Iai shutdown = Al 2}

CtS Ol= Port gi5 0l SLD Jt default time ¢! 5 222 &G U= HE2 B0/ ECL. Port gi5 = May
29 04:48:39 2006 0fl SLD Ofl 25l self loop O 2 XISl shutdown & &O| 8t JqJACtE HE & =
UCH.

o

Switch# show running-config
!
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interface gi5
self-loop-detection

interface vlani
self-loop-detection

ip address 100.1.1.1/24
|

éwitch#
Switch# show self-loop-detection

ifname Id link shutdown set_time remain_time count

gil
gi2
gi3
gi4
gi5
gi6
gi7
gi8

1 May 29 04:48:39 2007

o O o

Switch#
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SEEFE HE L AZEQON gOdole

=

—

*Oﬂ/\-l‘— AMAE O Flash File System 2| 22| 20l CHol Al & ZBHCH Flash File System 2 Al
! OS Image 2t Configuration Il & M&Eole A2 =2 AIZEMH, R Al HII0 H&EE
OS Image 2+ Configuration File 2 AIAE0] Loading 8t AHl S CH 0] #0M= JI2& Q2! Flash File
System 280 Z28 YHAHA OS Image 2t Configuration File Management 0ff 228 HE N

A&l

2L RE DE M0 2R HEH S22 422 dHSH
(= S H=LUHAN 2HE JIsS AL AFEO 2ol BHEE 5= UCH
14.1. Flash IIY A|AE
U9000 Series 2 Xl= OS image I H& L &8&F A8 M&ES ?Iol Flash Y AAEZS 2=
StCH O] HOlA 2 HE2 Flash THY AIAE0 CHoll &Y &t
Flash I AlAE2 OS image I HH|2 &2 W2 MEDHI| ol AISSHCH 2 =2
Flash HI22l2 WM JISED, HEE [ £= rename BE0HZE HEOIES 2F3E %= UL
LSt A2l RTPALE et 0101 Flash File System 0l M & & File 2 erase HEHZ X2 =
ULH & XML HEE T20| UsS 2 M AF2E 0OS image &£= &8 ML X =2|6H0F &L
AAE Y 22| S QT D2 HE = S &0
H14-1. 1Y 2elE |Ast HEA
o 2 &89 2t
show flash: °® Flash File 2| &EHE 2 H =L, Privileged
show config—list °fFlash HIZ22IH HEE &8 &8 W @ Privileged
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erase filename °fFlash HIZ2H H&EE &8 &8 W | Privileged
£ AHMISHCE
rename flash filename change @ ® Flash File 2 0|2 Y &SI, Privileged

f 0

22 show flash: S8 E Aot = M LIEtLlE EEE22 WAIE LIEFHTE U9000 Series A&
X|= Flash File System 2| 20 oM DI 0|50 IHY AFOI=, 02|10 SM(B) ¥ s 28

%’—II =
*)0fl St F22 &H 1 It SFE T AISHC.

o

’\

Switch# show flash:

———————— filename type/info——————————— CN -length-
swcfg text file — 1681
abc.cfg text file Bx 2213
p8xg.r141g 1.4.1g B+ 10850005
p8xg.r141h 1.4.1h —— 10847225

10076 Kbytes available (22692 Kbytes, 70 % used)

14.2. Image/Configuration/BSP Down/Up Load

U9000 Series A®IXl= 2YotHAM 228 OS Image, Configuration File & Bootloader 0l CHal A
FTP &£= TFTP 2 0I26HM Down &£= Up Load & %= ULt Ol= MZ2 II2 2 Flash TH Ol H &
ot HLE, B2z AIEE =& 1, 284 2 t Backup 2 FTP/TFTP Server 0l & %= QUCH &£

[BERyS - ) =

kO
ol

Ol

&t MH22 BSP file & download 6t &8 = QL. 0 0= HEAH FTP/TFTP & Soll A Tt
2= Down/Up Load ot=Xl EHSHCH OOl A J1=8t running—config & startup—config 0l CHSt
A2 “Configuration File 2tel”2t= &0l & ol =QUL.

Warning A0S E Image O HEI2 A|AE RE) HAEN M2t 46| FAE
QIS Z ZAS XAl AFEHS 2D "F&tCH

Warning FTP/TFTP €& Sdll &%= configuration 2 &M AA&®Q| configuration
ol =OIElHU HAECH = 8 AAEQ configuration O] 283 SO X
1 U2 E 5= configuration 22 2&836| IR K= ¥=C0.

v |V
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14.2.1. FTP € S8 Down/Up Load
Ol2H= FTP £ 0128 I Down/Up Load R0l CHEH H2I0101 CHGHA E2 S5 SACH

H 14-2. FTP & S8t Down/Up Load H&EO|

24240 g9 ==

copy ftp flash ® FTP Server 0l &= OS Image File & Flash 0l Privileged
JSESS=1N

copy flash ftp °® Flash 0l &= OS Image File € FTP Server 0l
JSESRSlB

copy ftp config—file ® FTP Server 0l = Configuration File & Flash Privileged
Ol M &stCt.

copy ftp running—config ® FTP Server il /= Configuration File & & Privileged
Ol running-config & & & Al 21C}.

copy running—config ftp ° System M 2& =2l &M running—config 2 Privileged
FTP Server Ol X &&tLCt.

copy ftp bootloader °FTP Server 0ff /A= BSP File £ Flash 0l M&  Privileged
StCF.

Otcie= FTP E OlsSst Y Ch2 -l O
Switch# copy ftp flash

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

ro
2
]
HT
=]
M
a

Source file name ? p8xg.r089
Destination file name ? p8xg.r089

FTP::192.168.0.1//p8x0.r089 ——>image file[p8xg.r089]

Proceed [yes/nol? yes
(A4 EF)

Switch# copy ftp bootloader

IP address of remote host ? 192.168.0.1
User ID ? Ins

Password ?

Source file name ? p8xg.bsp
Bootloader key (Oxaabb) ? 0x860011

FTP::192.168.0.1//p8xg.bsp —> bootloader

Continue [yes/no]? yes
(A4 2F)
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H:|
ok
Q

b Warning  Bootloader B &AI2| key 22 B2 A6 AHE N &2

14.2.1. TFTP & &%t Down/Up Load
OtH= TFTP S 0186 MY CH2 20l THEt HO0l LIoHA E2 2o SUAC

H 14-3. TFTP & S8t Down/Up Load E& O

=L &9 BE

copy tftp flash * TFTP Server 0l /= OS Image File 2 Flash Privileged
Ol M &stCt.

copy flash tftp ° Flash 0l /= OS Image File 2 TFTP Server
Ol M &stCt.

copy tftp config—file *TFTP Server 0l U= Configuration File 2 Privileged

Flash Ol X & &tCt.

copy tftp running—config °* TFTP Server 0l = Configuration File 2 & Privileged
&l running—config 8 & &AI2!C}.

copy running—config tftp ® System HlA 2832l &M running—config & Privileged
TFTP Server Ol X & &tCt.

copy tftp bootloader ®* TFTP Server 0 ”A= BSP File 2 Flash 0l 4& Privileged
StCF.

on
rr
ol
0z
2
o
o
2
i
H
=
M
a

Otch= TFTP A B0l File 2 Up load

Switch# copy flash tftp
I[P address of remote host ? 192.168.0.1
filename to write on tftp host? p8xg.r090

TFTP send: —> 192.168.0.1// p8xg.r090

Proceed [yes/no]? yes
(M ek)

Switch# copy tftp bootloader

IP address of remote host ? 192.168.0.1
Source file name ? p8x.bsp

Bootloader key (Oxaabb) ? 0x86001 1

TFTP::192.168.0.1//p8x.bsp ——> bootloader

Proceed [yes/nol? yes
(M ek)
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14.3. Configuration File Z¢|

BE 432 ANAE 2 XIF U000 Series ARAXIE 2ZotHAN S&FE CHLEH THet0IEHS & &0l
Ct. US000 Series 2®IXIUAM AtE3dt= Configuration 0= startup—config 2 running—config Jt
RUCH Flash OIZ22I0 MEEAH ARAX =I| & Al 2E &= Configuration € startup—-config 2t
otH, DRAM LHOIA 2 S5dt= &Z&E 22 running-config 2t 8tCt. 04 J1 M= Configuration File
Management Ol 2R3 M&, &M & US2E YEHE 8HEHL

I 14-4. Configuration Management & & Of

=R=10y &9 Qc

show startup—config ° Flash HI2c2l0l H&E Booting configuration Privileged
o BtH X HNEE B =CH.

show running—config sHIo & 48 B2 E B ECL. Privileged

copy running—config startup— © &M Al 2850l Running Privileged

config configuration ItY S startup ML 2 X &St}

erase startup—config °* AM &&FE startup configuration Y =2 XI& Privileged
Cth.

14.3.1. Configuration file 2 X &

ANAE 2L 88 848 HE0HH M22 832 DRAM Ol MEECH DRAM Ol & E &8 &
2= AMAE HRE Al RANEX =0 Oets &8 22 AAE W FE AlUE HE KX
loide &8 32 W2 Flash HI2el0l HEdHOF &Lt TtE2& &2l running configuration £
20F= BEOH2A &Ml running-config £ startup—config 2 M&ct= BN st HIE 2
=Ct

P8600+# show running—config

!

hostname P8600

!

interface git

ip address 192.168.51.1 255.255.255.0
Lo<AES

SWITCH#

SWITCH# copy running—config startup—config

Overwrite 'system.cfg'? [yes/no] y

SWITCH# show startup—config

!

hostname P8600
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I
interface git
no switchport
ip address 192.168.51.1 255.255.255.0
Lo<AEs
SWITCH#

14.3.2. Configuration file 2| &K
U9000 Series A2 Xl= AMAE THAIS Al flash HIZ22l0l MEZ A
StCt, 2FoF &I M&EEZ 0 /= Configuration file £ AHHMIct] CHE
A G2 WUl 2E0== A X4 startup—config E XD OE I

U= startup—config E M &
E}‘O|§ }\IJ\E-IIC’ /\
ol oS

=
= M=R

om _ﬁ
Ql
2
(ll
[

t

SWITCH# erase flash System]!.cfg
Warning: System1.cfg is booting config file
Do you want to erase it [yes/no]?y
SWITCH# boot config SystemZ.cfg
SWITCH# reload

14.4., BootMode’é| U AAE THAIS

ol A 28 OS Image 2F Configuration File 0l Tioh A CIS 28 1

-

a2 AANE 4 QUCH Ol H &&= OS Image 2 Configuration File 2 AIAEIS] T AlS Al 22
B2 2Hst =D ERoICH OtHUl M= OS Image 2F Configuration File O CHoHAl HHEH TS
28 22 dAol=e X2 AIAE T AlS 20l CHol M S ol = UL

H 14-5. Boot Mode &3 L A|AE TH AlIS EE(
o1 & o Ay I
Boot flash filename * IS FEA HE2 OS Image € €&t Privileged
Boot config filename ° S 2YAl =& Configuration File 2 & Privileged

StCI.

Reload ° A|AEIZS TH AlS AIZ2ICH Privileged

14.4.1. Boot Mode & &
U9000 Series 22| X1 0l A OS Image 2 Configuration File 0l CHoH A CtS Boot Mode E A& &
Ole Gsd 22 =20t 2ERotL. boot flash HHHE e MHol= U9000 Series A2 XI0
MEE = J= OS Image File Ol CHoHAI G HZ3tE== o0k 5tHH, & boot config BB HE Al

x B

!

> oo
o

M ol= U9000 Series 2RI XI0NA AFE2E &= U= Configuration File 0l THol A B HEZ3t& = GHO¢F
EICH el $ X Flash File System 0l = File Ol Holl A &6t S04 OF SHC.
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Switch#
Switch# boot flash p8xg.r090
Switch#
Switch# boot config /ns.cfg
Switch#
14.4.2. ANIAEI THAIS
AAEIOl THAIS 2 Permier 8600 Series A X2 & On/Off E= MM HEHE & &= U
Ct.
Warning AIAEIQ THAIS & U= BtEAl 8 XH2 Configuration 2 Flash HIZ22I0
MESIEE 8t

Warning  AIAEI0| Flash File System 0fl T2 S HAGILD UE U= AMIAERE 2
Hoz JHAIS AIAHAAME o &L,

SWITCH# reload
WARNING !!!
You must save current configuration or you will lose it..

"continue to reboot [yes/no]? yes
SWITCH#
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IP ACCOUNT & SNOOP DEVICE

f0Il M= Premier 8700 Series 2% X0l A2l IP ACCOUNT J| =1t SNOOP DEVICE 0ff CHott &

02 [

o om
[w

15.1 IP ACCOUNT i 2

IP ACCOUNT Jls2 & & S/IW QI NTOP = Sl IPE &5 Z2Z CONSOLE Xt WEBE S
g = A= JIs0I0H &0t DAt 6= DEVICE £ SNOOP DEVICE 2 11E3 ot At EE ==

off 2t&
o

ULCH

15.2 IP ACCOUNT ¥ & 0f

IP ACCONT = CONSOLE 2t WEB S Sofl &2/ 4= J 20 WEB 2| 2 /= NTOP INSTALL 1t &
Ol 2R3t

15.2.1 Show ip account & 0{

CONSOLE &0l A IPACCONT £ &215t7| fdll Show ip account IFNAME Z & E AIE LY.
E 15-1. Show ip account 280
FAN 49 2ec
Show ip account IFNAME IFNAME 0Oll= gil,vlanl,snoop S2l | privileged
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DEVICE E At8g = UL
I 15-2. Show ip account &

Ins ntop v.0.1 [p8k] listening on ethO
210 Pkts/27.9 Kb [IP 21.4 Kb/Other 6.5 Kb] Thpt: 0.0 Kbps/0.0 Kbps
Host Act -Rcvd- Sent TCP UDP ICMP
192.168.0.197 B 9.9 Kb 11.5 Kb 727 9.0 Kb 212
192.168.0.51 B 9.6 Kb 9.8 Kb 0 9.4 Kb 212
192.168.0.1 B 1.9 Kb 727 1.9 Kb 0 0
00:07:70:42:00:00 S 0 3.9 Kb 0 0 0
00:07:70:80:01:1B S 0 414 0 0 0
00:50:DA:92:A8:0E S 0 98 0 0 0
¥ 15-3. Show ip account &3 = HA

- quit ntop
' - reset statistics
address format (num <-> sym <-> MAC <-> Nw Board Manufact.)

(bytes <-> % <-> thpt)

' - toggle

g

r

n

'p' - toggle traffic values
1

d

'l' - toggle hosts display (local subnet <-> all)
'd' - toggle idle (idle <-> send/receive)

't' - toggle sort (sent <-> received)

'y' - toggle columns sort

'h' - show this help

- toggle protocol

15.2.2 NTOP &X| ¥ &l &

IP ACCOUNT € WEB &0l &elotd| fIoi& 2 AFE Al ntop.conf 22 & = service & & &0t
OfF &tCt.
b Notice NTOP J|S& |2t S0to| EgfE DLIEZ S M26+H
AXMAIZFED E 2 HO0IE = =DIst=Th
15.2.2.1 ntop.conf CtSED|
copy tftp config—file £ = copy ftp config—file YEHE Soll ntop.conf ML= Gt &=L
(14 8388 & ATEQN g0l &X)
333
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H 15-4. copy HE O]

Switch# copy tftp config-file

IP address of remote host ? 192.168.0.1

Source configuration file name ? ntop.conf
Destination configuration file name ? ntop.conf

15.2.2.2 SERVICE KEY 5§
M=E SERVICE KEY £ license @30 E 0|23t S=6t040F §tCt (license command & =)

H 15-5. show license H& 04

Switch # sh license

Software is licensed for the following features.

RIP is enabled
OSPF 1is enabled
BGP is enabled
PIM-SM 1is enabled
IPACC is enabled

Switch #

15.2.2.3 NTOP &' &

Service ntop IFNAME HZE 0 E AIZ0L0 ntop service & Al &St} Service 28 & FEHLIRME
SO AIAE0 5010 8= A2 E &0I6H0 O3 15-1 2 ntop 2 B2 SHHOICH
I 15-6. ntop & &/EZ HH N
HAN 49 =
Ntop service Al & H 0.
Service ntop IFNAME IFNAME Ol= gil,vlanl,snoopl S2 | Config

DEVICE E AtEE == UL}

. Local network 2| range £ &St Ntop i
Service ntop IFNAME local A.B.C.D/M ) Config
service Al & Z&E N

No service ntop Ntop service S Al HE . Config
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18 15-1. ntop OIIQIEHH

<} Welcome to ntop! - Microsoft Internet Explorer

orEy BEE 2200 SHFFINA XD ESEH 3
" — b
C o 1 b I ZHAM ;“— :'cl- L] v
Q52- O HWRAG Lz frewwm @uo @ 3- 5
a0} |:§| http:/#192, 168,0, 197/
Welcome to ntop: About | Summary | IP Summary | All Protocels | LocallP | FC | SCSI | Admin | (C) 1998-2004 - L. Deri
About: What's ntop? | Configuration | Credits | Man Page | @ | *
s
Welcome to ntop!
ntop shows the current network usage. it displays a list of hosts that are currently using the netwark and reports information concerning the IP
(Internet Protocol) and Fibre Channel {FC) traffic generated by each host The traffic is sorted according to host and protocol. Protocols {user
configurable) include:
» TCRIUDPACMP
» (RIARF
. |FX
« DOLC
« Decnet
 AppleTalk
» Methios
» TCRILDP
o FTR
o HTTR
o DONE
o Telnet
~ SMTRIPMPIMSP v
& © 2IE

15.2.2.4 PROTOCOL LIST 2t=D|

PROTOCOL LIST JI'S& NTOP &0l A AFZ Xt 28& 6t A Gt= protocol S MAATH &= U
ol &LCt. ntop protocol-list PROTO_ID_LIST 0l 2|6l protocol list £ &1 &5t A2 NTOP MUl A Al At
= BHE &I

T 15-7. protocol list HE 0

dd0 49 2c
) Ntop Ol Al AHEE == U= protocol list E 2 o
show ntop protocol-list privileged
== 840,
show ntop protocol-list 2EHE X6
ntop protocol-list PROTO_ID_LIST O AFEXD 2t & =
HEiotE BEA.

-

St Xt 3t= protocol =2 | Config

No ntop protocol-list PROTO_ID_LIST AMEXDL Qe H protocol ES Al Ml ot
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a0
MZ 2 protocol list £ 44 5t= EH 0
ntop protocol-list create PROTO_NAME M4 = show ntop protocol-list & & Config
ol e+ &)
ntop protocol-list delete PROTO_NAME | &4 &t protocol list £ A Hot= Y E N Config
I 15-8. protocol list 244 0l
Switch (config)# ntop protocol-list create ubiquoss
Switch (config)#exit
Switch # show ntop protocol-list
1.FTP=ftp|ftp-data
2.HTTP=http|www|https|3128
3.DNS=name |domain
4 .Telnet=telnet|login
5.NBios-IP=netbios-ns|netbios-dgm|netbios-ssn
6.Mail=pop-2|pop-3|pop3|kpop|smtp|imap|imap2
7.DHCP-BOOTP=67-68
8 .SNMP=snmp | snmp-trap
9.NNTP=nntp
10.NFS=mount |pcnfs|bwnfs|nfsd|nfsd-status
11.X11=6000-6010
12.SSH=22
13.Gnutella=6346|6347|6348
14.Kazaa=1214
15.WinMX=6699|7730
16.eDonkey=4661-4665
17.Messenger=1863]15000/5001|5190-5193
18.ubiquoss=4000-400115000
Switch #con t
Switch (config)# ntop protocol-list 1-5,19
Switch (config)# service ntop snoopl local 192.168.0.0/24
& 15-2. protocol list & & Al protocol &5
336 9000 Series U
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(00 | ] hittp://192,168.0.172/

ofEy BEEY 20 SHFINA I ESH)

Q- © ¥ B & PLzu Jesrzn @uue €@ 13- o b 8

A

v'D

c| Multicast | Domain | Distribution | Local » Local | Local » R te | R

Welcome to mtop: About | Summary | IP Summary | All Protocols | LocallP | FC | SCSI | Admin | (C) 1998-2004 - L. Deri

te » Local | R te » R it

Hosts: [All] [ Local Only ] [ Remote Only]

Host
10.1.22.92

192.168.0.172 OF
192.168.0.54
224.2.164.39
224.2.164.177
224.2.241.6

NOTE:

15.3 SNOOP DEVIC
IP ACCOUNT JI52 S5 =& =2
.

Domain

» Click here for more infarmation about host and domain sorting.

O

Network Traffic [TCP/IP]: All Hosts - Data Sent+Received

Data: [All] [ Sent Only] [ Recei

DmaE FTP HTTP |DNS Telnet NBios-IP |ugigoss Other IP
134KB 481%| 0134KB| O 1] 1] 1] 1]
134KB 481%| 0134KB| O 1] 1] 1] 1]

5400 18% 0 ol 0 a a a 540

180 0.6 % 1] 1] 1] 1] 1] 1] 180

180 06% O ol 0 1] 1] 1] 180

180 06% O ol o a a a 180

Note: These counters do not inciude broadcasts ahd will not equal the Global Protocol Distribution'

t==2| device E 2 & dtL A & [ SNOOP DEVICE £ Al

H 15-9. SNOOP DEVICE H¥8({

=
S

HAN 49 =
Snoop device M& FH .

Soop device <1-100> Soop device id 1 2 device name ‘snoop1’ | Config
= A=

No snoop device <1-100> Snoop device A Xl & . Config
Snoop device 0f interface £ F=Jlot= ¥

Soop device <1-100> add IFNAME & O1.IFNAME 0fl = gil,vlanl S0| AF&Jts | Config
ot Lt

. Snoop device Ul Al interface & AtHl ote= )
Soop device <1-100> delete IFNAME Config

FE0
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CPU-FILTER & IP-OPTION

16.1. CPU Filtering

= U9000 series AR XA = ARIX UHHZ S0H2E EcHEHOILE ARXIS CPUE
2tl= EcHEO CHE 2HE JIsS M3EUCH 0

SotlH, b2 80 E 0lE0td 2HE €8s & = USLICh

16.1.1. CPU-Filtering Rule & &/all X

a2 ZHEG| M= HY &S Rule O &8 % 00F StCt. CPU-Filtering Rule 2 T2 &=,
src/dest IP, UDP/TCP Port S0l &loll Ct2FotH HEe == UALCH CPU-Filtering Rule & H&36tJ| <ol
M= Global mode M CtE2 S HE =l StL}.

|-o

30 Y

cpu-filter rule NAME ip { srcIP | srclP/M|any} wm |P T2 & 20 48 CPU-filter

{dstP| dstiP/M [ any } match { permit | deny} source address 2t destination address

£ J|Bt2 2 CPU-filter & &*%’-
B 2REE= WS match EEHE Soll o
28 0IE 2
cpu-filter rule NAME tcp { srcIP | srclP/M | B TCP EZZ2EZ20| st CPU-filter

any } { dstIP | dstIP/M | any } { srcPort | any }
{ dstPort | any } match { permit | deny }

® source/destination address 2 source/
destination port S0l 218 CPU-filter

B FREE= W3S match BEHE Soll o
EY ANQIE Z2F

cpu-filter rule NAME udp { srclIP | srcIP/M | B JDP ZTZ2EZ0 Y3t CPU-filter
any } { dstIP | dstIP/M | any } { srcPort | any }
{ dstPort | any } match { permit | deny }

®m source/destination address 2} source/
destination port H S0l 2/ & CPU-filter
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B =FEH= H2E match BE0HE Soll o
Y WQIE BE

£l 2l CPU-filter rule 2 dl XI5tJ| 2160 M= configure mode 0 A CtS2l HEHE AFEEHCY.
HAN &4
no cpu-filter rule NAME m NAME : & 8=l CPU-filter & 0|2

16.1.2. CPU-FILTER Group &3

CPU-Filter & AIAEN HE3dHI| ?Ioi A= CPU-Filter rule & CPU-Filter group all

U9000 series A Xl 0l= Input group It Output group 2| & ZF group 2 &

group 2 AAE THMZ SHL= EcHE 0l CHE! filter group OI B4, forward group

Soll 2tRE = EHE CHst filter group Ol CH. CPU-Filter group l= 0424 Il rule O &

USO, group Ofl FItEl= =MUZ rule 0] HEL2 2, rule ¥ =k Q6L E£6H & S8
= P

CPU-Filter group 0| XI& &I, B2 & &A= show cpu-filter group 2 Sall &0l&

16.1.2.1. INPUT Group & &/l Al
Input CPU-Filtering Group 2 & &35tJ| ®I5H M= Global mode Ol Al 22 BB NHE 4= SHLT.

2420 EE
cpu-filter group input add NAME m NAME : =D&t rule @ 0|2

cpu-filter group input add NAMEL1 { above | ® Group Ol 010] &< & rule Bt AHCHE QI <
below } NAME2 X0l M2 rule &¢

= NAMET : 80 M2 &2 & rule 2 012

= NAME2 : 0I0] Group 0l &4 & A=
rule 0| S

® above : NAME2 2| <10l NAMET & el

= pbelow : NAME2 2| OFcHOl NAME1T &+

Input CPU-Filtering Group Ol Al rule 2 4 HIGH)| ?IoH M= Global mode M CH22 FEHE =&t
Ct.
2424 0f EE
cpu-filter group input delete NAME m NAME : Group @22 F AHHIE rule 2 0]
cpu-filter group input delete all m Group 0l &8t 2 rule &HAl
339
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16.1.2.2. FORWARD Group & &/l Ml
Forward CPU-Filtering Group 2 & £05tJ| 9o M= Global mode Bl A CtS2l HHNHE &St
EEN ==
cpu-filter group forward add NAME = NAME : forward group Ol F=J+& rule 2
OIS
cpu-filter group forward add NAMEL { above | ®m Group 0l 010] &2 = rule Bt AHCHE QI <
below } NAME2 X0l 22 rule &2l

= NAMET : S0 M2 & & rule 2 OIS

= NAME2 : 0I0] Group Ol &42&0H A=
rule OIS

® above : NAME2 2| /0l NAME1 & &

® below : NAME2 2| Ote ol NAMET & el

16.1.2.3. CPU-FILTER service 9| &4 3}t
CPU-Filtering Group & & &t L3, AIAEI0 Ol RULES2 & E0lJ| 2ol A= Global mode 0fl Al
Ct2Bo HEHE BT

AN &9
service cpu-filter m CPU-FILTER 2 &4 3}
no service cpu-filter m CPU-FILTER 2 HI& 43}

16.1.3. CPU-FILTER o] &€& 0
[S2 A9IX2 SHRE 2 TELNET 2 6186t X L E= & ot= 00ICH

Switch# configure terminal

Switch (config)# cpu-filter rule telnet tcp any any any 23 match deny
Switch (config)# cpu-filter group input add telnet

Switch (config)# service cpu-filter

2 A%IX CPU ctRE S 0l E06t= FTP EciE = 61 Ec6tAl 2 =5 ot= & & 0l 0ICH.

Switch# configure terminal
Switch (config)# cpu-filter rule ftp tcp any any any 20 match deny
Switch (config)# cpu-filter rule ftp-data tcp any any any 21 match deny

(
Switch (config cpu-filter group forward add ftp
(

) #
Switch (config)# service cpu-filter
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AQIX 0l &= CPU-FILTER group © X3|Z LIEFHCH

Switch# show cpu-filter group

INPUT GROUP-LIST

total 2group-list found

Chs2 A9IXI0l €& & CPU-FILTER rule 2 £35S LIEFHCE.

Switch# show cpu-filter

CPU-FILTER PROTO SRC-IP DST-IP SPORT DPORT ACTION
telnet tcp any any any 23 deny
ftp tcp any any any 21 deny
ftp-data tcp any any any 20 deny

16.2. IPOPTOIN i &

IP OPTION J|s2 linux kernel lAl HZ3dt= /proc/sys/net/ipv4 OFel2l parameter & & Attack
X2t 23 &l parameter SE2 E &/ Ml Jts ot S 6t F== JIs0ICH

16.3. IPOPTOIN €&

IPOPTION ¥8 22 MH Il =6t parameter =2 Ch

alo

ot 20

H 16-1. IPOPTION 23 (4

o o9 2=
ip option secure_redirect INTERFACE | CIZE JO0IEQ0 220 U= HOIEY
(default|disable|enable) olofiet ICMP 2ICHOIME BIAIXIE AL, | config

Xtct. Default) enable
ip option send_redirects INTERFACE | 2}2H JIs2z2 S&Al U2 SAERZ | config
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(default|disable|enable) ICMP Z2ICIOIHE WY X, Default)
enable

ip option icmp_port_unreach | lcmp  port unreachable ol& , Xt | config
INTERFACE (default|disablelenable) Default) disable

ip option icmp_host_unreach | Icmp  host unreachable o1&, X | config
INTERFACE (default|disable|enable) Default) disable

ip option icmp_net_unreach INTERFACE | |cmp net unreachable ol &, X & | config
(default|disable|enable) Default) disable

ip option icmp_prot_unreach | lcmp  prot  unreachable &l &, XtEt | config
INTERFACE (default|disable|enable) Default) disable

ip option tcp_max_syn_backlog VALUE | Tcp syn backlog queue 2 XWXl &A | config
Default) 1024

ip option ip_default_ttl VALUE Default TTL 3J| & A Default) 64 config

ip option ipfrag_time VALUE ZfOMHOI& & IP HIOIES HI22l0 | config
2t QU= A2 &3 Default) 30

ip option tcp_syn_retries VALUE B4 TCP HEWAM MES2 ol XA St | config
ARESES X FHol =J18 SYN IH2S

S Default) 5

ip option tcp_retries1 VALUE OIAM A2 teop session O CHSH XH& S | config
24 & Default) 3

ip option tcp_retries2 VALUE Z=EC™ &S 312~ Default)1d config

ip option tcp_keepalive_time VALUE keepalive Il E43CIAZS Al keepalive | config
time &3& Default) 7200

ip option tcp_fin_timeout VALUE FIN-WAIT-2 AfEHQl A3 2 X A2t &3 | config
Default) 60

ip option tcp_max_tw_buckets VALUE timewait 4312 & AX Default) 18700 | config

ip option tcp_keepalive_probes VALUE A0 ZUFCID O MNLA &M Al | config
2! keepalive probe Ol Al Xl Default) 9

ip option tcp_syncookies | syn flood attack 20HE <Ist && | config
(default|disable|enable) Default) enable
ip option tcp_send_reset | Tcp  send reset Zeci] &F, 6Kl | config
(default|disable|enable) Default) enable
(no) ip option icmp-ttl-exceed-send TTL Exceed ICMP & & &, Xttt config

Default) send
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VRRP

(Virtual Router Redundancy Protocol)

Virtual Router Redundancy Protocol (VRRP)= LAN OlAl 0421 el 82 2= & H33dtI| |Idh 6
1T

|
ctREIE S8 Oty IP FAE JINES ol8otl], 1 S & A4REE Ity 2A4REHZ dEdte 22
E£Z20ICt VRRP 2tRE= LAN Ol AZE UE ctFE2 S4lot)|?Ioh VRRP 22 E=S AISEHCH
VRRP € Z0IA, & tREHJt OtAE It 2tREZ2 d=E S UHKX 2tRES2 0tAH IOt 2tRH

O ZOHOll CHHIGH backup 22 =% 8tCH.

17.1. Information About VRRP
17.1.1. VRRP Operation

LAN 2201 EI SF SHKXI0 Tiet first hop 2t REE dEot= &2 Ol JHAIDF UL 220l
HE= S& 2XL 38 283 MEE = UL SHE2=Z tPHE Z8otes YE e st &

Ct:

® Proxy ARP — 221010 E&= RI2 SHXE D] foll Address Resolution Protocol (ARP)
£ AI80l1, 2tRHE A2l MAC =4 E AFE06l A ARP request 0fl S & &t
|

[¢)
® Routing protocol — 22t0|H E = dynamic 2t 8 T2 EZ22| AUI0IE FEE 0|SoHA Xt
Aol 2tRE HIOIES *EEHL.
® |RDP (ICMP Router Discovery Protocol) client — 22t0|H E= Internet Control Message
Protocol (ICMP) router discover Z2ct0|HEE Al Gt

o
b= =4
o
a

LAN SctOIHEN et dZ3 0 Z2E= SH0 et R0l S8 Z2&E=2 HHO0ICH £8 2t*H
P P
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VRRP = 3& H& 2HE olZ& & UCLH VRRP = 2tREH2 11E0| otLtel Jtat 2tREHE 4ot
Es Jt4 2IREE X2 default gateway 2 & & SHCH 2HREQ Q82 &

tal 2tE1E VRRP 21&0/2t1) 286 & L.

J8 12 VRRP I &3 & LAN &S LIEHHCEH O GIMIOIA 2t B A, B 12l CIt Ity et REE
PE Adict= ct2H)OICH Jtet 2B IP =4 2R A2 IP F

Router A Router B Router C
Virtual router Virtual router Virtual router
master backup backup Virtual

| router group
i IP address = 10.0.0.1

;
¢
;

) . Ol

.H’ sil— l—
[ —] — | —] @
Client 1 Client 2 Client 3 %

18 17-1 Basic VRRP Topology

b4 2tREDL 2IRE A Sl 2218 =AE AIE56H)| M2, 28 AJF OFAEH JHA 2HRH 2 98
2 Z Y06l IP address owner 2t £ 2L 2tRE A s OFAE Ot 2IREEM JHY 2IREQ IP =4
E Moiot, 0l IP =42 MYE i IR Y S FY 6L Client 1 26 3 2 default gateway 2| IP
42 10.0.0.1 £ H & &tC}.

CtSE Bo C= W D4 ctREHZ S 60 BHF OtAH Jtal 2t REU ZO0HI Mo, =2 2
&8 =2AE JOtdl 2ARE I OtAE Ot et REDJE El0 LAN SAESHH A= MBIASE MSEHC et
SHAJ SFEH, CHAl OFAH IO et E Ot &L

J82=cRHAABI EHEHE ERot== VRRPE 288 (I 2E0HELL ctSEHAAB= A
S0l Chet ey Jtet 222 S&eH
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Router A Router B
Master for virtual router 1 Backup for virtual router 1
Backup for virtual router 2 Master for virtual router 2
10.0.01 10.0.0.2
() i - =)
— —i" — _f 2
Client 1 Client 2 Client 3 Client 4
Default gateway = Default gateway = Default gateway = Default gateway =
10.0.01 10.0.0.1 10.0.0.2 10.0.0.2

& 17-2 Load Sharing and Redundancy VRRP Topology

Ol EAUA & 12 Jtat et B SFECH Ot 2tRE 10 b8 ADJEHIP =2 10.0.0.1 2 F
OIOI At DtAH Jtat etREOIMH, 2tREH B= et E A0 CHSH B8 DA 2t REOICH Se2t0IHE 1 1t
2 = default gateway 2| IP =4 10.0.0.1 S AFES&tLY.

OIXt OtAHE Jta) 2tREOIH, etSEH A=

Ota 2t2H 20 M 2t E BIHIP =2 10.0.0.2 2 =0l
E 3 1 4 = default gateway 2| IP =42 10.0.0.2 E

SH BOI CHet S Jtal 2B OITH Sct0lA
AtZetlh.

17.1.2. VRRP Benefits

Redundancy
VRRP = default gateway ctSEHZ 0] e A SREHE MEE = AN =L 0lR2 WERKAIS ©

& X8 HoHol thet AgsS LHE=C0

Load Sharing
LAN SCl0IHEZRH2 EHEOl K ctRHUHNZ 24E TS VRRP E €& &= UL 0l
SOZM EcHE 0 et 2= O] chREHSUHAH S&AIZE = UL

Multiple Virtual Routers
VRRP = X[ 25502 Jt& ctRH (VRRP 11&)2 A 2StCH C=2| Jt& etREHE NS 22Z M
LAN 24 0l Al redundancy 2 load sharing 2| X| 2 0| Jts6tCh.

Preemption
VRRP 2| redundancy scheme 2 =2 24 =22 etEIt AHS JtSoHA & [H, 98 Jtak et
PHE HAIGHA DIAH JtA 2HREDF &l= 24 2 51 &St
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Advertisement Protocol
VRRP = & Z29| Internet Assigned Numbers Authority (IANA) =& ZEIMAE =4 (224.0.0.18)2
VRRP advertisement il AFZSHCH IANA= VRRPUHIH IP EZ2E2 HS 112 E & 26t

VRRP Object Tracking
VRRP object tracking 2 2/ EH0|A = IP route 2 AEH0 2t VRRP 24 =2 E BEMNM, & A
O] VRRP 2t E I} OtAH Jt4 2t RE I E 4 UA TS RISt

17.1.3. Multiple Virtual Rouer Support

ct2Elol 22 OlEﬂHIOIJ\OiI ZI0H 2550021 DtA 22REIE FE 4 AL 2REDI XA & 2

AT JbA 2EREIC e T
o CiRE HEHI& =Ed
o 2IREH N2 BY
® C2IREC QEHOIAI} MBE 4 A= 2 MAC =4 Jf4

rr

S92 ool gets 2=k

17.1.4. VRRP Router Priority and Preemption
VRRP 0|53 JIS0lA £28 R4 VRRP 22 & «=2/0/Ch OFAE JHa 2t E O 20Ot &
MHS [, RM =92 M VRRP 2t RE{C| AStS ZHEICE

2Hof VRRP ctEJt Jtat etRE S IP F=AE AHele =2l B HO0IAS IP F=A2 JHAI L JUCHA, O

ctHE OtAH Dt etREZ S ST

L&t R4 == 0LAH Oty ctEHU HOHIOF LMUS [, MY Ity etREHZ S&S 2 VRRP &t
PH S0HA OtAH Ot 2tRHE &F8t= J1E0] L vrrp priority B2 S AFSOHA S DHA 2t
PEH 24 =RAE 1~254 HAZ &HE = UL

HE S0, LAN Ol A OtAE Dtat 2tREQ 2t<E A ZO0HDt SMIACIH, 8= T2 A= Y Dt
A 2IREI B2 CS0A OIAEHS AE0l0F SHCE 2HRE B2 C 2 24 =2(JF 242 101 10 100 2
AFCN JUCHH, 2tRH B2 24 &R0 H =222 2t2H B It OtAH Jrat 2tE It S 0. 2FeF
ctRE B2 C R4 &It £201 10022 SFIHUCH, =2 IP FLE JHE WY e et<*H
Ot OtAH D4 etEZ 8F S0

=2 28 =219 ¢ Ot et REIF OtAH JtA etRE It E = U S = preemptive scheme Jt B &
EICh no vrrp preempt &S ALE A preemptive scheme E SAIAIZ == ULt Preemption O] bl
4ot T/, OtAH Jta et SEHIE & B Jta etREHE e OtAH Jtal 2RI =SREN 0t
AEHIEE DA A OtAHS SES st
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17.1.5. VRRP Advetisements

OtAH Ot 2t*BE 22 O82 U8 VRRP 2H2HOMHA VRRP advertisement & M &8t
Advertisement il = OtAE Jta 2tRHS M =22 &E8 220t L& E L VRRP advertisement
EIPM3CZ HEAHHA, VRRP AW & E IPv4 HEIHAE A2 MESEC) Default 2 0O 1
Z0tC advertisement It @& &0, & =)= &8 JtsStlt.

u

17.1.6. VRRP Object Tracking
Obiject tracking 2 21 E{HIO| A 2| line-protocol AEHQ 22 A E MY
clote SEE T2 NAOICH VRRP 2t 22 220l E =

FAg 2= tracking comman-line-interface (CLI0I 213 S8t HSE &Y 2=t VRRP 2 &
2 Se0IHE ZZ A= 0| HSE MEHA FHE M E HAISHCH

Tracking Z2ZM A= FI B2 Mo AEHE 2 AtotL] AEH gt HEtE SCt0IHEN A e =L
2o AEH 2t 2 up £= down @& HEA|EC

Tracking ZZ2 A AE Sof VRRP = 2= 2HHMIC &) HotE FHE 4= QULH Tracking T2 M A= QI
EfH 0l A 2] line protocol & B, route 2| & JIs& S 2 2K 2 &Ef =X J|lsE HSEtCt.

2t VRRP 152 VRRP ctRHS & =20 &= 0IXes el BHE =HY = AL =HE A
M 1S E HAIGHH VRRP = 1 28H|2 AEH HatE 2 XIotH &L VRRP = =&6t= 28HI2 AEH
Ol het Jtat etRE2 24 =2 gt2 214 AU SOt AIZ2ICH
17.2. How to Configure VRRP
ol M= O3 22 EXE 8HshH
® Enabling VRRP
® Disabling VRRP on an Interface
® Configuring VRRP Object Tracking
17.2.1. Enabling VRRP
VRRP € &= Al U3 A= +=SHEHT
Command or Action Purpose
Step 1 configure terminal Global configure 2= Xl &HCt
Gil Al
Switch# configure terminal
347
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

interface interface-name

Gl Al
Switch(config)# interface vianl

Interface configuration 2= 2 & & 8tC}.

ip address ip-address/prefix-length

CilAI:
Switch(config-if-vlanl1)# ip address 172.16.6.5/24

QIEfHIOI AN IP =AE £&F 6T

vrrp group ip address ip-address

QIEHHIOI A0 VRRP £ S AIZICH

Ofl &l F9: VRRP 182 Z= ctREHSS2 €2 IP
Switch(config-if-vian1)# vrrp 10 ip 172.16.6.5 =A2 AX™GIO0F BIC CI2 1P Z=AD A E g
B, VRRP 12| ctREH=E2 N2 Stls g
= U B, 2 £8d = A0l
OtABZ S&EtCh
end privileged EXEC 2 =& =0t2tCH
Oll Al

Switch(config-if-vlan1)# end

show vrrp [brief | group] (S4)2tRE2 VRRP &9 Al HEE X
3|8t

Ofl &l -

Switch# show vrrp 10

show vrrp interface interface-name [brief] (S48) EZ 2HHoIAN £8& VRRP 18

Gl Al -
Switch# show vrrp interface vlanl

17.2.2. Disabling VRRP on an Interface

QIE{HIO0l A2 VRRP E

Gt Lt.

show runnin

SHAIZ2ZM VRRP 282

-config 82 Z T3S

(Q

S Alot)

I, VRRP 2 &2

IZ2E

I

= X+O}
[T

&% &Ei% VRRP It S&ot=X

Command or Action Purpose
Step 1 configure terminal Global configure @ =& &I SHCH

Gil Al

Switch# configure terminal
Step 2 interface interface-name Interface configuration 2= 2 &I & &FCt
348
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Oil Al
Switch(config)# interface vianl
Step 3 ip address ip-address/prefix-length OIEHIOIAN IP =AE EXSHT
il A
Switch(config-if-vlanl1)# ip address 172.16.6.5/24
Step 4 VITP group shutdown QIE HIOlA Sl VRRP € SHAIZIC
Oil Al =9: VRRP €& 2 S XI&txH VRRP & SCHHAIZ
Switch(config-if-vlanl1)# vrrp 10 shutdown 2 9QICH
17.2.3. Configuring VRRP Object Tracking
VRRP object trackingg 2 & 3ot 22 & HF = =2 stet.
VRRP 10| IP =42 AR=FelH, VRRP &2 & &%= 255 2 11 & &1 object tracking 2 &
ol 24 =20 HFEIX =0
Command or Action Purpose
Step 1 configure terminal Global configure 2= & Xl &Lt

Oll X -
Switch# configure terminal

Step 2 track object-number interface interface-name { line- | QI HI 0| A Q| AEHDJI VRRP &9 4 =%
protocol | ip routing } Ol Y52 01Xl QIEHBIOIAS SFBHCH

oo =

-0l ¥¥o=2 Q2HHOIAE &AFotD vrrp

WIHI: _ _ _ track FE WA= WSZ= object HSII
Switch(config)# track 2 interface vlanl line- AEEIC
protocol

o
It up Oljké =X JEP ip routing I} &
EIPFAI EFEALD CIEHOI AL AFEH
Jbup CIDHE 2 ALSHLY.

- line-protocol 7

- track ip route YHES AMEHM EF IP
route ol TEAHS IAME =& UL
Step 3 interface interface-name Interface configuration 2= 2 & &} &tCt
Gil Al
Switch(config)# interface vlan10
Step 4 ip address ip-address/prefix-length OIEHHIOI AN IP =45 &ASHCL.

Oll K :
Switch(config-if-vlan10)# ip address 10.0.1.1/24
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Step 5 vrrp group ip address ip-address

il Xl
Switch(config-if-vlan10)# vrrp 10 ip 10.0.1.20

IEIHI Ol A0 VRRP £ &S AIJ| 10 Jta et

CENE P P

0x
o
jml

Step 6 VITP group priority leve

il A
Switch(config-if-vlan10)# vrrp 10 priority 120

Step 7 vrrp group track object-number [decrement priority]

il Xl
Switch(config-if-vlan10)# vrrp 10 track 2 decrement
15

<
)
)
T
A
o
k=3
@D
Q
10

bt
&2
i
i
-
i
i
iz
0
o

17.3. Configuration Examples for VRRP

17.3.1. Configuring VRRP: Example
CtE2 GIMOOA AKX A2
2t g ¥ 2 030 &
® Group 1:
B DA IPF24&=10.1.0.10
B AAXAIN R =9 gt1202=2 0| O
B Advertising =J|= 3 0| C}.
B Preemption 0| 43 &
® Group5:
B ARXBI R

B Advertising ==J|= 30 =0|C}.
B Perrmption O] &3t &/ UCH
® Group 100:
B A2X AJIE =2 IP =4 (10.1.0.2) 2 JiXl12

Ct.
B Advertising =J| = default 1 =0l Ct.
B Preemption O HI 243 T QULCH.

Router A

interface vlanl
ip address 10.1.0.2/8
vrrp 1 priority 120
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 timer advertise 30
vrrp 5 ip 10.1.0.50
no vrrp 100 preempt

ARIXI BE= 318 VRRP &0l &=Lt

O OtAHIF =T

QI &0, of 2SS OtAHIE &

350

U9000 Series User Guide

*



PON P

vrrp 100 ip 10.1.0.100

Router B

interface vlanl
ip address 10.1.0.1/8
vrrp 1 timers advertise 3
vrrp 1ip 10.1.0.10
vrrp 5 priority 200
vrrp 5 timer advertise 30
vrrp 5ip 10.1.0.50
no vrrp 100 preempt
vrrp 100 ip 10.1.0.100

17.3.2. VRRP Object Tracking: Example

CtS2l Ol MOIA, 2B HOIA vlanl0 2| line protocol AEHE =& S tracking Z2 M A I E& &
Ch. O HIOIA vlanl 2] VRRP = 21EIHIOIA vian10 2| TZE2 A HEHN Uist 388 ALY
%= UAEZE tracking Z2 M AW SS&HCH 2IEHIO0IA vian10 2l line protocol AHEHD down 0 & 4,

VRRP J1E°2 24 =%l g0l 15 2t3 2 A8t

track 1 interface vlan10 line-protocol
|
interface vlanl

ip address 10.0.0.2/8

vrrp 1 ip 10.0.0.3

vrrp 1 priority 120

vrrp 1 track 1 decrement 15

17.3.3. VRRP Object Tracking Verification: Example
CtS 2l ol Hl= “VRRP Object Tracking: Example” 20l M2 & & & &0IstCh:

Switch# show vrrp

vlanl — Group 1
State is Master
Virtual IP address is 10.0.0.3
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1 sec
Preemption is enabled
Priority is 105
Track object 1 state Down decrement 15
Master Router is 10.0.0.2 (local) priority is 105
Master Advertisement interval is 1 sec
Master Down interval is 3.531 sec
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Switch# show track

Track 1
Interface vlan10 line-protocol
Line protocol is Down (hw down)
1 change, lasst change 00:06:53
Tracked by:
VRRP vlanl 1

17.3.4. Disabling a VRRP Group on an Interface: Example
CH29l oil= QIEHOIA VRRP 152 #X 2 RXGHHA IEIHOIA vianl of VRRP &2 SXIAl

Jl= &d¥HES E0E0h

interface vlanl
ip address 10.24.1.1/24
vrrpl ip 10.24.1.254
vrrp 1 shutdown
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I =201, XelAl

confim=2

3

[uly

S

X101 CH

M

!

Show tech

CPU JI 100% AI&E 0l ek et
Switch# show tech
NOTICE
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This may take a few minutes and may take up the CPU resources!!

continue to process [yes/no]?y

Model Name : P8624XGB

Main Memory Size : 256 MB

Flash Memory Size : 32 MB

H/W Revision : Rev 9.1

H/W Address : 00:07:70:a4:36:a9
RTC Information : Installed

Serial Number : P25M05171234

P8624XGB Software Version 1.4.1h
Copyright (c) 2001-2008 by Ubiquoss Inc.

5 sec : 1.20%
1 min : 10.36%
5 min : 3.50%
cpuload threshold (high) : %
cpuload threshold ( low) : %
cpuload time period : 1 Minutes
Current operating configuration
!
vlian 33
vlan 44
vlian 2000

|
interface gi?2
shutdown
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switchport access vlan 33
!

interface gi3

switchport access vlan 44
!

interface vlan33

ip address 33.33.33.2/24

!

interface vlan44

ip address 44.44.44.2/24

!

interface v1an2000

ip address 198.19.1.250/24
!
interface ethO

ip address 192.168.0.144/24
!
interface 100

ip address 58.229.2.143/32
!

!
ip igmp snooping
ip igmp snooping vlan 2000
|

ST oof +BE FHOIS YT E 2B 22X
J150ICH
E20ts (14S ZANOR S3E P00 S0H0f “exit’, “en

¥ 18-1. command history =3 % &

2c

930 &9

show history B AMEE HBAHS2

show history back B AMEE HBNHS2
Ct.

show history flash ® Flashm

emory 0ff H &= &

Privileged
Privileged

Privileged
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show history flash back ®m Flash memory 0l M& & ASE HHANWSS  Privileged
AZtel S9&=o =z L£3|stlt 0l B AlAE

S ofCh
clear history m MBS HAHOSO 2|AEE XII5EH. Privileged
clear history flash ® Flash memory Off & & A& HHANWS2 Privileged
CIAEZE XD|5EH
Flash memory 0ff & 3H& SN H&E 2 Config
£ Z & &L}, Default = enable 4 EH O] Ct.

history flash {enable|disable}

HHNC Ae4sS =01I|cH AIAE0| CH2EI L reboot T H2tE 23 Jts6tES flash 0Ol X &6t
T = olA 2 default & Ef = enable & E{0|2 2 S 0| disable &I X| & 2™ flash memory 0l X4 & &
H L.

Ol Jlss Soll 2 X0l 2ol 8=l A 012 X310 JIsotH AMAE QSHA| 20 7H U =22
Ol ®2|5tH = L.

LeH 22 HHNE BIRGIH YHote ZR= shH e AT

18.4. Output Post Processing
18.4.1. output post processing N

o S e L= 432 2= BE80H= HWRE show 2 Al &S show HEE2 R E & atH
|

Xt
Ol 201 HolH HelolAd E0F== 2401 LEtE0|U, O 20| 2iis A= ME ol L.

OlE =9, show mac-address-table E &2 H2 =& 2l HEJI B¢ & %= U2H, show
interface @& 2 ZR0 T &AYD & WE0 X2 82,0l s

rno
HI
10
o
00 4
(=)
> i
JU
[l
o
I
0 Ju
0

Jlsdt dHl=stH, 2 &l
output post processing = Xl 2 &tCt. Output post processing J1s2 AFE06lJ| 2ol Al = show & & 0]
S har() E 0 2011, 32 HEOUE ArE5HH &L

EEN ag

[include WORD " ST CI0IE Z5IE SNES BABICL

| exclude WORD " ST C0IE ZHOIA s 2SS Eer)

[ begin WORD " ST C0IE Zols 2NERH 10120 Les 2E o
OIS H2BICH

18.4.2. output post processing Ol Xl

show mac-address-table @& 2 AE S 240l 2N E E26t=0l, 1 =& o= 220/ £ & mac =
A0t =250 E e include E AFE St
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Switch#
Switch# show mac-address-table | include 0007.70
2 gil 0007.7089.1123 0-0 F-F UD.
3 gi2 0007.709e.000b 0-0 F-F UD.
13 gi3 0007.70le.4dac 0-0 F-F UD.
13 gi4 0007.7089.1123 0-0 F-F UD.
13 gi5 0007.7092.40f6 0-0 F-F UD.
13 gi6é 0007.7093.cca2 0-0 F-F UD.
13 gi7 0007.709e.1000 0-0 F-F UD.
13 gi8 0007.709f£.5934 0-0 F-F UD.
20 gi9 0007.7042.0001 0-0 F-F UD.
Switch #
show ip interface W& 2 A6t 22| U E E26t=0, -1 & £& vlan 2IHHIOlIA Ol|F2/ &1 Bt
2 A = begin 2 AHE8tC
Switch#
Switch# show ip interface | begin vlanlO
vlanlO is up
type: vlan interface
ip address: 10.1.10.1/24 broadcast address 10.1.10.254
Cpu packet counters since creation
4 packets input, 208 bytes
Received 4 unicasts, 0 non-unicasts
0 dropped, 0 errors
6 packets output, 309 bytes
vlanll is up
type: vlan interface
ip address: 10.1.11.1/24 broadcast address 10.1.11.255
Cpu packet counters since creation
1,057,364 packets input, 54,984,438 bytes
Received 1,160 unicasts, 1,056,204 non-unicasts
156 dropped, 0 errors
6,560 packets output, 311,183 bytes
(GHEF)
Switch #
357
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18.5. DDM(Digital Diagnostic Monitoring)

P8K = DDM & XI235t= GBIC 2 &EHE HAMIGHH AISXOIAH E0HF= BHUHE XNJ0tH GBIC
Port 2| Monitoring & 50| & & & 2 A 2t(Threshold)2] HYE E/AS 22 012 AISKUHAH S8 &
2

2= UAEE Y gt HRE d3E 4 RULH Monitoring & =2 Tt 2 Ch.

&= 49 At dEHS
=25 GBIC Port =% -128°C ~ 128°C
FSiely GBIC Port & &} 0V ~ 6.55V
8= GBIC Port 8 & OmA ~ 131mA
RxPower GBIC Port 2 & AID| - 40dBm ~ 8.0dBm
TxPower GBIC Port 2 &8 NID| - 40dBm ~ 8.0dBm

2t AL S0FCH Alarm/Warning 2 EHH2] SH gt BRI E JHE += U2 A=

(== |

= 5
GBIC port 2| &EHE S AIGHH ALS Xt 28 et SH gt BRIE Ao == ASE X0 SE2&tC.

Jl2& 2= P8K Switch 2| DDM Monitoring 71s2 JH 4 UCt. DDM GBIC 2] AEHE 2F

— T —

18.5.1. DDM Monitoring enable/disable (2& &1 3)
of
+

0
HAOZ LOG 0l EAIGHe! & DDM Monitoring 71501 24& 3t &0 }U0{OF &Lt

HAN Mode &9
gbic-ddm alarm enable Config DDM Monitoring 7l s 2 & A 3t tCt.
gbic-ddm alarm disable Config DDM Monitoring Jl s = HI& &3t &L},

Router# configure terminal
Router (config) # gbic-ddm alarm enable
Router (confia) # abic-ddm alarm disable

DDM Monitoring 71 s0l THHE U= A EH0IA S A gt 9IS £&0ot1) GBIC 2| Monitoring =2 &

M ats =elg == UCH

18.5.2. GBIC &t &2l

DDM S Xl 2ot gbic Ol 8ol TS HE HE ALE0H0 gbic 2 &M A EHE &elg &= QUL

o Mode &9

A

show port status gbic-ddm  Privileged DDM £ K| & 5ti= gbic 2| &EHE =21 8HLH.
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Router# show port status gbic-ddm
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(state) (state) (state) (state) (state)
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
gil gbic ddm 48.5'C 3.5V 21.7 mA -6.00 dBm -40.00 dBm
Normal Normal Normal Alarm (H) Normal
(warn) 127.0 -128.0 6.6 0.0 131.0 0.0 -12.73 -40.00 -12.73 -40.00
(alarm) 127.0 -128.0 6.6 0.0 131.0 0.0 -12.73 -40.00 -12.73 -40.00
gi2
18.5.3. DDM Monitoring g & 3.
AMEZXHE I8 GBIC OtCH Alarm/Warning S 2 € fIet gt HRIE 8&3 e = UL £&&F gt2 GBIC
LHOIl 2EE 22 AFZ Xt configuration Off BHF & X| 2 204, GBIC port £ € =&t 0| =0l ZC o T
S0 Al GBIC S &g B AHSH2Zz Btg =T
HHY Mode d0
write gbic-ddm-threshold Privileged IFNAME 0ll i€ dl= GBICO| DDM 2 X2 & d* &
<IFNAME> HEde 25 8 @%, Rx power, Tx power 0il CH
gt Alarm/Warning 2 Higt HRIE E0H=10 0|1E & &

8'.!:2 ol-El.
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- - e
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 90.0 -5.0 3.5 3.1 70.0 4.0 -3.00 -9.50 -3.00 -21.02
(alarm) 100.0 -10.0 3.6 3.0 80.0 2.0 -2.00 -10.50 -2.00 -22.01
Configure Temperature [y/n] 2y
Warning High (128.0'C ~ -128.0'C ) [ 90.0'C] 2 128
Warning Low (128.0'C ~ -128.0'C ) [ -5.0'C] ? -128
Alarm High (128.0'C ~ -128.0'C ) [ 100.0'C] 2 128
Alarm Low (128.0'C ~ -128.0'C ) [ -10.0'C] ? -128
Configure Voltage [y/n] 2y
Warning High ( 6.55 vV ~ 0.00 VvV ) [ 3.50 V] ? 6.55
Warning Low ( 6.55 Vv~ 0.00V ) [ 3.10 v] 2 O
Alarm High ( 6.55 V ~ 0.00 VvV ) [ 3.60 V] ? 6.55
Alarm Low ( 6.55V ~ 0.00V ) [ 3.00 vl 20
Configure Bias Current [y/n] 2y
Warning High ( 131.0 mA ~ 0.0 mA ) [ 70.0 mA] ? 131
Warning Low (131.0 mA ~ 0.0 mA ) [ 4.0 mA] 2 0
Alarm High ( 131.0 mA ~ 0.0 mA ) [ 80.0 mA] 2 131
Alarm Low ( 131.0 mA ~ 0.0 mA ) [ 2.0 mA] 20
Configure Tx Power [y/n] 2?2 n
Configure Rx Power [y/n] 2?2 n
ifname gbic ddm Temperature Voltage Bias Current Tx Power Rx Power
(warn) high low high low high low high low high low
(alarm) high low high low high low high low high low
(warn) 128.0 -128.0 6.6 131.0 0.0 -3.00 -9.50 -3.00 -21.02
(alarm) 128.0 -128.0 6.6 131.0 0.0 -2.00 -10.50 -2.00 -22.01
Do you really want to SAVE [y/n] ? vy
& S 0tCt waring / alarm thresholdE &= ME &&GHH &) OIS =230 yE = d&e dE8S
MEGHES HdEi6tH 80l MEE A = O
360
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Dynamic ARP Inspection

0 Z0lAM= ARP i3!S 2 A= dynamic Address Resolution Protocol (ARP) inspection (DAI)
Jlsoll Uist &8 Y s dHSHC
FEHD AIE SHE0 2t A NSt 32

b Note Ol ZOIAM ARSI = 00l CHE
= command reference & & X 5lct.

Ol 20 22 UHE2=2 0120 UL

DAIOIl CH&t OloH (Understanding DAI)

DAI J|2 & & (Default DAI Configuration)

DAI && Xl &1t M A& (DAI Configuration Guidelines and Restrictions)
DAI & & (Configuring DAI)

DAI & & 0l Ml (DAI Configuration Samples)

o o

.

19.1. Understanding DAI

P

0F
S
2

rr

[o]]]

0l ZOlA= DAI O CHEH 8Dt DAI JIS2 AF2H M ARP spoofing 22 Ak = gty
CHol & YHStCH O 22 G 22 W22 0IFH A UCH
® Understanding ARP
Understanding ARP Spoofing Attacks
Understanding DAl and ARP Spoofing Attacks
Interface Trust States and Network Security
Rate Limiting of ARP Packets
Relative Priority of ARP ACLs and DHCP Snooping Entries
Logging of Dropped Packets

19.1.1. Understanding ARP
ARP = IP Z=AQ MAC Z=AE DHW MPPNIGH A Layer 2 B2 S IPA E Proaocast ol A IP S10]

s &
e
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&&Eotedl) ol=d 248 B 2 ARP H

Jtsotil St OIE €0, SAE BIJ SAE E M3
OlE20l SAE A0l THst MAC =AJF S22 0 UK LCHD JHAGHA
H A
! % ost
: ARP Reply
|
_ ARPRequest
________ 1

%@ P | MAC %@

Host C MC
Host B Host A Host C

SAEB=SAE A2 IP F=A0 USdt= MAC =AE 20tUD| fdllA, E2EMAE ZHIQ! LA
2o D SAESWHH EZ2EMAE HAIX (ARP request)S ME&HLH B2EMWAE M LK
2o RDE SAEEZ2 SAE BII 8&8 ARP request E =4IGt1D, SAE A= XA MAC =4
£ S¢st.

19.1.2. Understanding ARP Spoofing Attacks

ARP = ARP request € $=AIGHAl £ 2 SAEJ} &8 gratuitous reply & ARP HIOIZ0| HAEL =
A2 dAZeL. 0l2 2lall ARP spoofing =21 1t ARP cache poisoning 0| &A1& 4~ AL} 2= 0|
Slles 38 et ZH|Q 2E EEHES S22 BEHEHE Soll 2HRH, AKX = SAEZ MY
=N

AQIX|, 2F2ES ARP Al *Me s x &

ARP spoofing 222 Layer 2 HIEK 30N H&EE S ,
Ji2ZcH o329 82 ARP cache

2 AE
StCH D2l OE SAEZ MYDNOF & EcjEs
poisoning 2| 0II€ 2 =Ct.

H—CF—

Host A C Host B
(A, MA) | (IB, MB)
Host C (Man-in-the-middle)
(IC, MQ)
SAEA B Ce 22 AXI2 AHHOIA A B, CHl HEZNH UA2H, 2F 22 ABUYH /X
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StCh. IP =42 MAC =4S 235 ot LIEHLHRATH OIE S0, S AE A= IP =24 |A 2 MAC =4
MA E AIZEHLH SAE AJLHIP HIS0HA S AE B2 SAE ERIHUAS M, IP =24 1B 2 2=
MAC =45 2| <ol A 2 E%@EP. AKX SA | ARP

£ RP request £ EZ2EIMAE
request & =4lotH, IP =4 1A 2 MAC =4~ MAE D
H, IP =24 1A= MAC =2 MAO OHEEIH JULH A
=2 1B 2 MAC =4 MB € Jt&l S AEQ| ARP Il Al

1]
oy
FZ
_O'E
[mi

SAE Ce=IPF=A A (E= 1B)0 TSt MAC =42 MC E AI25l= ARP response  EZCEIHA
ESCZM AKX, SAE A SAE B2 ARP HAIE QLAIZ = ULCH ARP HAIDI LEE S A
ES2IA L= B2 gote EdiElo S&HX MAC =42 MC € AI&E0HAH &0 0|2 SAE C
ot EciE g 2= HS 20I8C SAE Ce= |A, IB2H H2E AW MAC =4S 210 U]
20, SHI2 MAC FAE 28X MAC =AZ AIEdlA JIZ2H EHEE | SAESWHZ E

fOFWﬁ“d'”g%ru SAECE SAEAY SAE BO ET ALOIO XHAIS O €H 22, 01

o

man-in—the middle attack 0|2t &tCt.

H—=C—8

o 40
0> 00 Mo

Host A C Host B
(A, MA) (1B, MB)
P MAC

Host B MC
Host C MC
N 1P MAC

Host C (Man-in-the-middle) | Hoct A MA
(Ic, MQ) HostB | MB

19.1.3. Understanding DAI and ARP Spoofing Attacks

DAl = ARP I3l ZAtote= 2ot JIS0ICH DAl = S50tAl &2 IP-to—-MAC =2 binding 2 Jt
X ARP {22 22 999511 HD| TP stCt,. 0] 152 main-in—-the-middle attack 22 £ UE
FAE 258

DAl = ARP HIOIE0| 2% &8t ARP request 2t response 0fl 2Io HBZ &S SEEHCH DAl J|
S0l 2435E AX= S 201 S&ESHCE
® untrusted ZEZ £
® TtAI2l ARPIHAIE H
U=l HAHEHCE.
® RSSoHA X2 ARPINZI S HID

Py
=
fol

8t IP-to-MAC =2 binding & Jt Xl 12

o
[w

Y
>
o
=
=

DAl = ARP MH2!9 Rs4E & 28t & Q= HI0IE{ 10| A %@3e ol DHCP snooping
binding QIOIEAHI Ol AN MEE IP-to-MAC =2 binding 2 AFE&HLEH.

>
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b Note

A2 X2 VLAN Ol DHCP snooping Ol &4d3st T /JS @, DHCP
snooping 0l 26l DHCP snooping binding GIOIE1HI Ol A DF A =},

ARP 2!E w=4l8t QI HOI A2 S4 A
® trusted CIE{HIOIAZ =415 ARP IH2!

® untrusted QAIEHHIOIAN HoHME=E 22 Ra5t IH2!2F 5l Z5HL.

=2 IPFAE I SAEN UolM=E 28X 28t ARP access control
=5 JUCH A2IX= HOIE 20l CHoll 228 g2 =% AT

=
T 2o=
01, 0.0.0.0, 255.255.255.255 S£= IP HEIHAE

()

! XIOkAI &

rr

F=2 2 Ethernet ol 2] =201 & Ct.

19.1.4. Interface Trust States and Network Security
DAl = AQIXIQ 2+ QIE{HO| A0 CHE! trust AEH %™ HEES SXI5tD UCH Trusted QIHHOIAS
Sl =418 TH20l CHEHA = 01 DAl ZALE 85X 2=Ch BHH, Untrusted & HEHIOIASE S
ol 2=418H TH2 2 DAI 9 2ALS 2H=C
HEXO HEYT RHUA, SAES HEE AQX| ZEZ untrusted 2 X560 AR 12
S IEE trusted 2 AFSHCH 012 AFHWAM, 0 AQXE S UERKIAZ SUL= 2 ARP T
302 HOIAAIE 2 S VIANOILF WIES TS T2 ZANA O 01AS SE4 A} BR5}
KN= 20 trust 2832 2AIHHIOIA &8 YAl ip arp inspection trust € AFE5HH & Ch
D Caution UIER3 Bor2 Qi AQIXIIL 2 ARP IH2!S HAIGIE = 6ted™
EYst JIs0| ZQoICH =, DAl It ASIXICl Zgl oz forwardng
i o S5 UG = SUIMNAE ARP AT 2AIE 4 UET =2 A
X2l CPU 2 trap & = U0 0F SHCH
ZHE( 2 IS X0IJ Y2B 2, oA HMEQ LS =35t
J| HrgtcH
e D2I0A ARIXIAQ AIXI BOA SAE 1t BAE 22 Tatst= VLAN Off CHaH DAI JF &
S Z=0|2t0 JIEGHA. SAE 1 SAE 201 AQX| AQ HZE DHCP AW SV 2L2F IP =4
S g UYL, QF AQX AE SAE 10| U8 IP-to-MAC =4 HZES JiXD UC D2
2, AR A2 AKX B A0S QIEHOIAD} untrusted 2t81, SAE 10l M&FH ARP A2 A
X BOAM BIIECH =, SAE |1} SAE 2= SAI2 8 £ QN =
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DHCP Server

B
Port 3/3@
| C

Host 2
OIHHIOIAE trusted 2 &M= M, M = Sl= HHIJF EMECH UERKZ 20 31 &EO
SIS AR AOIA DAIE A&old JUX LoH, SAE 1 2 AKX B (D2l AKX ALOI2
OIEHHIOIADN trusted 2 BHC 0 ULIH SAE 2DHK)C ARP FHAIE @I AIZ 4= QUCH 0l &
a2 AKX BOUHA DAIE AHAIIIHE LMEHTE

DAIJI &S0l AKXl HEE SAEI UERAZL UE S AES2 ARP HAIE 2 AIJI= &
?IE XL ek, DAl = DAIJF &disel TOE UWERIS SAES ARP HHAIE 2EAIIE=
As EXotk= Retth

0l H20 DAIE AMEQ AAXINA= DAIE AMAIIIKXN L= A/AX} HZE OHHOIAS
untrusted & & &35tet. 2l DAIJF E8EX L= A/AXNEZREH packet 2 Z A3 fI6H DAI
£ &4 Folel. 0l &80| 2Jts06H0HH, Layer 3 0l A DAI £ Al

£ Ads2 AAXI0AM ARP ACLs € &%
2SS0 AXLY ALESHA @ ARAXIE 22l 0F &0

t= HERIZE 25 DI

2
[]
-+
(0]
C
©
(@)
(@)
(@)
=
LI
I
I
O
>
g
)>
2
0
=
X
1o
09
>
ol

19.1.5. Rate Limiting of ARP Packets

DAl J1s0| 2#435tE A®Xl= CPUZ 7%= ARP IH3! 2 rate E MIEHStC. CIZEZ untrusted
OIE{HIOI AN CHoll A =& 150 (15 pps)2l ARP TH2!2t 51 E & O, trusted QIE{HIOl A 2| rate = A
StotAl =0t AIHHIOIA 28 HE ip arp inspection limit £ Aol €& S HEE = UL

£ S0l CPU 2 R2U&= ARP 22| rate It &
= ARP IH2!2 HIDISICH AMSXIt 832 HEE [[HJJPXI 0
ip arp inspection limit auto—recovery & AISotH, 2 & AI2t0] 28 = LEE X}
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Z MHIA Jts A2 2tE &= UL
b Note ARP TH2!9| rate limit = CPU Ol Al software 2 X2l J| {20, Denial-
of-Service (DoS) 2201l Lol 2 S E JIHE 2~ QICH

19.1.6. Relative Priority of ARP ACLs and DHCP Snooping Entries
DAl £ IP-to-MAC =4 HZZ 2/ALE [, DHCP snooping binding OI0IEIHI0l AS AZBHCH.

ARP ACLs 2 DHCP snooping binding CIOIEHHIOIAZSCH HA ZAM AFSECH ARIX
inspection filter 222 AFO0| ZIUZS R0 B ACLs 2 AZESICH AR/IXI= HH AFE
St ARP ACLs 2 ARP IH3!Z2 ZAstCt. Bt ARP IH2!0] ARP ACLs 2 deny &2t 2 X|oHH
DHCP snooping 0l 2loll & &8t binding 0l EMdtEH2tE 1 W3S HID|=C.

19.1.7. Logging of Dropped Packets

ALX= HOIZ 2o st IEE 2] HIHO MASHLD, &3S YMHES0N HH AAE HAIXES
MASHCH HAIXIOF MAETH 23E 8= 270 HHHA AMECH 222 200 flow 88
2= AIst VLAN, port 815, source 2+ destination IP 3=4, source 2 destination MAC =4)Jt &
=L

2
=1
e

—

Global && ¥4 ip arp inspection log-buffer 2 HIH2 AJIE AHE 4= JA2MH, &4 A2t S0+
2Rt 22 H4+-E S8olM AMAE HAIXIS MH 22 X&AS £ QUCH 12l12, Global 848 H

o
& ip arp inspection vlan logging 22 2 1& Ii3le EFE XNAE = UL

19.2. Default DAI Configuration

CtS2l H= default DAl 832 2EWELH

Feature Default Setting
DAl 2= VLAN Ofl CHol "I =4 AFEHOI L.
Interface trust state 2 E CIHHO0IASE untrusted &AEHOICF.

0

Rate limit of incoming ARP packets ZE 15002 28 SAEJ S8& = Layer 2 UE
£ 3et JF83E, untrusted 2TEHHIOIA Ol CHAH 15
pps & A& =L

Trusted CIEAHIOI A0 CHOH Al = rate E HMISHOHAl &
Ct.

burst interval 2 1 =0I|LC}.

OIE{HIOl A 2] rate limit 2| =2 disable T/ QUL

rr

ARP ACLs for non—-DHCP environments ARP ACLs 2 32T AKX ZCt.

Validation checks HE HAIE =85tK Z=C0.

t=}
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Log buffer DAI J} 435t &™, deny T HLE drop Hl= 2 ARP

Wzl 3201 22 &L,

log entry 2| Jiz== 32 i.

MEZ= AIAE HAXIS = =Y 504,
logging-rate =Jl= 1 =

Per-VLAN logging deny &/ HL drop &= 2= ARP 2!/ 0] 2 A =L},

19.3. DAI Configuration Guidelines and

Restrictions

DAIE £&E M, 32 AtgS &=0lch:

HH

v DAI'_ 22X 2 ARIX K4l ARP HIOISEH ESEHH. WIERIE 26| fIohAE
= ARP I§2! =S CPUZ trapg =+ U= IS0l 2 R26tC0.

v DA|E P::l?' Eol_pngress security D|§O|Ef g; mj\l_egress checkoﬂ /\|' 6|'I| DPEL

v DAI= DAIE XI&5HA 2= AAX0N HZ2E SAEN UolMeE SUHEOIX ZCH man-
in—the—middle attack &2 Layer 2 E2EIWAE THQI0 XSt Dl M2 01I DAIE Al
2ote THQS DA %2 ZHoS2LH 2elotetl. 0122 DA 43t Mol

?IXet S AES ARP HIOIES 220l =L,

v DAl= 22 & ARP request2 ARP response IH3! 2| IP-to—-MAC
?Iol DHCP snooping binding GIOIEHHIOIA S AISSHCH =
St ARP IH2! S ol Z5tD| ol = BFE Al DHCP snoopingS &4 Al 2.

b Note DAI J} DHCP AH{2 S AF2E Z <, DHCP A2l binding 82

v DHCP snoopingO| HI&4 AEHOIH UL DHCP &d0| otL2tH, 2! S permitot HULE deny
otJl floll ARP ACLS AIEZ3let.

v LEZEQ SE4Z oA ARP IH2!2| rateE £ Fotct.

19.4. Configuring DAI

0l Z0lAl= DAIE &Xol= 20l THoll &Y st
® Enabling DAl on VLANs (Z %)

® Configuring the DAI Interface Trust State (S&)
® Applying ARP ACLs for DAI Filtering (S4&)
® Configuring ARP Packet Rate Limiting (S&)
® Enabling DAl Error-Disabled Recovery (S&)
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® Enabling Additional Validation (S&)
® Configuring DAl Logging (S&)
® Displaying DAI Information

19.4.1. Enabling DAI on VLANSs
VLAN 0fl DAI Z enable 5t%, AQ|Xl= oY VLAN S Saff 418 O+S
Ct:

]
my
o
>
)
Y
=T—;:=|
pu
un
]
oY
>
ro

e EZCHAEG=ARP IHZ!

® AX 2 MAC F=AE 2&E5t= ARP request IH2!

o IIIJ} RESH ARPrequest Ol CHer S & TH2!

° MO &4=485 = 2 E unicast ARP Il 2!

Ol IH2'SS BAIH A, &S T2 ol CHoll M8t SESt 2 ARP HIOIES HESHCL

Ct
;

.|_m|

VLAN 0il DAl £ enable ot ™, LIS &S =a5tet:

Command Purpose

Switch# configure terminal global £ RE=Z XIS,

Switch(config)# ip arp inspection vlan vian—id | VLAN 0l DAl € enable StC}.

Switch(config)# no ip arp inspection vlan VLAN 0ll DAl £ disable StC}.

vian—id

Switch# show ip arp inspection S8 Z S0ISHC.

b Note VLAN 0il DAL £ enable 5t%, iE VLAN S S 441 &= 2= ARP Ii
212 ZALSHCEH. CHAI 2all, A X121 ARP JHAIQF WIERKI IO &N 25 &
Ct.

CtS 2l 0l= VLAN 200 0l DAI £ enable ol= &t S B0 =0

Switch# configure terminal

Switch(config)# ip arp inspection vlian 200

39 e 482 &0ldle ggE B E0H:

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

P Address Validation . Disabled

ARP Field Validation . Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
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200 Enabled Activet No Deny Deny

19.4.2. Configuring the DAI Interface Trust State
£FIXE trusted IEIHOIZ2FH &8 ARP IH2IE SAtGHAl &=L

728 IP-to-MAC =2 HE S I 1D U=Xl &

Untrusted OlEﬂHI IAE Soll =418t ARP IlI2I2 &
= JIot4, ip arp inspection vian logging &80 2t 221

AL ARIXlE &0HA &

HI0 W3l 21 MEeC.

CIEHHIOIAL trust &EHE HFGteAH, TS HYS &idtet:

Command Purpose

Switch# configure terminal global &8 ==z XS

Switch(config)# interface /ifname CHE ARIXIQ HAAE QHHOIAE FAISHLD
QIEHHOIA &8 &2 XS

Switch(config=if-gi1/1)# ip arp inspection AR AZE QEHOIAE trusted 2 &F

trust StCE. (default: untrusted)

Switch(config—if-gi1/1)# no ip arp inspection | 22X 2t HZE 2HHOIAE untrusted & &

trust &St

Switch(config-if-gi1/1)# end Enable 2= S02HCH.

Switch# show ip arp inspection interfaces HAZ QIS

Ct22 Oz Gigabit ZE 1 2 trusted £ &85t Y2 20 S0

Switch# configure terminal

Switch(config)# interface gil1/1

Switch(config-if-gi1/1)# ip arp inspection trust

Switch(config-if-gi1/1)# end

Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery

gi1/1 Trusted None 1 Disabled

gi1/2 Untrusted 15 1 Disabled

19.4.3. Applying ARP ACLs for DAI Filtering
ARP ACL £ AtE35t2i®, 82 =g +35teh:

Command Purpose
Switch# configure terminal global & & & &I ST},
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Switch(config)# ip arp inspection filter VLAN Ol ARP ACL 2 & Z8&HCt.
arp_acl_name vlan vian—id [static]

Switch(config)# end Enable 2=2 S0t2tCH
Switch# show ip arp inspection H& S =0lIet.

ARP ACL 2 H&& M, CtS2 ALgHl |R2ldtet:

® ARP ACL 2| implicit deny £ explicit deny & G210 ACL2 H{EH A4S LXISHA &
= 2! S HIJIGtHA S, static IIRES AtEStet. 0l <0l DHCP binding 2 AFZEIX &
=0,
static IIREE AMESIA 22™, ACLOI XI5t=E £=210|
binding 2 ArEdHA T3 E permit & 20l Xl deny & 21Xl

® [P-to-MAC =2 gE L& L
permit 6t= I3 S8 permit = Ct.

= IH2'0l CHoi M= DHCP
2 C

ZAFSHCE. Access list JI

Ct=22l o= 0150l example_arp_acl ! ARP ACL 2 VLAN 200 0l & &otl=s 282 B0 =0

Switch# configure terminal

Switch(config)# ip arp inspection filter example_arp_acl vlian 200
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation . Disabled

Destination MAC Validation : Disabled

|P Address Validation : Disabled

ARP Field Validation . Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active example_arp_acl No Deny Deny

19.4.4. Configuring ARP Packet Rate Limiting

DAIJ} 843} &8 AR 2= ARP Ol (o RS54 ZALS 6122, 012 2ok AIXI= ARP TH2/ 2
DoS ZZ 0l FATHEICH ASIXIS CPUMIA ARP I§2/9| rate £ HMStH8CZM CPU 9 £5t12 244
A 4= QUCH

b Note DAI Jt MI235t= ARP rate limit= AZTE N J1s0/1I] 20, AIXI2
CPU AIRES ZFEOZ 2AAAIZ L= QILh GHXIBH DAI D} Xeldts
ARP TH2!9] &%= ZXEOZ M, DAL 2|8t CPU AIRES RXE 2= U
Ct.
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ZEO CHoll ARP IN2!0fl CHE! rate limit & &5t H, CIS2 &P S =3otet
Command Purpose
Switch# configure terminal global &8 22 A SHCE,
Switch(config)# interface /ifname CHe ALIXI HZE HHOIAE HAIGHL,
OIHHOIA &8 RLEZ X SHCH.
Switch(config—if-gi1/1)# ip arp inspection (& &) ARP packet rate limit & & & &tCt.
limit {rate ppos [burst interval seconas] |
none}
Switch(config=if-gi1/1)# no ip arp inspection | default &8 2& =& St
limit
Switch(config—if—gi1/1)# ip arp inspection OIEIHIOl A 2| ARP rate limit 2SS enable Al2!
limit enable Ct.
Switch(config—if—gi1/1)# no ip arp inspection | IEIH Ol A 2] ARP rate limit 2SS disable Al
limit enable 21C}.
Switch(config)# end Enable EE2 S0}2tC}.
Switch# show ip arp inspection interfaces &85 =0IstC)
ARP packet rate limit £ &8 M, Ct32 A0l =olotet
® C([|ZEZ untrusted 2/EHOIAW CHAlM= 15 pps (packet per second), trusted 2IE{H|
OlA0 CHOH M= rate E MISHGHAI &2 =Ch
® rate pps=E =Y XM2IE = U= AES HESHH HRl= 0 2H 2048 OIC
® rate none 7R E= =41&= ARP I3/ 2| rate Ol MIBt= ot Kl XSS FAISHCH
® (S4&) burst interval seconds (default = 1)=, ARP TH3! 2| rate Ot &8tS Z=6t=X 2
Z0t= AIZ2EOICH =, rate 2 8 &S &2 burst interval = St = [ Y LEZ2 &
2= ARP I3!S MISHSHCE gtel Hele 1 ~ 15 0ICh.
& ST = ARP 2SO rate Il X gt2 X olH, AAXE Y ZEZ £4I8 DE ARP
'S HIOISCH 2E 0L EES HZE WHIHAI O &Ei0t RXIECH
® OIEHOIAC rate-limit g2 HEGIA 210, ATEHHOI AL trust AEHE HEMN T CIE H O
A0l CHSt rate—limit 2 default 8t01 HHZE L. rate-limit gt HA S F0U =, trust AEHE
HIolHetE dFet g0l Az S&EEC AHHIOIA & ¥Y no ip arp inspection
limit = AtSotH, CIEHH Ol A2 rate-limit et 2 default gt =2 SR E L.
® ip arp inspection limit enable & = & &oH0F, ARP IH2! rate limit It =& &tC}.

Ct22 gil/1 0l ARP packet rate limit £ & & 5t=
Switch# configure terminal
Switch(config)# interface gil/1

Ol Ol Ct:

Switch(config-if-gil/1)# ip arp inspection limit rate 20 burst interval 2
Switch(config-if-gil/1)# ip arp inspection |imit enable

Switch(config-if-gil/1)# end
Switch# show ip arp inspection interfaces
Interface Trust State Rate (pps)

Burst Interval

Auto Recovery
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gil/1 Untrusted 20 2 Disabled
git/2 Untrusted 15 1 Disabled

19.4.5. Enabling DAI Error-Disabled Recovery
ARP TH2U0ll CHE! rate limit TN 0ll, ARP TH32| £410] HIBtE ZES S22 =252, (1S9

s otk

Command Purpose

Switch# configure terminal global & 2==2 XSHCE

Switch(config)# interface /ifname CHE ARIXI HBE HHOIAE FAIGHL,
OIHHOIA &3 R& 2 XS}

Switch(config=if-gi1/1)# ip arp inspection (SQ) s 2R IlssS 43 Al2IUh

limit auto—recovery seconds

Switch(config)# no ip arp inspection limit s =+ JIsS ol MEtLt.
auto—recovery

Switch(config)# end Enable 2=2 =02t
Switch# show ip arp inspection interfaces HAZ QIS

E{HI Ol A gil/1 O ARP rate limit 0ff 2/o ARP TH2! £=410] XIHEUS EL,10 = F0 XS
oz ERHEE 4&6t= 0l0ICH
Switch# configure terminal
Switch(config)# interface gi1/2
Switch(config-if-gi1/1)# ip arp inspection limit auto-recovery 10
Switch(config-if-gil/1)# ip arp inspection |imit enable
Switch(config-if-gi1/1)# end
Switch# show ip arp inspection interfaces

Inter face Trust State Rate (pps) Burst Interval Auto Recovery
git1/1 Untrusted 20 2 10
gitl/2 Untrusted 15 1 Disabled

19.4.6. Enabling Additional Validation

DAl 2 ARP IH2!2Q| destination MAC F=4-, sender 2 target IP =2, source MAC =40 UiEt &

S48 ANE B 2 UL

IP =2 £= MAC =400 Uiet Red SAIE ofddd, OS2 &8s Aotk

Command Purpose
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— -
Switch# configure terminal global &8 &=z XSt
Switch(config)# ip arp inspection validate (84) FIHFQ 254 HALE enable 8Lt
{dst-mac | ip | src-mac} (default: none)
Switch(config)# no ip arp inspection validate FIEO K54 HALE disable StCt.
{dst-mac | ip | src-mac}
Switch(config)# end Enable 2=2 Z0}2HCH.
Switch# show ip arp inspection 8= E0I6HC)
FIE0 R84 HAS enable ot ™, ChS2l A& Wl R2l6tet:
o (382 IIHME =& HUH X GtLIE AtEdHOF SHCY.
® 2! ip arp inspection validate &2 0|MS BHS AHISCH. Bt ip arp inspection
validate Y822 src-mac 2+ dst-mac ZALE enable

otd, & YW ip arp inspection
validate 2822 ip ZAI2HS enable #CHH, src—mac 2F dst—-mac Z A= disable & 1
ip 2 AtBHOl enable EICt.
o IHEQ R4 A= U3 20k
B dst-mac - ARP response IH2! 0l CHoll Ethernet 6ll 2| destination MAC =4 2t ARP
body 2| target MAC =4 E H| W StCH.
B ip-ARPbody 2 SS0tAl 22 IP F=AE ZAtetCh 0.0.0.0 & = 255.255.255.255 &
= HEIWAE IP =4= HIIECH ARP request 2| sender IP =4, ARP response 2|
sender/target IP =245 A AFSHCE
B src-mac — 2 ARP IH2/0ll THoll Ethernet ol 2l source MAC =42t ARP body 2|

sender MAC =4 E H| 1 StC}.

CtS2l 0l= src—mac 0l Uit IR K84 2 AIE enable ol= 2t S B0 =CH:

Switch# configure terminal

Switch(config)# ip arp inspection validate src-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap . Disabled

Source MAC Validation . Enabled

Destination MAC Validation : Disabled

P Address Validation - Disabled

ARP Field Validation . Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny
CtE2 tl= dst—-mac Ol et FIHEQ K54 HAIE enable ot= &8 =2 2 =0
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Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Enabled

I[P Address Validation - Disabled

ARP Field Validation - Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

fol

Ct22 U= ip Ol et FIHHC K54 ZBALE enable ot 2EE EW&ELCH
Switch# configure terminal

Switch(config)# ip arp inspection validate ip

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap - Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

|P Address Validation . Enabled

ARP Field Validation : Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

CtS2l 0= src—mac It dst-mac 0l tHset FIOHEQ RE4 B AIE enable ot= &2 B0 ECH:
Switch# configure terminal

Switch(config)# ip arp inspection validate dst-mac src-mac

Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap > Disabled

Source MAC Validation . Enabled
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Destination MAC Validation : Enabled

I[P Address Validation - Disabled

ARP Field Validation . Disabled

Vlian Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No Deny Deny

19.4.7. Configuring DAI Logging

O Z0llAl= DAI 2 22 9™ of CH3H & 25T

® DAl Logging Overview

Configuring the DAI Logging Buffer Size
Configuring the DAI Logging System Messages
Configuring DAI Log Filtering

19.4.8. DAI Logging Overview

AR X = HOE W20 st 822 2710 HHO HESHD, S8 LMS0 L AIAE WAIKS
MASICH MAIKIDI AT H 23EE E8= 270 HEHWAM AHECH 222 200 = flow A&
(=418t VLAN, port 215, source @ destination IP =4, source 2t destination MAC F=A)JF &
S

19.4.9. Configuring the DAI Logging Buffer Size
DAl 21 BiHo IS & Fsteie, 129 Y2 4+8steh

Command Purpose

Switch# configure terminal global &8 &=z X &L,

Switch(config)# ip arp inspection log-buffer DAISl 21 HIY IJIE HF&HL (HB/l= 0 ~
entries number 1024).

Switch(config)# no ip arp inspection log- default HI{ 3712 S &Lt (32)

buffer entries

Switch(config)# end Enable 2EZ S0t

Switch# show ip arp inspection log =RSE==gelkl

Ct32 Ol= DAl S 210 BHIH AJIE 64 2 8 -8t
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Switch# configure terminal

Switch(config)# ip arp inspection log-buffer entries 64
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate : 5 entries per 1 seconds.

No entries in log buffer.

19.4.10. Configuring the DAI Logging System Messages
DAI D} MA5H= 20 HAIXIS £X5t Y, t32 &s »85tet
Command Purpose

nw

Switch# configure terminal global &8 2 EZ XS},

(_1

Switch(config)# ip arp inspection log—buffer DAl 271 HIHE & FSHLY.
logs number_of_messges interval

length_in_seconds

Switch(config)# no ip arp inspection log— default 2 2 &t}
buffer logs

Switch(config)# end Enable EE2 S0}2tCH.
Switch# show ip arp inspection log 8 S =0I6tC)

DAl 9 22 AIAE HIAIXIE d&5tAN, T2l A0l 22l 6tet:
® logs number_of_messges (default = 5) OlA, at2 81fl= 0 ~ 1024 0ICt. 0 22 A XSt
™ 270 HAIXIDF 88 E X =0,
® interval /ength_in_seconds (default = 1) OlA, g8t2 Hl= 0 ~ 86400 = (1 &)0ICH 0
o2 HFotH, 21 HAIXIOLBIE MEED (5, 21 HHHe &4 HIoQULH.
e A28 27 WAIKI= Jength_in_seconds =< number_of_messages ol HlExg MAEL

CtE2 0= OH 2 =0LCH 12 2l DAl 2 AKX E ddotes £

K]

Ct:

Switch# configure terminal

Switch(config)# ip arp inspection log-buffer logs 12 interval 2
Switch(config)# end

Switch# show ip arp inspection log

Total Log Buffer Size: 32

Syslog rate @ 12 entries per 2 seconds.

No entries in log buffer.
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19.4.11. Configuring the DAI Log Filtering
ARP TS ZAIEH =, jﬂrml CHSH AIAE HIAIXIS HEimo2 MM & UL
et:

Command Purpose

Switch# configure terminal global && 2=2 XI5},

Switch(config)# ip arp inspection vlan vian—id | 2@ VLAN Ol THaol log filtering & & & &L},

{acl-match {matchlog | none} | dhcp—
bindings {all | none | permit}}

Switch(config)# end Enable 2= 2 =0} 2tCH.

Switch# show running—config HAZ2 =0IstCl.

DAl S 22 AIAE HIAIXIE d&oteAH, G0t 22 A&l 22ldtket:
® Default 2 2 deny &= 22 2 A &L
® acl-match matchlog —ACL&&EZ J|Etez

41, ARP access-list & & 2| permit &£= den

Ol ol permit & HLI deny &= ARP 2! =0| 2

acl-match none — ACL 1t 2 X|5t= I3 Ol CH

o
o
[wl

0
UK
=)

l'log FIREIF ALSEJACHH,

M or o8 < K
o
[

° 40K Z=C0.

® dhcp-bindings all — DHCP binding 3t 2 Xloles 2 2 =2 22 tlf.

® dhcp-bindings none — DHCP binding 12t 2 X|dt= M2 S22 =2 5tAl Z=C
® dhcp-bindings permit — DHCP binding 0fl 2/13i 31 & & =2 2 A&t

0|I

L0l CHet

>\.U

22| 0ll= VLAN 200 0l CHoll ACL 3t 2 XIot= IH
Ct:

[w

o

Switch# configure terminal

Switch(config)# ip arp inspection vlian 200 logging acl-match none
Switch(config)# end

Switch# show ip arp inspection

DHCP Snoop Bootstrap : Disabled

Source MAC Validation : Disabled

Destination MAC Validation : Disabled

|P Address Validation : Disabled

ARP Field Validation : Disabled

Vlan Config Operation ACL Match Static ACL ACL Log DHCP Log
200 Enabled Active No None Deny

P2 OAIXIE -0t 255

Ol Y& 0l matchlog IR EE HAl
ACL Off
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19.4.12. Displaying DAI Information

DAl Sl HBE X3loteid, IS ¥d2 Al=stetl:

Command Description

show arp access-list ARP ACL Ofl CHet B2 & & &tLt.

show ip arp inspection interfaces QIEHIOI AL trust &EH B EE =6t

show ip arp inspection vlan [ v/an—id] VLAN Off CHE DAl €8t S& &t BE2E &4
5L}

show ip arp inspection arp-rate QIEHIOIAL] ARP THZ! ==&l rate B2 E & &t
Ct.

DAl EHEEE Z3lotHL =D|5totdH, T2l HHES ArEdte:

Command Description

clear ip arp inspection statistics DAl SH HE2E =73 stlh.

show ip arp inspection statistics [vlan vian—id] | DAI Ot HMc2Ist ARP T2l0ll CHSt SHEBE &
2 5HCY.

DAl logging 282 Z X35t AL =D|56td S, (29 HAHS AF=5ieH:

Command Description

clear ip arp inspection log DAl 21 HIHE =JI3t stlh.

show ip arp inspection log DAl 2] HIHS && ) 2] HIHS WHEZ &
2 5HCY.

19.5. DAI Configuration Samples

0l 22 LIS &2 HlM=S2 st
® Sample One: Interoperate with DHCP Relay
® Sample Two: Interoperate with DHCP Server

19.5.1. Sample One: Interoperate with DHCP Relay
0l OilXl= DHCP relay 1SS AE5te A9AXI0l DAI S £F5te $¥eS HYsiCh (1S9 DX
H UEYIAI A0 UACHD IHEBGHAE:
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DHCP Server

L2 Switch

VLAN 1 192.168.0.1

0007.7000.1234

Host 1 Host 2
L3 A9/ Xl= VLAN 10 = Sol DHCP M2 DHCP BIAIXIE SHOIH, SAE L= 12 A9XIJt A
ZECHL L3 AAXION HZE L2 29/X= D IPFAE AMESIL SAE 1)} SAE 2= DHCP E
o

Sl IPFAE €8 2=0 el BE AR/AXA SAES

IP-to-MAC binding 82 dX2=Z DHCP
Ol 2/=8tCh. DHCP snooping &&& DHCP
tet.

b Note 0t FEUM DAI
snooping binding

Hf rir

snooping Il =& = &1

OII

]

DHCPrelay & At& &= ARIXI0 A DAl J|SS AtEoted ™, G310 201 & F&tit:

Step 1 DHCP relay Jls=2 &43 AlI2ICH.

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

Step 2 DHCP Z IP 2 &Y = SAEQ |P-to-MAC binding 222 ?=0lJ| fdoll, DHCP
server 22 SAI0 AI2%= IEHOIA VLAN 10 Uk SAEDF HZ & OIEHH 0l A VLAN
1 0fl DHCP snooping 2 &4 3l AlZ2ICt.

Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Step 3 NF IPE ArSot= A2X12 ARP I3!S o1E6t)| fioi ARP ACL 2 &€& ¢&tlt

Switch# configure terminal
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Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip host 192.168.0.1 mac host 0007.7000.1234
Switch(config—arp—nacl)# exit

Switch(config)# ip arp inspection filter permit—switch vlan 1

Switch(config)# end

Ol

i}

sHtEeA 28 A=K

Jo
o

Ct.
Switch# show ip arp inspection vlan 1

Step 4 SAEJ HEE VLAN 1 0l DAI E 43t AlIZICH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHtEH 28 & A=K =QIetC

=2 o 4

Switch# show ip arp inspection vlan 1

Xootd s £ 0

ton
ol

L3 ARAXIC & &
l

llJIO

arp access-list permit—switch
permit ip host 192.168.0.1 mac host 0007.7000.1234
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
ip dhcp helper—address 10.1.1.1
service dhcp relay
!
ip dhcp snooping vlan 1
ip dhcp snooping vian 10

ip dhcp snooping
!

19.5.2. Sample Two: Interoperate with DHCP Server
Ol GIXlE DHCP AH 2 AI2SlE ASIXI0 DAIS HF5le $¥sS S (82 M Ul
EII PHE0I ACHD B AR
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L3 Switch
DHCP Server

I —

L2 Switch L2 Switch
VLAN 1 NS

192.168.0.1
0007.7000.1234 192.168.0.2

0007.7000.5678

L3 A%/ Xl= DHCP AHHZ =&0otH L2

b Note 0lgl 40l DAL = IP-to-MAC binding 225 &8 X 22 DHCP A H 2
binding & 20/l 2/Z8&tCt. DHCP Al €& 2 DHCP At Ol =& = & 116t

TE2=2 O
ct.

DHCP MH 2 MEEI= ARIXI0IAM DAl JlsS AtSoteld, U

0lo

ot 20| £8etth
Step 1 SAENN IP =48 0ot fIoi DHCP server £ 43t AlIZICH

Switch# configure terminal
Switch(config)# service dhcp server

b Note DHCP WIE 3 pool &S M2t5HC} DHCP =22 &1
atet.

Step 2 UE IPE AMEct= AKX ARP 2! 2 5l &6H)] o ARP ACL € & & &tCl.
Switch# configure terminal
Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac host
0007.7000.1234 0000.00ff.ffff

Switch(config—arp—nacl)# exit
Switch(config)# ip arp inspection filter permit—switch vlan 1
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Switch(config)# end

b Note ARP ACL 2 5ILIS] ZHO 2 [t£9] TH3IS HAIE 2 QT
%, IP $¢o1| hAM= range E MAC =A0 UhA=
D

SHIEH 28 &A= =olett

Switch# show ip arp inspection vlan 1

Step 3 SAEQ ARXIOF HZE VLAN 1 0l DAI E 43t AIZICEH

Switch# configure terminal
Switch(config)# ip arp inspection vian 1
Switch(config)# end

SHtEH 2F A=K =lSH

o [ i

Switch# show ip arp inspection vian 1

L3 ARAXIC & &
|

llJIO

L3lotH Gt &0,

arp access-list permit—switch
permit ip host 192.168.0.1 192.168.0.10 mac host 0007.7000.1234 0000.00ff. ffff
!
ip arp inspection vlan 1
ip arp inspection filter permit-switch vlan 1
!
service dhcp server
!
ip dhcp network—pool
dns—server 164.124.107.9 203.248.252.2 168.126.63.1
lease 0 0 30
domain—-name ubiquoss.com
default-router 192.168.0.254
network 192.168.0.0/24
range 192.168.0.50 192.168.0.100
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20

ARP Snoop

ol H0lM=E EH IP =4 HY0l e Ethernet T4 BEE 2=51D| flol AFH=2 %= ARP snoop Il
SO AX 20| CHoll & ™ &Lt

gl
i
S
>
0io
ox
0%
2
=
ro
0z
e
ro
0
H

b Note Ol HOIA AMFEE= HE00 st
= command reference & & xaotct.

—_—

Ol 20 22 UHE2=2 0120 UL

® ARP Snoop0il CH&t OlaH (Understanding ARP Snoop)

® ARP Snoop J|& & & (Default ARP Snoop Configuration)
® ARP Snoop & & (Configuring ARP Snoop)

® ARP Snoop && 0l Xl (ARP Snoop Configuration Samples)

20.1. Understanding ARP Snoop

Ol 20l A= ARP snoop JIS0ll CHoH & @5HCt.
20.1.1. Understanding ARP Snoop
UBIHOZ ARP cache = U310 22 <0 M4

® SAENAM ARP RequestE & &oHHLE
T

2
o

o SAEJN JIN [P =40 U8 ARP RequestE %=

gt B &= ARP cache = ARP 201l 2ol Al HHI0IE EHH, &€& Al2t S SOIOIE EAlI &

= ARP cache € H&ot= ARP IH3! S &2 LIEtHCH:

o
ol
10
e
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ARP op Target address Sender address ARP cache
Request To me =0 Z=MotA 2o MM
Reply To me =0 ZMotH HH0olE
Request Any =0 =MatH JH0olE
Reply Any =0 ZMotH HH0olE
H 20-1 ARP cache € 20| Edl= ARP R
ARP THZ!9| sender address Ol CHoll ARP cache JF &IHSHCHEH, ({E ARP THA! 0|2t SAEQ

ARP cache & B &6t H =L}

ARP snoop 2152 JI2 IHE2 SAEDI LAEGHA %22 ARP

= 21s BAE 2= JASTZ= ARP sender 0l et B EE HIZ0t= 210|C.
ARP snoop binding Ol2t= (IP Ethernet =4) 8 Y E 22| &t
ARP snoop 2Is0| &438t= SAE= unsolicited ARP £ £=4I5tH

= ARP 210l E A= SAEWH ARP Request & &&8tHLE 0] &,

, ARP snoop binding 2 A

IH21 0l 2I5H ARP cache JF 2 0I0IE
012

2|5l ARP snoop 2

AN S

[ R wiy

%418 ARP Reply 2| sender
HED} ARP Request & 822t 2XI& B0, Ol ARP snoop binding 828 2= £ UL JHE
&tCH.
ARP Request Unsolicited ARP,
\
ARP Reply. ARP Request
T
Update
\
ARP Reply.
T
Update
_18& 20-1 ARP snoop (3-way handshake)
ARP IHZ! KHHMIO 20 IS0l R22=, 0d2f 2l ARP Reply & =482 20 H{H™ 210] 58
JtE EEE 2 QG [MetA 0] 2822 ARP spoofing 232 &2X3| XEHSHKl= =8tCt. oHAI St
SA0| AIEED| &0l Al2lg Ctet B2 E MAYUCIH, SR TIHE dL4AZ == UL
Caution ARP snoop binding 82 & JI8t2 2 ARP cache 2| ZHI0|EE XtEtot
i ™, DAI 2 ARP ACL 2 &M ArE3dli0F &tCh. ARP snoop 2 2% ARP

binding &2 8t HIZ &Lt

384
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20.1.2. ARP Snoop Entry States

ARP snoop 2 ARP snoop binding 22| &EHE CtS0t 20| R XISt
State Description
INIT ARP snoop entry Jt &&= = AEH
INCOMPLETE INIT A EfLF UNSOLICITED &HEHOI Al ARP request & &8t AR (probe)
REACHABLE 3 Way handshake It & 2 Sdli A5 & AHEH
STALE REACHABLE &EHOI A age—time O & utst AFEH
3WAY ARP request £ 8 &0t10 ARP reply E JICHEl= AHEH
UNSOLICITED 3WAY AFEHOIA ARP reply € =&IGHA =8 &HEH

ARP snoop Ol Al &1 2] 212 REACHABLE &HEHS] ARP

20.1.3. ARP Snoop Ageing Time
ARP snoop 2 REACHABLE AMEH 2] ARP snoop binding 2
otCtD 2t

STALE &EHE HXH™ A HIE L.

age

StCt. ARP Reply 0l 218t ZHI0IE 10| ageing-time 0 &

|5ted B ageing—time S AIS

snoop binding Ol C}.

s =

ing—time (default 80 =) =

fo fon

3 kSt ARP snoop binding

(@)

GHAl €

'

/D

22 Mae

ARP snoop binding 0l

—

ageing—time 2 Al&Eol= A= 2 &&HC

» Caution

A O|OI:I§

==

HE SN2

20.1.4. ARP Snoop Binding Health Check

ARP snoop 2 I8 22 ARP snoop binding 2| &8 &HE &= A= IS0l Health-check
Jls2 HME&tC. ARP snoop binding 2 HIS REACHABLE AfEHetl] otHetE O gt 22 A Alg
& 4 QT C3 22 20 health-check JIs0l RE6tH AHEE = UCH
® GOHY HHIDIUIESRIAMN A Ol& EMSHK &S M
® AoNO=Z ZAGIH SAED Atet B2 W

== s =]

Health—check & =& 2 ARP snoop binding &
binding & &< A= S X aotJ| f&0lIC.

20.1.5. ARP Snoop Probe

ARP snoop 2 probe 7152 health check JIs2t SAGHCEH AR

5;9_/\ % _P'C_j|x-| OE D—I}\|,8|.

, 728t ARP snoop

P snoop 2| probe JIs2 INIT & EH
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2t UNSOLICITED AHEH2| ARP snoop binding Ol CHol A BF =88 =IC}.

INIT AEH 2 UNSOLICITED &EH= ARP Request £ 8&8 SAEJF MoK 2, ARP snoop 01 &
Al ARP Request Ol CHSH ARP Reply JF &l= Z0ICH ARP snoop 2 AIEHE A0l /A= IP =

A0 CHoll D182 2 probe &E =S =8 SHCT.

b Note DEIP A0 EH o probe = 524 ARP request O TH3! 4t ZOIXI2 2,
ARP snoop 0] &&a6k= ARP request 2| TH3! = Z0[J| </all INIT,
UNSOLICITED QEHME P =20l UioH probe & =8 5tCH.

ARP snoop 2 60 =0tCt &84 2Z 6, INIT £i= UNSOLICITED &EHS| ARP snoop binding £ 4t
HotE2 BHEX 22 probe &l = 2

20.1.6. Understanding DAl and ARP Snoop

DAl = ARP 22 2 Aot 29 JIS0ICH DAl = R56HX 22 IP-to-MAC =2 binding £ It
X ARP {22 22 999511 HJ| TP siCt. 0] 152 main-in—-the-middle attack 22 £ UE
IE B

DHCP binding Ol ZM&IXl 2= IP =40 UolM= DAl= U2l 22 832 TR =2 &tk
® Static ARP—IP =42 dlE6l= Ethernet =42 2SI AE 88

® ARPACLs-3IE6tHLE HIIE IP =2, Ethernet =AE ACLZ &8

DHCP & ArEotAl &= 0& IP ol thst ARP spoofing &HXl &HEI2 static ARP 2 AtEdtHLE ARP
ACL 2 AIE2dllA IP =42 Ethernet =40 OIS 1:1 OHE S M4dot= 210|Ch 22t Ethernet

A0 CHEr 1:1 OHE 2 A2 E Z =2 ARP spoofing Ol CHEH &= 2 SHA EF, D_Z%* IPE AMEdte=
SAEQ £IF SIIotHLE ZHIDF DM EH & & HAC 00k 8L,

HEGHK= 2 XS ZHl2 SH0ILL WA CHol &8 HAS otk &I fioH CHSt 201 ARP ACL
9| wildcard JIs& AIEE == ULk
® 192.168.0.10 £ H 192.168.0.20 MtXl2 IP =40 Uoll 2= &H
range 192.168.0.10 192.168.0.20 mac any
e =3 IP =4 Y2 £F 3AM (Ubiquoss)ll &EUHIE AIESHCH — permit ip range
192.168.0.10 192.168.0.20 mac 0007.7000.0000 0000.00ff.ffff

£ S &E8HCE — permit ip

r

Caution ARPACLZ 1:1 BHE2Z AIEGHA =0, permit &3 0t 2 XIdt=
ARP I3!S AF=EEH ARP spoofing SACZLH ARP cache E 25 &
= GlCt.

ARP snoop 0] &43t 0! ARP snoop binding &8I QULCHH, DAl = ARP ACLOI 2ol sl
ARP IH3!2 ARP snoop binding &£ 2+ 8t H H| W &L},
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b Note ARP snoop binding 2 < 100% &I2& 4= U= HEIF OtLID| 2,
ARP snoop 1t DAI £ & AtEdH S ARP spoofing =20l F 5tCH 0 H
IPOIl CHSt &2l Q= ARP spoofing =2 2 Xl= IP =42 Ethernet =

A

200 CHet 1:1 HE =S € &8ot= H0ICh

20.1.7. Relative Priority of ARP ACLs and ARP Snoop Entries
DAl £ IP-to-MAC =4 HZZ 2/ A5HD| 218 ARP snoop binding & AFZ8tCH,

ARP ACL 2} ARP snoop 0] 20| 83T A=2 &2 ARP snoop binding 0l ARP ACLs 2CF &1 X & Al
ol MIZ=ICE A9IXI= X ARP snoop binding 22 ARP I2!S &2 AFStCE. ARP snoop binding

=
22 =2Xl 5= ARP IH2!2 HIJI=

ARP snoop binding 0l 2loll si== ARP M2!0Ic2t= ARP ACLs Ol 2JoH I & Al 22 1 I{H3!
HIJ|=CH &, DAl = ARP snoop binding 2 HJ| ZH 220t AFE &L

ro

20.2. Default ARP Snoop Configuration

Ct2 2l H= default ARP snoop &2 20 =L

Feature Default Setting

ARP snoop Disable.

ARP snoop ip d8& P =A= UL

Ageing Time 80 =

Health check Enable.

Probe Enable.

Probe interval 60 =

Wait time 2 =

Gratuitous ARP update Gratuitous ARP 0l CHoi M= ZALE SHAI 210 ARP
snoop binding £ update &L},

20.3. Configuring ARP Snoop

Ol 20l A= ARP Snoop = &€ &ot= -0l CHoll £ Stk
A

® Enabling ARP Snoop (Z %)

/_//

® Configuring ARP Snoop Ageing—time
® Disabling Gratuitous ARP update without validation (S&)
® Disabling Health-check (S&)
® Displaying ARP Snoop Information
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20.3.1. Enabling ARP Snoop

2 X0l ARP snoop S enable otH, A9 X= &8 & IPF

=2 NS0l CHall ARP snoop binding 2 2

2l stCt.
2| X1 0l ARP snoop £ enable 6tei™, CtS2 & H S 4~8i5tct:
Command Purpose

Switch# configure terminal

ol
=

o

o

Ct.

Switch(config)# arp snoop ip jp—adaress [ ip—
address]

global 8 22
=
=

PEA 4

SPS)|
=o

o

b

Switch(config)# arp snoop
Switch(config)# no arp snoop

ARP snoop £ enable &tCt.
ARP snoop = disable &tL}.

Switch# show arp snoop

23 = =08t

G322 tl= IP =24 e 192.168.0.10 ~ 192.168.0.20 0fl (ol ARP snoop £ enable ot= 28 E2 2

=L

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20

Switch(config)# arp snoop

G389 e 482 &0ldle g2 2EHE0
Switch# show arp snoop

ARP Snoop . Enabled
Gratuitous ARP update : Enabled

Health Check : Disabled

Wait Time . 2 sec

Probe Interval . 60 sec

20.3.2. Configuring ARP Snoop Ageing-time
ARP snoop 2 REACHABLE #&EH2] ARP snoop binding = ageing-time =92t s XI8tCt. Default

ageing-time 2 80 = 0|C}.

ARP snoop binding 2| agein

g-time S

dotddH, U=

o A= =2otch:

Command

Purpose

Switch# configure terminal

Switch(config)# arp snoop ip jp—address [ ip—
address] [aging-time aging-time)

global &8 2==2 XIS},
P =A 2
Ct.

=
A A B0 ageing—time & HA St

388
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Switch(config)# arp snoop ARP snoop 2 enable &tL}.
Switch(config)# no arp snoop ARP snoop 2 disable &tCl.
Switch# show arp snoop HAZ =0IstCl.
CtE2l 0= IP =4 1Y 192.168.0.10 ~ 192.168.0.20 0l CHall ARP snoop £ enable ot 12 ageing-
time S 300 £ d&ol= HHE BEWECH:

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20 ageing-time 300
Switch(config)# arp snoop

Caution Ageing-timer 2 2= 0 2& &X6tH REACHABLE AMEHSl ARP

» snoop binding Ol CHSH &EH 2 AL & B30 LM5HK R=C =, &
Z i = ARP snoop binding £ A= ALESHH &L SHI2H OHE

= ARP snoop binding 0l OFLI 2% ageing-time 2 0 2= & &GHAl

Otet.

20.3.3. Disabling Gratuitous ARP Update without Validation
Default = ARP snoop 2 gratuitous ARP £ &I ES B, ARP request € & SGHA 210 ARP
snoop binding 2 Y OIOIESHC.

ARP snoop Ol gratuitous ARP IHZ!0l CHGHA & ARP request & & &8 = ARP snoop binding 2
HOHOIEStE= otei™, T2 HYE +=&otet.

Command Purpose

Switch# configure terminal global &8 &= & sHC}.
Switch(config)# arp snoop ip jp—-address [ip— | IP =4 ¥ S &G

adaress]

Switch(config)# arp snoop ARP snoop £ enable StCt.
Switch(config)# no arp snoop ARP snoop 2 disable §tC}.
Switch(config)# no arp snoop gratuitous—arp— | Gratuitous ARP £ =432 M, ARP snoop
update binding & Ht2 HOI0IE GtAl &2=Ct.
Switch# show ip arp inspection 38 g =0olstC}.

Ct22l tl= IP =4 (HY 192.168.0.10 ~ 192.168.0.20 0l CHoH ARP snoop £ enable ot 11, gratuitous
ARP 0ll CHol Al == ARP request & M &E6tEE & &ol= Y E EWHEH

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop
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Switch(config)# no arp snoop gratuitous—arp-update
Switch(config)# end

20.3.4. Disabling Health-check
ARP snoop 2 REACHABLE &EH2| ARP snoop binding Ol CHoll F=JIXM 22 ARP Request € &%
2518 ARP Reply 2 ARP snoop binding 21 &AEHE Y OIOIE &tCt.

@
J

ARP snoop 2 health-check 2SS AZ26tX Z2cdH, (1S9 &HS £=dolct.

Command Purpose

Switch# configure terminal global 83 22 NS
Switch(config)# arp snoop ip ip—address [ ip— FA UlesS d4s8t

address]

Switch(config)# arp snoop ARP snoop 2 enable &tL}.
Switch(config)# no arp snoop ARP snoop 2 disable &tCt.
Switch(config)# no arp snoop health—check Health-check JI =2 disable &tCl.
Switch# show ip arp inspection HAZ S=0IstCl.

tts2l o= 1P

SN .168.0.10 ~ 192.168.0.20 0l CHdH ARP snoop 2 enable 6t12, health-
check JI52 AFEGHX

tHe 192

| 2= 0IE EH&EE:

Switch# configure terminal

Switch(config)# arp snoop ip 192.168.0.10 192.168.0.20
Switch(config)# arp snoop

Switch(config)# no arp snoop health-check
Switch(config)# end

20.3.5. Displaying ARP Snoop Information

ARP snoop 2| A2 E X3 otHH, OS2 HHE ALEdtet:

Command Description

show arp snoop ARP snoop 2| & EEE X 3|etCh

show arp snoop binding ARP snoop binding 82 & Z3|&tCt

show arp snoop interface ARP snoop 0| &&I5t= ARP IH3lo MEES
23| Bt

ARP snoop 2l SHEEE X3t HL ED|s6teH, 32 Y S ArEoteh:

Command Description

clear arp snoop statistics ARP snoop SHl B2 E =JI|3t &tl}.
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A A

show arp snoop statistics ARP snoop OI S4=4018H ARP TH2I K CHSE S

20.4. ARP Snoop Configuration Samples
Ol 22 Usd 22 =SS Lestth

® Sample One: ARP spoofing detection
® Sample Two: Interoperate with DAl on DHCP Relay

o

20.4.1. Sample One: ARP spoofing detection

Ol Ol Hl= ARP snoop Jls2 AIE20ilA S& IP =2 tHE Ol CHSH ARP spoofing 2 2 Xiot= 28 S &
getlh G322 J8E™ME WERAM 2SN AT JHEBHAL:
Default Gateway
192.168.0.254
Switch C
Switch A
_~o
y\‘/
192168.0.1 192.168.0.3
Switch B
AAX AOAM CHE A=IXI2 Default gateway LI CHE ALKt AISots IP =4 HE0l TSt IP-
to—MAC binding 82 € & 50otJ| fIoil ARP snoop Jls2 848355t G20 201 &8 stCt:

Step 1 S3 IP =4 0l et IP-to-MAC binding 82 & *535tJ| ¥di ARP snoop 2 &
A3} AZICH

Switch# configure terminal

Switch(config)# arp snoop 192.168.0.1 192.168.0.10

Switch(config)# arp snoop 192.168.0.254

Switch(config)# arp snoop

SHEZH 4FASK =

=2 o L — =

oI5t}

[ ek

Switch# show arp snoop
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b Note ARP snoop £ IP-to-MAC binding =28t 2=35lJ| T{20 ARP EI0I =0l
et Es= 2ts

tCt. “show arp snoop binding” & & 1 “show
| W3t ARP spoofing (£ E 2 X & £ UL

20.4.2. Sample Two: Interoperate with DAl on DHCP Relay
Ol Gldl= DAl Jl=& At&E0dt= DHCP relay Ol 4 ARP snoop 2 IP-to—-MAC binding @ 2E At=Z ol
AN ARP TH3!S XCtole geig HYsHC) (S0 M WESII A0 UCHD IFHGHAL

DHCP Server

VLAN 10

L2 Switch
L3 Switch

DHCP Relay

192.168.0.1
0007.7000.1234

192.168.0.2
0007.7000.5678

L3 A?XI= VLAN 10 S Soll DHCP AHHZ DHCP HIAIXIE SHGIH, SAE L= 12 AQIXIOt A
ZEh LB ARAXIN HEE L2 A9XsE DE IPFAE MESU. SAES2DHCP E Sofl IP =24
E gg &8sl deld 22 A29/AXY% SAES2 VLAN 10l I XIStHCE

b Note oled 240lA DAI = IP-to-MAC binding 82 ®&2= DHCP
snooping binding F.‘_Oil O|=5tCt. DHCP snooping &322
snooping Ul =Z = & 16tct.

teAd, OhS 10 20| €3 st

oll

DHCPrelay 2 AIE &= A2XIWHA DAI DI SS AIE
Step 1 DHCP relay JIs£ &43t Al2ICH

Switch# configure terminal
Switch(config)# ip dhcp helper—address 10.1.1.1
Switch(config)# service dhcp relay

Step 2 DHCP 2 IP E &Y Y= SAEQ |P-to—-MAC binding 22 E 2%6lJ| |6, DHCP
server 22 SAI0 AI25E= IEHO0IA VLAN 10 0t SAEDF HZ & QIHH 0l A VLAN
1 0fl DHCP snooping € &4 3l AIZICEH
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Switch# configure terminal
Switch(config)# ip dhcp snooping vian 1
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping

Step 3 DA IP E AMZole IP TA U0l Oist IP-to-MAC binding 828 =610 fldH
ARP snoop = &4d3 Al2ICH

Switch# configure terminal
Switch(config)# arp snoop ip 192.168.0.1 192.168.0.10
Switch(config)# arp snoop

Step 4 i) ArZsot= AX12 ARP 2! 2 51&6t)| fIci ARP ACL 2 £ & &tlt.

0

IP

1]}

Switch# configure terminal

Switch(config)# arp access-list permit—switch

Switch(config—arp—nacl)# permit ip range 192.168.0.1 192.168.0.10 mac any
Switch(
Switch(config)# ip arp inspection filter permit—switch vlan 1
Switch(config)# end

config—arp—nacl)# exit

=

SHEH 2 A=K =lst

Switch# show ip arp inspection vlan 1

Step 5 SAEDJ HZE VLAN 1 0l DAI E 43t AlIZICH

Switch# configure terminal
Switch(config)# ip arp inspection vlan 1
Switch(config)# end

SHtEH £ A=K =lsti

=

Switch# show ip arp inspection vlan 1

L3 AKX &S X
!
arp snoop ip 192.168.0.1 192.168.0.10

arp snoop
|

njo

ted O

alo

ot 2L

o
ol

arp access-list permit—switch

U9000 Series User Guide 393




_PON

solution

permit ip range 192.168.0.1 192.168.0.10 mac any
!
ip arp inspection vlan 1
ip arp inspection filter permit—switch vlan 1
!
ip dhcp helper—address 10.1.1.1
service dhcp relay
|
ip dhcp snooping vilan 1
ip dhcp snooping vlan 10
ip dhcp snooping
!
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GPON

This chapter decribes how to configure GPON parts of U9000 switch. This chapter consists of the
following sections.

GPON Overview
OLT Management
ONU/ONT Management

[ |
[ |
[ |
B GPON Function Configuration

Notice 0l &O0A AZ2Z= CLI Command 2 AAMISH AMEEEHES command
reference € & N3N A 2.
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21.1. GPON Overview

PON(Passive Optical Network) is a technology that allows to connect an OLT(Optical Line
Termination) to multiple ONUs(Optical Network Unit) or ONTs(Optical Network Termination) over
passive opticl network.

OLT

fiber .Aar ONU

1:N
Passive Optical Splitter

OLT : Optical Line Terminal
SNI ONU : Optical Network Unit
SNI : Service Node Interface

[ PON Structure]
PON allows to save the network rollout cost by providing Point-to-Multipoints access so that many
subscribers can share the total bandwidth using passive optical spliters Moreover passive splitters
provides advantages in operating the network in the field since it does not require power feed.

Central

Fiber

1xN
Optical Passive

[ GPON Structure]
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F
rr
0
_|
i
=
tol

GPON 2 PON &F2| otLIZ M LBHA 01 21 t=A = ABIARMS X0 & X6t
Ct==2I ONU LI JIZY XIS/ ONTE 1N E A Z Ct.

MEeAl2 GlEH(Downstream) M & & Broadcast HAILZ A&F(Upstream) & E2 TDMA(Time

i
-

Divison Multiple Access) 24l S AtE&LICE

otel MEAl 2 THAS2 Z2010A GIOIED SZotHl =0 2 ONU 2 8E &0 ZLICH 2
ONU = Kt&I0fl HE &l = TH2!2F 2H0t=S01 20 THE ONU Ofl i 6t THAIE2 25 Biel A ELICh
ASF MSAl 220101 S42=2 216 ONU/ONT JF &&sh IH2!2 CH2 ONU(ONT)Z &kol Xl
2SLICH 2 ONU S 2! S ofLtel Fiber £ B3R5t ME0 22t S0 LO LA L == o0
& LICH eiAM TDMA ZAIE AIE0HH ONU/ONT = OLT Jt &€Yst Time Slot =92 &&=z
HOIHE ®&& = UASLICH

21.2. OLT/ ONT Management

Ol Z20lM= OLT &0l CHst XIZ 1 OLT / ONT 22| 2 0fl Tioll A Description & LI C.

21.2.1. PON OLT, PORT 2| &leff && / X3

PONS &Rt 9&8s @Hodl= PIU interface =0 oAl Administrative StateE & &

LHHALICH. GPON_MODEW A =& & H, CONFIG_MODEWN A ‘gpon’ Command& == ct
Factory Default & EHS| system2 PONS| PORTSl AMEHD} ‘enable’ AEIZ T USH HAHE <
Lot EEa s &=Lt
Command Description Mode
show gpon topology olt OLT 2 2 E pon &EH & Enable
show gpon topology onu IF_NAME ONU/ONT 2| & B2 = Enable
show gpon onu information IF_NAME ONU/ONT 2| &' B2 £ Enable
show gpon onu detailed-information of A _
O] ANl AMEH EE &=
IF_NAME ONU/ONT 2| &Ml AFEH = Enable
PON port 2| administrative & EH £
[no] shutdown port IF_NAME [disable] enable ATE} 2 HH Config-gpon
IF_NAME : slot/port
reset olt IF_NAME - OLT device reset Config-gpon
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U9000#show gpon topology olt
PON NETWORK OLT TOPOLOGY INFORMATION

OLT ADMIN OPER MODE IPC STATE
1/1 ENABLE UP MIXED UP
1/2 ENABLE UP MIXED up
1/3 ENABLE UP MIXED UP
1/4 ENABLE UP MIXED UP
1/5 ENABLE UP MIXED UP
1/6 ENABLE UP MIXED UP
1/7 ENABLE UP MIXED up
1/8 ENABLE UP MIXED UP

U9000#show gpon topology onu 1/1
PON NETWORK ONU TOPOLOGY FOR OLT(1/1) INFORMATION

IF NAME MAC ADDR ADMIN OPER ONU TYPE DISTANCE
LOCATION (DOWN DUR)

1/1-1 5542.5153.7012.002e ENABLE UP UBQS 601A 73 m

1/1-2 5542.5153.7002.101a ENABLE UP UBQS 601A 73 m

OLT | ONU | STATUS | Serial No. | Rx Power | Distance | Equip-id
(LOCATION)

1/1 | 1 |Activate| 5542.5153.7012.002e | -19.00 | 0.074km | UBQS 601A

1/1 | 2 |Activate| 5542.5153.7002.101a | -19.00 | 0.073km | UBQS_601A

U9000#show gpon onu detailed-information 1/1-1
—-— GPON ONU DETAILED INFORMATION --

Activation Link Status : Activate

Onu Serial Number : 5542.5153.7012.002e

Onu Equip-id : UBQS 601A

Onu Rx Power : =19.00 dbm

Onu Distance : 0.074 km

Onu Equaliztion Delay : 266579

Onu Upstream FEC State : Disable

Onu List of Alloc Id : 640, O

OMCI Port Id : 0

Onu Encryption Key : 00000000000000000000000000000000
Onu Host Name :

Onu MAC Address : 0007.7012.002e
U9000+#
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b Notice Shutdown port £ & Z < i port 2| 2 Link Jt down & LI C}.

21.2.2. ONU/ONT 2| &Ej &4 |/ X3l
AE A= S CommandE A&6IH OLT ol S5
MO 3FHLE ONU/ONTE reset & &= UASLICH

ONU/ONT 2| pon port, user port &EHE

Command Description Mode
[no] shutdown onu IF_NAME - ONU/ONT pon admin state & & Config-gpon
onu uni-status IF_NAME (enable | - ONT uni port admin state & & )
. . Config-gpon
disable) IF_NAME : Slot/Port-Onu/Uni
- ONT/ONU 2| mib-upload &2 2 &
b -unload limitation IF. NAME -enable: S2 ONT It MSE &= Z < mib-
onu mib-upload limitation _ _
. - upload £ & &GHAl %3. config-gpon
(enable | disable) p. : ] g-op
- disable : =2 ONT Jt i EE & H 2% mib-
upload £ &/ &gt
deactivate onu IF_NAME - ONT/ONU deactivate & 2. config-gpon
reset onu IF_NAME ONT/ONU reset & &4, config-gpon
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21.2.3. Registering/Retrieving ONTs

All the ONUs/ONTs physically connected to the OLT are automatically registered to the OLT in
specific Index assigned by the OLT by the activation procedures. Lt Command = At S=0| Ot
AMEXOL 2ote IYAZ ONU/IONT & SEAIZI1J1 flo AHE&ELICE. GPON_MODE 0l A

Command Description Mode

ONU/ONT £ system 2| IRCZ S2

Topology onu IF_NAME serial - IF_NAME : Index(slot/port-onu) Confi on
SERIAL_NUMBER loc LINE - SERIAL_NUMBER : XXXX.XXXX.XXXX.XXXX aap
-LINE: ®IXI &2 2XE
. . ONU 2| SE4H X35
show gpon onu information IF_NAME <! h =l Enable

- IF_NAME : OLT Index (slot/port)

U9000#conf t

Enter configuration commands, one per line. End with CNTL/Z.

U9000 (config) #gpon

U9000 (config-gpon) #topology onu 1/1-1 serial 5542.5153.7012.002e loc GPON ONT
U9000 (config-gpon) #end

U9000#show gpon onu information 1/1

OLT | ONU | STATUS | Serial No. | Rx Power | Distance | Equip-id
(LOCATION)
1/1 | 1 |Inactive| 5542.5153.7012.002e | 0.00 | 0.000km |
GPON ONT
U9000+#
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21.2.4. ONU/ONT & HE HZ L A

ONU/ONTS| 81& & AHE otJ fIof GPON_MODEOIA CtE CommandE & &ai0F &LICH
AtHIE ONU/ONTE unadmin-listll S=E 0 unadmin-listE clearg [iOHXl oY ONU/ONT=
MSEEX ZSLICH

Command Description Mode
no topology onu IF_NAME ==& ONU/ONT &f &HAl Config-
edit-onu loc IF_NAME LINE -SS= ONU/ONT & ?IXl B8 ¢4 gpon
) - AHE6L XAl 2= ONU/ONT 2| Xt=4HA Config-
onu-auto-remove-timer <1-100> - -
-ZA 10 EICH 100 20X £ & gpon
show pon topolgy onu IF_NAME -ONU 2| SE4H &
IF_NAME : OLT Index(slot/port) Enable
show gpon unadmin-onu-list IF_NAME - A HIE O unadmin-list Ol E2 % ONU X 3|

U9000#conf t

U9000 (config) #gpon

U9000 (config-gpon) #edit-onu loc 1/1-1 UBIQUOSS
U9000 (config-gpon) #end

U9000#show gpon onu information 1/1

OLT | ONU | STATUS Serial No. | Rx Power | Distance | Equip-id
(LOCATION)
1/1 | 1 |Activate| 5542.5153.7012.002e | -19.00 | 0.073km | UBQS 601A
UBIQUOSS

U9000#conf t
U9000 (config) #gpon
U9000 (config-gpon) #no topology onu 1/1-1
U9000 (config—-gpon) #end
U9000#show gpon onu information 1/1
OLT | ONU | STATUS | Serial No. | Rx Power | Distance | Equip-id
(LOCATION)

U9000#show gpon unadmin-onu-list 1/1
-- GPON UNADMIN ONU LIST : 1/1 --

IDX | SERIAL-NUMBER | REASON | EQUIP-ID
[ 1] | 5542.5153.7012.002e | DEREGISTERED | UBQS 601A
U9000#
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21.2.5. Clearing and viewing ONU/ONT unadmin-list

"no topology onu IF_NAME" @32 &E35t0d ONU/ONT E “Hlé* 2% Y ONU/ONT EE=
unadmin-list 0l S=&LICt. unadmin-list 0l S=& ONU/ONT = OLT Ol MSE&X LLE=2
SEAII17] f31 M= unadmin-list clear £ & &6l OF & LICE.
Command Description Mode
clear gpon unadmin-onu-list IF_NAME OLT port L £ & serial-number 0fl CHaH A i
. Config-gpon
serial SERIAL_NUMBER unadmin-list £ clear &L|C}.
clear gpon unadmin-onu-list OLT port L§ 2 = serial-number 0 CHoH A Config-gpon
IF_NAME all unadmin-list £ clear & LICt.
, , system & &I 01l CHol Al unadmin-list £ clear Config-gpon
clear gpon unadmin-onu-list all _
gL
show gpon onu information IF_NAME ONU S5 &t =3l enable
ho on unadmin-onu-list _
Show gpon tnadmin-ont-is ONU unadmin-list = 3| enable

IF_NAME

21.2.6. Removing information of ONU/ONTs not in use

automatically

This function is to remove the information of ONU/ONT in link DOWN state automatically. The time

information of DOWN &EfJI SAIE D

U= A2t 2= ‘show gpon topology onu IF_NAME’

Command& £ 3| & L|Ct.
Command Description Mode
_ - A E35HXl 2= ONU/ONT 2| RtSAHHI Config-
onu-auto-remove-timer <1-100> _ _
-E A 10 =100 20K A F gpon
. C o sd Sl Config-
no onu-auto-remove-timer - onu-auto-remove-timer J| s 2 HI &4 3l & LI CF. gpon
show gpon onu-auto-remove-timer - onu-auto-remove-timer & & AfEf &H0I Enable
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21.2.7. ONU/ONT equip-id 21F J| s : equip-id SS/AH & X3

U9000 system OlAM= CISE X 22 ONU/ONT 2 S=g8 Hstoldl 2ol equip-id 215 Jlss

M3&LICH OLT 0l ONT &1 & Al authenticated equip-id £ S= & equip-id £ A23dt= ONU/ONT 2t

OLT 0l & S=%I0, authenticated equip-id 2 SE & Xl %2 equip-id £ Jt&l ONU/ONT = OLT 0l

olof S=0I MetE D HY ONU/ONT = unadmin-list ff SS&LICH AFEXt= O Command £
2143t authenticated equip-id & SS3tAHLE A M E &= ASLICH

Command Description Mode

authenticated-equip-id add EQUIP-ID
DESCRIPTION

i

authenticated equip-id £ S=&LICH. Config-gpon

) o authenticated equip-id £ A M & LICH J|22e2 ]
authenticated-equip-id delete EQUIP-ID _ N Config-gpon
XMl & &= default equip-id = A HIE 2= SSLICH

show gpon authenticated-equip-id authenticated equip-id £ £ 3|8t LIC}. enable

U9000#show gpon onu-auto-remove-timer

ONU AUTO REMOVE TIMER : disable

U9000#

U9000#conf t

Enter configuration commands, one per line. End with CNTL/Z.
U9000 (config) #gpon

U9000 (config-gpon) #onu-auto-remove-timer 100

U9000 (config-gpon) #end

U9000#

U9000#show gpon onu-auto-remove-timer

ONU AUTO REMOVE TIMER : 100 days
U9000#
U9000#
U9000#show gpon topology onu 4/1
PON NETWORK ONU TOPOLOGY FOR OLT (4/1) INFORMATION

IF_NAME MAC ADDR ADMIN OPER ONU TYPE DISTANCE
LOCATION (DOWN DUR)
4/1-1 504d.4353.d562.808f ENABLE CABLE DOWN UBQS_601A 72 m
(2190 sec)
U9000#
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U9000#show gpon onu information 1/1
OLT | ONU | STATUS | Serial No. | Rx Power | Distance | Equip-id
(LOCATION)

U9000+#
U9000#show gpon unadmin-onu-list 1/1
-- GPON UNADMIN ONU LIST : 1/1 --

IDX | SERIAL-NUMBER | REASON | EQUIP-ID
[ 1] | 5542.5153.7012.002e | DEREGISTERED | UBQS 601A
U9000#

U9000#clear gpon unadmin-onu-list 1/1 serial 5542.5153.7012.002e
U9000#show gpon onu information 1/1

OLT | ONU | STATUS | Serial No. | Rx Power | Distance | Equip-id
(LOCATION)

1/1 | 1 |Activate| 5542.5153.7012.002e | -19.00 | 0.073km | UBQS 601A
U9000#
U9000#show gpon authenticated-equip-id

-— GPON AUTHENTICATED EQUIP_ID LIST --

IDX | EQUIP-ID | DESCRIPTION

[ 1] | UBQS_ONU | (D) ubiquoss ONU

[ 2] | UBQS 601A | (D) ubiquoss lport ONT

(D) : default equip-id

U9000#conf t
U9000 (config) #gpon
U9000 (config-gpon) #authenticated-equip-id add UBQS 601B ubiquoss ONT
U9000 (config-gpon) #end
U9000#show gpon authenticated-equip-id
-— GPON AUTHENTICATED EQUIP_ ID LIST --

IDX | EQUIP-ID | DESCRIPTION

[ 1] | UBQS_ONU | (D) ubiquoss ONU

[ 2] | UBQS 601A | (D) ubiquoss lport ONT
[ 3] | UBQS 601B | ubiquoss ONT

(D) : default equip-id

U9000#
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21.2.8. ONU/ONT equip-id 21& J|s : IS & Description
OIZE X 2 equipid 2 JtX ONU/ONT It OLT O S =
MstatolfI1ch Orefet 201 Y ONT 2| serial number £ unadmin-list 0ff S8 § ONT £

emergency-stop & EH 2 H A& LICt

U9000#show gpon authenticated-equip-id
-— GPON AUTHENTICATED EQUIP_ID LIST --

IDX | EQUIP-ID | DESCRIPTION
1) weosows | (D) ubiquese ONU
[ 2] | UBQS 601A | (D) ubiquoss lport ONT
D) ¢ deraut equipia
U9000+#

U9000#show gpon unadmin-onu-list 1/1
-- GPON UNADMIN ONU LIST : 1/1 --

IDX | SERIAL-NUMBER | REASON | EQUIP-ID
[ 11 | 4451.9245.5e27.3128 | UNAUTHENTICATED | UO014PL-102
U9000#

equip-id 2/ ZJ1=0ll 2o block & ONU/ONTE &E& S=AII|0| /oA = ol ONU/ONTZ2| equip-

idZ authenticated equip-idZ SE &t Fl clear gpon unadmin-list 2 & S & 8 &LICH.
U9000#conf t
U9000 (config) #gpon
U9000 (config-gpon) #authenticated-equip-id add U014PL-102
U9000 (config—-gpon) #end
U9000#
U9000#clear gpon unadmin-onu-list 1/1 serial 4451.9245.5e27.3128
U9000#
U9000#show gpon onu information 1/1
OLT | ONU | STATUS | Serial No. | Rx Power | Distance | Equip-id
(LOCATION)
1/1 | 3 |Activate| 4451.9245.5e27.3128 | 19.00 | 0.071km | U014PL-102
U9000#
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21.2.9. Creating vlan mapping table (QinQ)
OLT - ONT 2t QinQ JI=s2 X &3dtJ| fIdl vlan mapping table2 4 & & LICH.

Command Description Mode

vlan mapping IF_NAME <1-4> s-vlan <1-

4095> c-vlan <1-4095> QinQ S* Al o & table S & X5t Config-gpon

o
s-vlan & c-vlan 2 2 & & LIC}.

show gpon vlan mapping onu vlan mapping table 2 £ 3| & LICt. enable

21.3. PON Configuration

This section lists the commands used to configure PON OLT and ONU and shows the exemplary use
of the commands.

PON &2 J|I2& 22 Service Profle2 45t 0l interfacelil ®Ect= 2HAaS MHELILCH
OLT2 ONU Service Profile & 2 HZ Command= 22} GPON_MODEZ2| Sub-modef!
OLT_QOS _MODES%} ONU_QOS MODEWNI A ==& LILCt.

21.3.1. PON OLT Configuration

OLT Service Profile2 Policy-map, Bridge-map, Igmp-map 22 7+ & & LILC}.

Policy-map2 & alarm &8 =22 P& 0, Bridge-map2 Bridging Configuration 882 2
& ELICH Igmp-mapS OLTUH Al MIBdte igmp Jls2e 48202 2HELIC

system?| £J| &2 ‘oltProfile’0l 2t= Service Profile2 38T U220, 0l= Policy-mapl &

‘oltPmap’E Bridge-map2 & ‘oltBmap’'S, 12|12 Igmp-map2 £ ‘oltimap’S L& & L|C}.

Command Description Mode

olt-qos OLT Service Profile 2 & Mode 2 H3& Config-gpon

21.3.1.1. Creating and applying OLT Service Profile
OLT Service Profile2 & 45td™ 2 & Policy-map, Bridge-map, Igmp-map= H X 240l OF&LICH.
Service Profile 4 & AHH[, 112112 OLT port interface0fl 2] &2 Command= OfeH 2 2 &LICH

Command Description Mode

OLT Service Profile &4

service-map PROFILE_NAME policy- PROFILE NAME : Service Profile N
map POLICY_NAME bridge-map i — - Service Frotiie Name Config-gpon-

- POLICY_NAME : Policy-map Name

BRIDGE_NAME - Brid oltqos
igmp-map IGMP_NAME - BRIDGE_NAME : Bridge-map Name
- IGMP_NAME : Igmp-map Name
OLT Service Profile 2! K|
. ) ) —y — Config-gpon-
no service-map PROFILE_NAME Default Profile(oltProfil) 2t & XY interface 0 & 2! oltdos
Profile 2 4t 2t E
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Command Description Mode
OLT Policy-map 4} Al Config-gpon-
no policy-map MAP_NAME _ y-map gop
S MESC map 2 AHHl £t oltqos
OLT Bridge-map 2 Al Config-gpon-
no bridge-map MAP_NAME _ g P g-op
-8 AHES2 map 2 ARl 20t oltqos
service-policy IF_NAME service- IF_NAME : OLT Port interface Name Config-gpon-
map PROFILE_NAME PROFILE_NAME : OLT Service Profile Name oltqos
show pon service-map olt OLT Service Profie List 2| == & Service Profile 2 b
enable
(PROFILE_NAME |) LHE X3
Show pon service-policy olt _ ) ) _
P policy OLT Port Interface 0l &I & ZE Service Profile £ 3| enable
(IF_NAME |)
21.3.1.2. Creating OLT Policy-map

OLT Policy-map2 OLT Port2 alarm #& 2=z 2&&ELICH. OLT_QOS_MODEW M ‘policy-map’

CommandE 0| &5t OLT_PMAP_MODEZ & &6t &4 & LICH.

Command Description Mode
olt-gos OLT Service Profile & Mode 2 H& Config-gpon
. . Config-gpon-
policy-map MAP_NAME Policy-map %4 Mode 2 ggp
oltqos
dowi : ONU transmission is received at an expected
lace within the virtual frame
alarm (dowi | rdii | loami | Icdgi ) P B . Config-gpon-
. rdii : RDI fields asserted
(enable | disable) . . . oltgos-pmap
loami : Thee consecutive PLOAM message is lost
Icdgi : GEM fragment delineation is lost
loai : OLT does not receive any acknowledgement
pee ; OLT receives the PEE from the ONU
alarm (loai | pee | loki | tiwi | tia) loki : Key transmission message is failed Config-gpon-
(enable | disable) tiwi : Drift of ONU transmission exceed the threshold oltqos-pmap
tia : ONU turns on its laser at a time assinged to
another ONU
Config-gpon-
alarm sdi (enable <4-9> | disable) sdi: Upstream BER is >= 10-x - Range of xis 4 to 9 ggp
oltgos-pmap
. . ) . . Config-gpon-
alarm sfi (enable <3-8>| disable)  sfi: Upstream BER is >= 10-y - Range of y is 3t0 8 gap
oltqos-pmap
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Command Description Mode
Policy-map &t & 22 & 42 Mode 2 & &H(0]
Command E 2/ & 8PII 2O map 2 MH X Config-gpon-oltqos-

Map-end - _
pesz & £ 240l &% pmap

0x
-|0|I
o&w
é
O
3
3
Q
=)
o

Mode 2 & &5l OF E.*LI )
Show pon policy-map olt OLT Policy-map List 23| S£= S& Policy-map & Al enable
(MAP_NAME |) HE X3
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21.3.1.3.

OLT Bridge-map2 OLT port2| Bride 28 882 L&g II:
ot0f OLT_BMAP_MODEZ M &5t &4 &

CommandE 0| &

Creating OLT Bridge-map

>.
gﬂ
-

IC.

OLT_QOS_MODEUWI M ‘bridge-map’

Command Description Mode
olt-qos OLT Service Profile &4 Mode 2 HZ Config-gpon
. . Config- -
bridge-map MAP_NAME Bridge-map & Mode 2 2 & oniig-gpon
oltqos
s-vlan : service vianid & & &.
address-table s-vlan (none | <1- forwarding-mode : OLT forwarding-mode & & &.
4095>) (forwarding-mode (1:1 | N:1) 1:1 2 VLAN base, N:1 2 mac base 2 S &LICH Confi
[) (use-s-vlan (on | off) |) (use-c-vlan use-c-vlan: clientvian AI20{ 25 &3, onfig-gpon-
- oltgos-bmap
(on | off) |) (use-priority (on | off) ) use-priority : use-priority I 22 E A A,
(discard-unknown (on | off) |) discard-unknown : un E 2= 0il CH&t discard 01 £ &
&3,
(on | off) |) (discard-unlearned-sa discard-unlearned-sa : unlearned source address Ol Config-gpon-
(on | off) |) (learned-entry-age-limit &t discard 01 & & & oltqos-bmap
<5-17280> ) learned-entry-age-limit : aging time & &
bridgeconfig vlan priority-mapping
(upstream | downstream) <0-7> <0- ° oo s CoONfig-gpon-
75 <0-7> <0-7> <0-7> <0-7> <0-7> upstream/downstream 2| priority-mapping 242 & & &. oltqos-bmap
<0-7>
Config- -
bridgeconfig vlan 1:1 <0-4094> vlan 1:1 mode & & orig-gpon
oltqos-bmap
Zl(:g;d)ogn”?r S'VlaE (ngpe | (<1' | vian downlink & & .
>) (double-tag-handling (on . . Config-gpon-
double-tag-handling : double t &3
off) |) (vlan-priority-handling (on | oubletag-handiing - double tagging = oltqos-bmap

off) )

vlan-priority-handling : priority handling & &
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Command Description Mode
Bridge-map & & 2t2 & &% Mode 2 & &H(0|
M d Command £ 2 &5HA 22X map 2 & DX Config-pon-
ap-en
P QoDE X4 = 24 0] Command S 2 5H0) 49| oltqos-bmap
Mode 2 & 2t OF & LICEH.)
Show pon bridge-map olt OLT Bridge-map List &3] &£= S & Bridge-map & Al b
enable
(MAP_NAME |) He X3
21.3.1.4. Creating OLT Igmp-map

OLT Igmp-map includes the configurations related with igmp protocol of OLT ports.

OLT_QOS_MODEUII Al ‘igmp-map’ CommandE O|Z6t0 OLT_IMAP_MODEZ M &6t & & LICt

Command Description Mode
olt-qos OLT Service Profile &4 Mode £ H& Config-gpon
Config-gpon-
bridge-map MAP_NAME Bridge-map & Mode 2 # & 9o
oltqos
- . - Config-gpon-
no mp discard-untagged untagged frame Ol CH St discard & & .
(no) ip igmp dis untagg 99 Ol CH = oltqos-imap
- . - Config-gpon-
no) ip igmp ignore-vlan VLAN ta CH&t discard €& .
(no)ip igmp ig g 0l Ci oltqos-imap
ip igmp last-member-query-count
<1-8> Config-gpon-
. last-member-query-count & & g_gp
no ip igmp last-member-query- oltqos-imap
count
ip igmp last-member-query-interval
<1-255> Config-gpon-
N last-member-query-interval & & g_gp
no ip igmp last-member-query- oltqos-imap
interval
ip igmp query-interval )
Config- -
<1-18000> query-interval & & g _gpon
. . oltgos-imap
no ip igmp query-interval
o i fia- -
'p igmp ra-option IGMP Strict RA Option Validation & % Config-gpon
no ip igmp ra-option oltqos-imap
ipi bust -variable <1-8> Config- -
'P '9'“_'0 robustness-varia _e Robustness counter & & on |g_gpon
no ip igmp robustness-variable oltqos-imap
ip igmp snooping fast-leave Config-gpon-
'P |g .p P! g. v igmp snooping fast-leave & & |g_gp
no ip igmp snooping fast-leave oltgos-imap
ipi ion <1-3> Config-gpon-
ip |gmp verS|0n. igmp version & = on |g_gpon
no ip igmp version oltqos-imap
ip igmp mode (disable | snoop | igmp mode & = Config-_gpon-
proxy) oltqos-imap
410
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o ) N . q Config-gpon-
ip igmp vlan-select (inner | outer) double tag frame ==4! Al inner or outer tag &1 &4 & & .
oltgos-imap
Command Description Mode

Map-end o [ ! Qonflg-pon-oltqos—
oz MY £ g4 0| Command € ot &%  imap
Mode & & &tal{OF & LICE)
Show pon igmp-map olt OLT igmp-map List =3 = S& igmp-map & Al b
(MAP_NAME ) HE X3 enave
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21.3.2. PON ONU Configuration

ONT Service Profile consists of Sla-map, Bridge-map, and Multicast-map.
Sla-map2 2 Link0ll it SLA &&E2=2 S &EMH, Bridge-map2 Bridging Configuration =

& H &L C. Multicast-map= Multicast service 2t81 Ti2t0lE 882 L &6t JUSLICH

Sla-map, Bridge-map, Multicast-map = service-policyE &0ot= QA ZM, service-policy= & M
SEZ0N A= ONTOH &EE service profile & LICt.

system U0l = ONT equip-id 0l &= default service policy?t &80 & J/HA ONTII SE0| 2
H o & ONTO X = default service-policy?t Ats2 2 & 0| & LICH

L8t Sla-map, Bridge-map, Multicast-map= 2f2f HEXHC=Z ofE ONTOH £&E =& UsLICH

SE X0l 2ol £ 8= service-policy= default service-policy 0l & 56t01 =& & LICH

S equip-id0ll [tE Default service-policy= OteH 2t 2= LICH Default service-policy &= CLIE Sl
ZIJtJt Jbs &Lt

equip-id sla-map bridge-map multicast-map
UBQS_ONU ubgs1000 hybridBmap mcastMap-noSnoop
UBQS_601A ubgs1000 ontlPortBmap mcastMap-snoop

H645A ubgs1000 ontlPortBmap mcastMap-snoop

ONU Service Profile 24 2 GPON_MODEZ2| Sub-mode?! ONU_QOS MODEOI Al =84 & LIC}t.

Command Description Mode
onu-qos ONU Service Profile 4 Mode & H& Config-gpon-onugos
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21.3.2.1. Creating and removing ONU Sla-map

ONU Sla-map includes configuration of SLA for ONU Link. ONU_QOS MODEOIAl ‘sla-map’
CommandE 0| £3dt0d ONU_SMAP_MODEZ M &t6t0f & A4 &LICH

Command Description Mode
onu-qos ONU Service Profile 4 Mode £ & Config-gpon
fig-gpon-
sla-map MAP_NAME sla-map % Mode 2 & Config-gpon
onugos

ONU Link 2| Upstream SLA & &
-tcont<1-4>: SLA E & F & tcontid & &4

; in) : servi il en
upstream sla <1-4> (data | voip) (nsr (data | voip) : service type &1,

| typeO | typel) <1-1244> <0-15> <1- - (nsr | typeO | typel) : status-report type & €4 Config-pon-
1244> <0-15> - Guaranteed bandwidth : <1-1244> onuqos-smap
- Fine Guaranteed bandwidth : <0-15>
- Best Effort bandwidth : <1-1244>
- Fine Best Effort bandwidth : <1-1244>

ONU Link 2| Downstream policing & &

downstream policing <1-4> <1- - tcont <1-4>: policing 2 £ & & tcontid 1 &4 Config-pon-
2500> <1-2500> - Commiteed Bandwidth in Mbps : <1-2500> onugos-smap

- Excess Bandwidth in Mbps : <1-2500>
show gpon sla-map onu ONU Sla-map List 3] = S3& Sla-map & Al &= b
(MAP_NAME ) =3 enaie
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21.3.2.2.

ONU Bridge-map2 User Port2t Link2| Bridge 2ted & & 1t bridge 2t¢2 OMCI ME & &, 12| 1]

HLfec 28 S=S ZEELICL

ONU_QOS_MODEWI Al ‘bridge-map’ CommandE 0| &

Creating or removing ONU Bridge-map

S6t0{ ONU_BMAP_MODEZ &

encryption

Command Description Mode
onu-gos ONU Service Profile Z4 Mode & H& Config-gpon
ONU bridge-map 244
brid MAP NAME b - default bridge-map = base-map 22 X &GN J|&E .
ridge-map MAP_ BSEMAD ap LSS ZAKSHO] A BHLICH Config-gpon-
MAP_NAME _ onugos
default map 2+ base-map 22 X E = ALCZE 2&
Al =& 8t default map 2 & E48HLICH.
OLT - ONT 2} primary-vid tag & & (1~4094) OLT =
primary-vid enable ONT 2 2 =4l &= frame & & & & primary-vid Config-gpon-

PRIMARY_VID_LIST

tag 2| frame 2t2 G| E&LICH
ZICH 20 JHEXI € 0| JtsEHLICH

onugos-bmap

primary-vid disable

OLT - ONT 2t primary-vid tag & & &5t X| 2&LICH
OLT = ONT £22H #=4&l%= 2 E tag E oI EELICH

Config-gpon-
onugos-bmap

mapper <1-4>

802.1p mapper service profile & &
- 802.1p mapper service profile & &2
mode & & LICH

<16 mapper

Config-gpon-
onuqos-bmap

- mapper = ZI 1 4 HDHK A == ASLICH
L1214 mapper 0l 2 Z /0| AL2E gem-port 2| W4 Config-gpon-
gemport count (1| 2] 4) SRS onugos-bmap-
mapper
em-port-mapping <1-4> tcont <1- Config-gpon-
i P PRing gem-port 22 HZE tcontid E XIZELICH onuqos-bmap-
mapper
default-pbit-marking (enable | DE frame Ol CHEH A pbit S default 202 Zarx — Config-gpon-
. _ onugos-bmap-
disable) 0 E dFELIC
mapper
default-pbit-marking 0| 24 3lE Z 2 AIZ Tl default Config-gpon-
default-cos <0-7> . onugos-bmap-
pbit 2t &I LIC.
mapper
unmarked-frame-option 2 & & & LICt. Config-gpon-
unmarked-frame-option (0 | 1) - 0 : Convert from DSCP to 802.1p onugos-bmap-
- 1: Tag frame to a certain value mapper
MAC bridge service profile & & Confi
. S onfig-gpon-
bridge <1-4> - MAC bridge service profile & & = </l bridge '9-9p

mode & & §fLIC}.

onugos-bmap

mac-learning

Learning ind & &
- bridge learning function 2 &t & 3tk H Lt
HIg&sterLIC

Config-gpon-
onugos-bmap -
bridge
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MAC learning depth & &

Config-gpon-

max-host onuqos-bmap -
- user port & mac-limit 0l =2 AFZE LICH. ) a P
bridge
, it & MAC bridge service profile 0 2121 £|= UNI Config-gpon-
uni <1-4> G onuqos-bmap -

2I6H uni mode 2 & EFLICH.

bridge

Config-gpon-
uni-mtu-size <64-2032> SHE UNI Ol Al X2l JHs 8 miusize 2 & & & LICH onugos-bmap -
bridge-uni
. . . ol & UNI 2| admin status (shutdown/no shutdown) S Config-gpon-
uni-port-admin (enable | disable) _ onugos-bmap -
sygutt ; i
bridge-uni
ol S UNI Ol &2 rate-limit config = committed-
. S information-rate £ & & & L| C}. Config-gpon-
uni-rate-limit-cir <0-1000000> . _ o onuqos-bmap -
- <0-1000000> : khit/s &t 2 A &HSGHH, 0 2 no limit' S . .
~ bridge-uni
o|0|&tLICh.
OH S UNI Ol =2 & rate-limit config = peak-information-
_ - rate S 888 LICH. Config-gpon-
uni-rate-limit-pir <0-1000000> . _ o onugos-bmap -
- <0-1000000> : khit/s ¢t = A &H3EIH, 0 2 ‘no limit 2 . .
_ bridge-uni
o|0|gtLICh.
vlan-tagging-operation-data ME & &
-UNI<1-4>: 8% & UNI E XIZELICH
- upstream mode (0 | 1 | 2) : upstream packet Ol CH St
tagging rule £ & & & L| L}
-0:tag Ol &28i0| TS LICH
-1 Z 0l tag It 2™ tagging ot 12, tag It A2 H
overwrite El- Ll [:l' Conﬁg_gpon_

vlan-tagging-operation <1-4> (0| 1 |
2) <0-7><0-4094> (0| 1)

-2 =220l tag It 2™ tagging ot 12, tag It A2 H

double tagging & LI Ct.

- priority <0-7>: T L0l HEZE priority & &

-vlan tag <0-4094>: Zef|2 0l HES tag & &

- downstream mode (0 | 1) : downstream packet 0l CH St

tagging rule £ & & & LI C}.
-0:tag Ofl &30 Z Y

o

-1l:tag € MOt ZRY

icl

c -
oo

icl

onugos-bmap -
bridge

vlan-tagging-filter (tcont <1-4> | uni
<1-4>) (a_ala_e|c_a|f_prio_a|
f_prio_e|f_tci_a|f_tci_e|f_vid_a|
f_vid_e|g_prio_a|g_prio_e|g_tci_a|
g_tci_e|g_vid_alg_vid_e|h_prio_a|
h_prio_e|h_tci_alh_tci_e|h_vid_a|
h_vid_e) filter-list <1-4095> <0-7>
(<1-4095> <0-7> (<1-4095> <0-7>
(<1-4095> <0-7> (<1-4095> <0-7>
(<1-4095> <0-7> (<1-4095> <0-7>

vlan-tagging-filter-data ME & &

- tcont <1-4> : & & &t tcont (ANI side) S XIF & LI Ct.

- uni<1-4>: & & & uni (UNI side)Z XI®&HLICH

- Forward operation : =418t =il 210l CH&! forward
operation rule 2 S e LI Ct. (gpon E= 24 984.4
& x)

- filter-list : filter-list S & ™ &F LI C. 20 12 WX & &

Jts¢ELICh.

Config-gpon-
onugos-bmap -
bridge
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(<1-4095> <0-7> (<1-4095> <0-7>
(<1-4095> <0-7> (<1-4095> <0-7>
(<1-4095> <0-7>))HDHDHDND

bind <1-4> tcont <1-4> mapper <1- tcont - mapper -bridge - uni Config-gpon-
; = . Ay = onuqos-bmap -

4> bridge <1-4> oHS uni & EcHE 0l HEY tcont 2 E= .
bridge

bridgemode <1-4> vlan-mapping ONT 2| bridgemode £ & Ch N:1 & &4 Al mac- Conflg-gson-

(1:1 | N:1 limit <0-126>) onuqos-bmap -
bridge
Config-gpon-

encryption (enable | disable) encryption AFE0{ &£ onugos-bmap -
bridge
Config-gpon-

fec upstream (enable | disable) fec NZBHREE &F onugos-bmap -
bridge

Show gpon bridge-map onu ONU Bridge-map List = 3| & Bridge-map 4! Al b

(MAP_NAME |) enable
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21.3.2.3.

ONU Multicast-map includes configurations related with Multicast service of ONU.
ONU_QOS_MODEOI A ‘multicast-map’ Command&

detotod e gLt

Creating/Removing ONU Multicast-map

,/”/

0/=6tH ONU_MCASTMAP_MODE=Z

Command

Description

Mode

onu-gqos

ONU Service Profile &4 Mode £ &

Config-gpon

multicast -map MAP_NAME

multicast -map %4 Mode 2 21 &

Config-gpon-onuqos

group-range start A.B.C.D end
A.B.C.D

=

multicast group range £ & & & LICH.

n

Config-gpon- onugos

igmp snoop version <1-3>
no igmp snoop version

igmp snoop version 2 & & &tLICH.
‘no’ P A Al J|2g42! version 2 2 & ELICH

Config-gpon-onuqos-
mcastmap

(no) igmp snoop fast-leave

igmp snoop fast-leave £ &4 3t 5t H L

BlgdateLlch

Config-gpon-onugos-
mcastmap

igmp snoop max-groups eth <1-
4> <0-1000>

no igmp snoop max-groups eth
<1-4>

user port & max group £ &
‘no’ P& &S Al group =E zIiE AFELILCH

EER T

Config-gpon-onuqos-
mcastmap

(no) igmp snoop

ymp snooping = & & 3tatLILCt

Config-gpon-onugos-
mcastmap

Igmp-map & & 2= L AP Mode 2 & &

Config-gpon-onuqos-

(Ol Command £ &/ &6HA 2 H map2 M4
Map-end _ _
HOB=Z &Y F &4 0| Command E 2510 & mcastmap
Mode 2 & &t OF & LICH)
Show gpon multicast-map onu ONU Igmp-map List 3| £= £& Igmp-map & Al enable

(MAP_NAME |)

Ny _DE_aI

S T
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21.3.2.4. ONU default service-policy 2] &8 & X3

ONU default service-policyS & &t ONTI S50/ 2 [ oY ONTSl equip-id 0l St= Default
profile0l A2 2 A& 0| & LIC.

Command Description Mode

ONU Default service-policy & &

SLA_NAME : Sla-map Name Config-gpon-
BRIDGE_NAME : Bridge-map Name onugos
IGMP_NAME : Igmp-map Name

default service-policy EQUIP_ID bridge-
map MAP_NAME sla-map MAP_NAME
(multicast-map MAP_NAME)

show gpon default service-policy onu ONU default Service-policy £ 3| enable

21.3.2.5. Creating, retrieving, and removing ONU service-policy

Command Description Mode

ONU service-policy & &
-IFNAME : Interface Name
-BRIDGE_MAP : Bridge-map Name
-SLA_MAP : Sla-map Name

service-policy IFNAME "MCAST_MAP : multicast-map Name
BRIDGE_MAP SLA_MAP (mcast- -vlan-tag : ONT bridge-map & & = vlan-tagging- Config-gpon-
map MAP_NAME |) (vlan-tag <0- operation-config 0il & & &| = upstream tag onuqos
4095> <0-4095> <0-4095> SHLICHL X=0 25 0| EHE Z < bridge-
<0-4095> |) _

map & &0l S&5t0 HEELICH

multicast map 1 viantag & &2 & &5 LICH

(mcast-map & & 2 &5t 2 2H igmp snoop Ol

SXGHA 2SLICEH)

ONU 0fl &-&&l service-policy E AHHl _
no service-policy IFNAME - 29 S0 ONU Ol ®EE profile 2 AHHI S::;l(g)g;gpon-

=t

T:I\(l),l\j\vMpI;)n service-policy onu ONU 0l & & service-policy E =3 enable
418 U9000 Series User Guide
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21.4. Managing ONTs with Faulty Optic Module

21.4.1. 225 =& ONU/ONT At& shutdown

22= 2202 ONTE &2 £ ot ol E ONTE A= shutdown AlJl= JISE HS&LICH

Command Description Mode

Idshutdown (enable | disable) LD shutdown J| s &3 &8st 848 Config-gpon

show gpon ldshutdown LD shutdown J| 5 AMEHX 3] enable

21.4.2. ONT ZE2 & tx-power Mt

This function is to limit tx-power of optic modules of ONT for specific time period.

Command Description Mode

IF_NAME : slot/port-onuld

Idshutdown onu IF_NAME <0-65535> : tx-power £ K| &te Al2H(sec) & &. i
Config-gpon

<0-65535> (0 : permanently)
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21.5. Firmware upgrade

21.5.1. OLT firmware upgrade

This function is to upgrade firmware of OLT PON chip using tftp.

Command Description Mode

OLT HAE L elol=E& LI

address : slot/port A2 2 2] 25tE,

2 & 2912l pon chip 2 AFE3I2 2 port

l:l-I 1CELSE Ola:ioI-L|E|.
(port1,2,3,4HS port HS 1 & & port5, 6,
7,8HS portHS 52 &

0124 JH 2l address & 2 10| =& A 2 range
interface £ Y& = UASLICH

Ol) /1 vt 1/5 2 2/1:1/1~2/1 £= 1/1,1/5,2,1 &
o:l/\loi OIE:ijl.

or

software download olt (address address £ 2% 0tX S 2% &H slot 01l T Config-gpon
IF_NAME |) FILENAME (A.B.C.D |) 20| SE RSEHLICH

FILENAME : 2 10|E& BRI meH2S

LS EHLICH

(AB.CD|): tftp NtH =ALE LRABLICE FAE

QUGHK S F 2 IS flash LHOIA E S04

MY S 20 YOY0I=E MEEHLICH (flash O

ool g d=: g1dolE &E=

2 130|E I EQI : enable Mode 0l A terminal

monitor S 225t § A 0I=S RS#ESHLICH

Ad0IE B= Al ‘completed’ 2 10t E2 &,

2 01E0t 2= & pon chip 2 XS 2 2 reload

ELICH
show gpon software olt OLT BA HEEEE X3IELICH enable
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PO uticn ,4_———/

-—> 48 =X SBM pon chip Ol oA orT BRI U222 AH

U9000#show gpon software olt

DEV_NAME F/W VER H/W VER
ol 2 os12
4/2 4.4 5211 2
st version : 1250
U90004#

U9000#configure terminal

U9000 (config) #gpon

U9000 (config-gpon) #software download olt address 4/5 PAS5211 v2 1 build 5 2.bin 192.168.0.9
U9000 (config-gpon)#Jan 1 02:15:53 [5] OLT IMAGE UPGRADE STATUS: transfered Slot 4 Port 0 with
pmc/PAS5211 v2 1 build 5 2.bin image

U9000 (config-gpon) #Jan 1 02:16:10 [5] OLT IMAGE UPGRADE STATUS: completed Slot 4 Port 0 with
pmc/PAS5211 v2 1 build 5 2.bin image

U9000 (config-gpon) #
U9000 (config—-gpon) #end
U9000#show gpon software olt

DEV_NAME F/W VER H/W VER
a2l s2 sa12
4/2 5.2 5211 2
host version : 1.2.50
U9000#
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21.5.2. ONT/ONU firmware upgrade (manual-upgrade)
This function is to upgrade the firmware of ONT/ONU PON chip using tftp.

Command Description Mode

ONT/ONU EAIHE S dI0IE&LICH

address : slot/port-onu 2| Al Z leAEHL| L},

0f21 Ol address E & 1d0|=& & 2 range

interface & Y& == ASLICH

0ll) ONT 1/1-1 Bt 1/1-2 2} 1/1-3:

1/1-1~1/1-3 £= 1/1-1,1/1-2,1/1-3 2l E4le g

ol E’Aj|.i

address £ 2 &5tA 2= 2 Ml ONT Ol CHAH

Sd0IES MESLICH

image-id <0-1> : gpon ONT/ONU = dual image
software download onu (address 2EE XNJELICH Y3018 image o 1SS
IF_NAME |) (image-id <0-1>) LSS LIC Config-gpon
FILENAME (A.B.C.D ) FILENAME : 2030/ E& B0 IIYHS

U SHABLICH.

(AB.CD|): titp AtH F=AE LHBLICHL =4 E

UGN %S F2 FHI2 flash LHOIA EAO]

oS 0t 200l =E RIMELICE (flash Off

ool glg A2 g1dIolE 38)

4 B01E &AEQI : enable Mode 0l Al terminal

monitor £ 28t F ZH0I=E RIE#HELICH.

S H0lE B2 Al ‘completed’ 2 10t 22 &M,

BN B2= fIoiM= HE ONT £ reload ol OF

& LICY. (software activate Command AFE)

CS 220l AF2=E image-id 0l CHaoll commit S
software commit onu IF. NAME <0- &/ & &LICt. ONT OFF/ON Al commit & ERI 2 _

- . _ Config-gpon

1> SE Xl L SLICH (software activate &1 34

AOIEHCOE BANWZ B1ZE)
software activate onu IF. NAME <0-  ONT software £ reload ot ) 41 &4 5t image-id £ )
1> - seisDh Config-gpon
show gpon software onu IF_NAME  ONT/ONU B0 HE X EE Z=3|&tLICH. enable
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21.5.3. ONT/ONU firmware upgrade (auto-upgrade)
U9264 supports auto-upgrade of ONT/ONU pon chip.

auto-upgrade unlikely manual-upgrade does not perform download by each interface. 2f ONT 2

HANHE flash 0l =2 =8t

%l auto-download £ start ot OLT 0l S
Asoz g80=8 AEEHLICH

EZ0 A= 2= ONT il CHoH

Command Description Mode

thp AMHZ2E EAOE flash Ol 22 =& LICH )
software add onu FILENAME A.B.C.D - Config-gpon

ZI0H 10 S| HANE H2EE &~ USLICH
software remove onu FILENAME flash 0ff =X 5t= auto-upgrade & BHHE )

_ Config-gpon

software remove onu all ALRIELICE

auto-download J1 s S &4 3H&LICEH

autoReset : upgrade Jt 2= & ONT 0ff CHaH A

2 A2 reload S A SHEHLICH
software auto-download onu start time (0-23) : autoReset & & #E Al2FS
(autoReset (time <0-23> ) | SZELICH (0 Al~23 Al, EAl J1E) Config-gpon
manualReset) manualReset : upgrade Jt 22 S ONT 0l

CHoH M autoReset 2 & GHAl Z&SLICH CLIE

=0fl reload £ & &oHO0F F D0l =5 A0t

MNsE LI
software auto-download onu stop auto-download J| S S HI& 4 3t&LICH Config-gpon
show gpon software auto-download  auto-download & & EHE = QIEFLICH enable

o] (o]

status SLOT

il =
B0 SEL &g = AsLIth
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